
PREVENT   |   DETECT   |   MITIGATE

 Cybersecurity Shield of Defense

Use devices wisely
– Don’t click unknown links
– Get a pin for your smartphone 
– Employ two-factor authen�ca�on 
– Back up your data

Watch your financials
– File your taxes early
– Keep your tax records on external media
– Diligently monitor your bank accounts
– Enable money ac�vity alerts 
– Consider an iden�ty protec�on service

Get off the lists
– Opt out of junk mail via optoutprescreen.com 
– Halt telemarke�ng via donotcall.gov
– Avoid sweepstake surveys, credit offers, 
 and giveaways

Know how to react 
– Put a plan in place and keep it handy
– Report suspicious ac�vity to credit 
 bureaus 
– Contact the police

Protect your credit
– Freeze your credit
– Use credit, not debit — and keep receipts
– Minimize your number of online 
 credit cards
– Set up credit monitoring

Defend your organization
– Close the door behind you
– For�fy your network
– Train your team
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