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Prepare Now for a Ransomware Attack
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Disclaimers

The information contained herein is general in nature and is not intended, 
and should not be construed, as legal, accounting, or tax advice or opinion 
provided by CliftonLarsonAllen LLP to the user. The user also is cautioned that 
this material may not be applicable to, or suitable for, the user’s specific 
circumstances or needs, and may require consideration of non-tax and other 
tax factors if any action is to be contemplated. The user should contact his or 
her CliftonLarsonAllen LLP or other tax professional prior to taking any action 
based upon this information. CliftonLarsonAllen LLP assumes no obligation to 
inform the user of any changes in tax laws or other factors that could affect 
the information contained herein.
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Housekeeping

• If you are experiencing technical difficulties, please dial: 800-422-3623.

• Q&A session will be held at the end of the presentation.

– Your questions can be submitted via the Questions Box at any time during the presentation.

• The PowerPoint presentation, as well as the webinar recording, will be sent to you within 
the next 10 business days.

• For future webinar invitations, subscribe at CLAconnect.com/subscribe.

• Please complete our online survey.
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About CliftonLarsonAllen

• A professional services firm with three distinct business lines
– Wealth Advisory

– Outsourcing

– Audit, Tax, and Consulting

• More than 6,100 employees

• Offices coast to coast

Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC.
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Are You Prepared?

Ransomware Attacks
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• “Professional Student”

• Science Teacher / Self Taught Computer Guy

• IT Consultant - Project Manager  IT Staff/Help Desk  Hacker

• Assistant Scout Master (Boy Scouts)

C:\whoami
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Goals

Ransomware and Cybercrime 

• Understanding the attackers

• How it’s done and what to look out for

Ransomware Kill Chain

• Attack vectors and defensive controls

Ransomware Recovery Strategies
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Ransomware and Cybercrime
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Current State of Cybercrime

• Hackers have monetized their activity

– Theft of personally identifiable 
information (PII)

– Payment fraud

– Ransomware

• Most attacks are carried out by 
organized crime
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Organized Crime

• Hacking is run like a business where 
people specialize in different areas
– Writing malware

– Renting botnets

– Social Engineering

– Stealing data

– Selling data (collect data from various 
sources/BIG DATA)

– Etc.

• Most attacks are completely automated
10
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Think like an attacker

Ransomware attacks can be automated

Can require little effort by attacker once attack 
has been launched

Monetization comes in the form of 
cryptocurrency which is largely unregulated

ANY type of organization can be targeted 
regardless of the type of data they maintain

11
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Ransomware

• Attack on the availability of network data

• Easier to do than exfiltration of the data

• Uses strong encryption to render victim’s files unreadable

• Payments are often in Bitcoin 

• Cyber criminals attempt to delete host and network backups

• User credentials are used for network access

• Many variants and constant evolution
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Ransomware
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Ransomware

• Malware encrypts 
everything it can 
interact with
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Ransomware
(One year ago)
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(Six months ago)
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Ransomware
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Ransomware
(More Recently…)
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Ransomware variants

• Since 2015 over 215 different variants have been 
discovered, of which only 97 have known 
remediation tools

18



©
2

0
1

9
 C

lif
to

n
La

rs
o

n
A

lle
n

 L
LP

Create Opportunities

Defensive Strategies

• Defense in Depth / Layered Security:
– Email spam filters

– Removal of ads from the network

◊ Webproxy

– Staff awareness

– Minimized user permissions

– Patching

– Disaster recovery - Working backup and Restore
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CyberKill Chain

External Recon

Weaponization

Delivery
Command 

Control

Capture 
the Flag

Exploitation ExfiltrationInternal 
Network Recon
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Delivery - Attacker

Direct exploit of publicly available service

Phishing

Social Engineering

• Email spoofing

• Call spoofing

Malicious hardware

• ”Free” USB drive from vendors
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Phishing Email
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Phishing Email
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Poor Email Filtering

25

Connected to mail.cogentco.com (38.9.X.X).

MAIL FROM: <hacker@contoso.com>

250 OK

RCPT TO: <david.anderson@claconnect.com>

250 Accepted

DATA

354 Enter message, ending with "." on a line by itself

FROM: <ElonMusk@tesla.com>

TO: <david.anderson@claconnect.com>

Subject: Free Tesla Car

SMTP Envelope

SMTP Message



©
2

0
1

9
 C

lif
to

n
La

rs
o

n
A

lle
n

 L
LP

Create Opportunities

Phishing Website

26



©
2

0
1

9
 C

lif
to

n
La

rs
o

n
A

lle
n

 L
LP

Create Opportunities

Delivery - Attacker

• In Person

– RFID clone

– Media drops

– Tailgating

– Attacking weak wireless implementations

27
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Phone Calls
• Call someone and have them download a remote access 

tool- spoofing phone numbers is extremely easy

• “Hi, this is Randy from Comcast Business users support.  I 
am working with Dave, and I need your help…”

– Name dropping  Establish a rapport

– Ask for help

– Inject some techno-babble

• “I need you to visit the Microsoft Update site to download 
and install a security patch.  Do you have 3 minutes to help 
me out?”
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Password Guessing

• Internet accessible services that 
do not require multi-factor 
authentication
– RDP, OWA, VPN, etc.

• Employees choosing weak 
passwords

• Employees reusing passwords 
found in known data breaches

29

Password Audit Total

Number of passwords audited 855

Passwords cracked 794

Passwords that were all letters
63

Passwords that were all numbers
5

Passwords that were an English
word

20

Passwords that were a word
with numbers appended to it

200

Passwords that were the same
as the username

6

Passwords that do not meet
Windows complexity

584
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Delivery - Defense

Mail Security Controls

Security Assessments of email system

• Cloud - offsite

• OWA - onsite

• Endpoint

Spam Filters

Monitoring
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Delivery - Defense

• All Staff - Security 
Awareness Training

– Analyze email 
“FROM” field

– Hover over links

– Is the email expected

– Who ya gonna call?
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CyberKill Chain

External Recon

Weaponization

Delivery
Command 

Control

Capture 
the Flag

Exploitation ExfiltrationInternal 
Network Recon
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Exploitation

• MS17-010 (WannaCry / ETERNALBLUE)

• Bluekeep 

Missing patches

• Malicious Office documents (Macros, OLE, etc.)

• HTML Applications (.HTA)

• PowerShell is often utilized to run/deliver the code

System Configuration

33
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Exploitation - Defense

• Security Policy
– Least Privilege

– Layered Defense

– Secure by Design

– Assume Breach

• Patch management

• Practice Restore Capabilities
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Exploitation - Defense

Security Baseline
– “Golden Image”

– Desired State Configuration

– GPO
◊ User

◊ machine

– Benchmarks
◊ CIS

◊ NIST
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Exploitation - Defense

• Application whitelisting
– AppLocker

– Windows Device Guard

• Protect Office Applications
– Block Macros

– Windows Defender Exploit Guard

• Log Management
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Exploitation - Defense

• Network Monitoring
– User level

– Temporal

– Attempts

– Behavior

• Segmentation
– Block endpoint SMB

– Guest Wi-Fi

– IoT

– Secure transactions
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Ransomware Recovery Strategies
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Data Backup

• Ensure ALL critical systems and data are being 
backed up

• Practice a full system and data restore to verify your 
confidence in full system and data restore 
capabilities
– Understand how long it will take to recover various 

backup types

• Segment critical backups to prevent deletion
– Attackers will attempt to delete or encrypt all accessible 

backups
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Incident Response

• Playbooks for common incident types

• Ensure employees understand their responsibilities 
and procedures to follow in the event of an incident

40
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Cyber Insurance

• Helping or hurting organizations?

• Should you pay?

– You won’t need to if appropriate 
measures are taken

• Average cyber insurance payout is ??? 

41
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Summary

Increased sophistication and adoption by attackers

Preventative measures are essential

• Requires technical and procedural controls

Data backup and incident response are critical to mitigate 
the impact of a Ransomware attack
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Managing Principal - Cybersecurity
612.397.3114
Randy.Romes@claconnect.com


