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Create Opportunities  |  We promise to know you and help you.

Policies and Standards

 People, Rules and Tools
– What do we expect to occur?

– How do we conduct business?

 Standards based operations from a 
governance or compliance framework:
– GLBA, FFIEC, state laws, etc…

– PCI – DSS

– CIS Critical Controls, NIST

 Disciplined exception management

2
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Create Opportunities  |  We promise to know you and help you.

Standards Based Operations

• Standards for your in-house 
systems that your IT staff 
manages and maintains.

• Standards for the the in-
house systems provided by 
and/or managed by your 
service providers.

• Standards for your systems 
hosted at a third party 
(cloud/service bureau).
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• CIS 
Center for Internet Security CIS controls

• PCI
Payment Card Industry Security Standards 
council

• CSA 
Cloud Security Allowance

• NIST
National Institute of Standards and 
Technology

• FFIEC
Federal Financial Institutions Examination 
Council  IT Examination Handbook InfoBase
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Standards Based Operations

4

https://www.auditscripts.com/free-resources/critical-security-controls/

http://www.auditscripts.com/free-resources/critical-security-controls/


©
2

0
1

8
 C

lif
to

n
La

rs
o

n
A

lle
n

 L
LP

Create Opportunities  |  We promise to know you and help you.

Standards Based Operations
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https://www.cisecurity.org/controls/
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Low Hanging Fruit

Basic Controls
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Apply The CIS Critical Controls
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“Inventory”…
– Set the standard for 

“Normal”

– Sets the stage for the 
rest of the controls
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Vulnerability Management
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• Monitoring (built in) and 
scanning (independent) 
for vulnerabilities

– “Patch Tuesday” and 
vulnerability scanning

– Rogue devices



©
2

0
1

8
 C

lif
to

n
La

rs
o

n
A

lle
n

 L
LP

Create Opportunities  |  We promise to know you and help you.

Passwords
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• Controlled use of administrative privileges
– Standard users should not have admin rights

– Administrators should have two sets of credentials

• Do NOT log into workstations with administrator privileges
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Secure Configurations (standards…)
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Benchmarks 

• Secure Standard Builds

• Hardening Checklists

11
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Log Files
Centralization and Correlation of event logs

• System and application logs

• Critical data systems/files

• Key system configurations

• Data activity and flow

• Accounts

• Retention…

12
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Layered Defenses and Operational Maturity

Foundational Controls

13
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Foundational Controls
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Resilience
Back up and Restore 

 Secure the backup process
– Backups should be done with a service 

account.

– Storage location of back ups should be very 
restrictive – read only access even for most 
administrators. 

– Identify which users could encrypt backups if 
they were to become infected.

– You could also restrict the backup network 
access temporally similar to a bank vault.

 Working backup and restore 
capabilities

– PRACTICE
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Improvement Processes and Resilience

Organizational Controls

16
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Standards Based Operations
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Know Your Network
Know What “Normal” Looks Like

•Infrastructure

•Servers & Applications

•Data Flows

•Archiving vs. Reviewing

•System inventory

•Application inventory

•Data inventory

18
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Cloud and Internet of Things (IoT)

19

Extend the controls to service providers

• “Traditional” 3rd party service providers

• Cloud hosting services

• IoT systems and service providers
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Internet of Things (IoT)
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https://krebsonsecurity.com/2019/04/p2p-weakness-exposes-millions-of-iot-devices/

• These “Things” are “computers”

• They have software that needs 
to be updated

• They provide remote access and 
control

• They have presence and sensing

• They are sending and receiving 
data

• Examples include: 

• _________________

• _________________
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Cloud and Internet of Things (IoT)
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• Cloud Security Alliance:
https://cloudsecurityalliance.org/ 

• FFFIEC:
https://ithandbook.ffiec.gov/media/153119/06-28-12_-_external_cloud_computing_-_public_statement.pdf

• CIS:
https://www.cisecurity.org/cis-benchmarks/

• NIST:
https://www.nist.gov/topics/internet-things-iot

https://cloudsecurityalliance.org/
https://ithandbook.ffiec.gov/media/153119/06-28-12_-_external_cloud_computing_-_public_statement.pdf
https://www.cisecurity.org/cis-benchmarks/
https://www.nist.gov/topics/internet-things-iot
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Summary

• Standards Based IT Operations
– Framework based operations aligned with 

accepted standards:

– CIS Critical Controls

– FFIEC

– NIST

– Manage, Monitor, and Test controls

PRACTICE
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Summary

• Apply Standards and Required Controls to 
Your Service Providers

– In-house/on-prem systems provided by third parties

– Hosted/Cloud based systems and service providers

– Awareness of IoT devices

– Manage, Monitor and Test the systems

PRACTICE

23
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Questions?

24
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Thank you!

Randy Romes
CISSP, CRISC, CISA, MCP, PCI-QSA
Managing Principal – Cybersecurity Team 
CLA – CliftonLarsonAllen, LLP
Direct:  612-397-3114
Randy.Romes@claconnect.com
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