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ABC’s of Hardening the Network
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Create Opportunities  |  We promise to know you and help you.

Bottom Line Up Front
 Why do you have it?

 What is it supposed to do?

 Turn off the components you don’t need

 Change the defaults

 Train your people

 Manage, Tune, and Monitor the systems

2

People Rules

`

Tools
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Federal Financial Institutions Examination 
Council (FFIEC) Guidelines

• FFIEC provides a handbooks for guidelines on information 
security

– https://ithandbook.ffiec.gov/it-booklets/information-security/

• Cybersecurity Assessment Tool

– CAT helps financial institutions identify risks and determine 
cyber attack preparedness

– https://www.ffiec.gov/cyberassessmenttool.htm

https://ithandbook.ffiec.gov/it-booklets/information-security/
https://www.ffiec.gov/cyberassessmenttool.htm
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Federal Financial Institutions Examination 
Council (FFIEC) Guidelines

FFIEC Network Controls Handbook Example
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Center for Internet Security (CIS) 
Benchmarks
• The Center for Internet Security (CIS) Benchmarks provides documented 

standards for internet security, CIS Benchmarks and Controls are 
recognized globally as a best practice for securing IT infrastructure. 

• CIS Benchmark list Includes:

– Desktop and Web Browsers

– Mobile Devices

– Network Devices

– Servers and Operating Systems

– Cloud and Virtualization Platforms

◊ Amazon Web Services

◊ Microsoft Suite

◊ VMware 

◊ Google
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Standards Based Operations

6

https://www.cisecurity.org/controls/
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Apply The CIS Critical Controls

7

“Inventory”…
– Set the standard for 

“Normal”

– Sets the stage for the 
rest of the controls
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Secure Configurations (standards…)

8
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Benchmarks 

• Secure Standard Builds

• Hardening Checklists

9
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Center for Internet Security (CIS) 
Benchmarks

Microsoft Windows Server 2016 CIS Benchmark example
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Hardening the Network -
Workstations

• Configuration hardening

– CIS benchmarks as guidelines

• Account Controls

– Limit local administrative privileges

– Enforce use of strong passwords
◊ Microsoft LAPS

– Perform periodic audit scans on workstations, to ensure best practices are being 
followed

• Utilize local protection IE, fire-walling/anti-virus

– Enable Host Intrusion Prevention (HIPS) if anti-virus supports

– Ensure anti virus definitions are kept up to date

• Patching

– Keep all systems up to date

– Validate patching effectiveness with authenticated vulnerability scans

• Third party software should be update to date or removed
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Hardening the Network –
Firewalls

• Configuration hardening
– CIS benchmarks keep all firewalls operating systems up to date

• Configure strong non default passwords
• Harden/tune your rules

– Document the business need

• Document configuration changes and exceptions
• SSL/Egress filtering
• Web content filtering
• Enable SSL Inspection

– Palo Alto

• Enabling intrusion prevention
– Palo Alto/Checkpoint
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Hardening the Network –
Internet of Things (IoT)
• Inventory authorized devices and software

• Secure configurations
– Understand connectivity and data “collection”

– IoT devices typically lack the range of configuration changes 
that workstations and servers offer, when configuration 
options are available, they should be reviewed and a baseline 
of these controls as a best practice.

• Isolation and segmentation

• Vulnerability Assessments
– Perform regular vulnerability assessments, as if any other 

device on the network
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Log Files
Centralization and Correlation of event logs

• Centralize

• Secure

• Programmatically process

• Retention
– System and application logs

– Critical data systems/files

– Key system configurations

– Data activity and flow

– Accounts

14
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Common Security Issues
• Default credentials

• Legacy protocols in use

• SIEMs, HIPS, end-point controls not being utilized

• Excessive user account permissions

• Little to no segmentation in place 

• Insecurely configured services and software

• Password polices not meeting best practice

• Missing critical security patches
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Cloud and Internet of Things (IoT)

16

Extend the controls to service providers

• “Traditional” 3rd party service providers

• Cloud hosting services

• IoT systems and service providers
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Internet of Things (IoT)

17

https://krebsonsecurity.com/2019/04/p2p-weakness-exposes-millions-of-iot-devices/

• These “Things” are 
“computers”

• They have software that 
needs to be updated

• They provide remote access 
and control

• They have presence and 
sensing

• They are sending and 
receiving data

• Examples include: 

• _________________

• _________________



©
2

0
1

8
 C

lif
to

n
La

rs
o

n
A

lle
n

 L
LP

Create Opportunities  |  We promise to know you and help you.

Cloud and Internet of Things (IoT)

18

• Cloud Security Alliance:
https://cloudsecurityalliance.org/ 

• FFFIEC:
https://ithandbook.ffiec.gov/media/153119/06-28-12_-_external_cloud_computing_-_public_statement.pdf

• CIS:
https://www.cisecurity.org/cis-benchmarks/

• NIST:
https://www.nist.gov/topics/internet-things-iot

https://cloudsecurityalliance.org/
https://ithandbook.ffiec.gov/media/153119/06-28-12_-_external_cloud_computing_-_public_statement.pdf
https://www.cisecurity.org/cis-benchmarks/
https://www.nist.gov/topics/internet-things-iot
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Questions?

19
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CLAconnect.com

Thank you!

Randy Romes
CISSP, CRISC, CISA, MCP, PCI-QSA
Managing Principal – Cybersecurity Team 
CLA – CliftonLarsonAllen, LLP
Direct:  612-397-3114
Randy.Romes@claconnect.com
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