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The information herein has been provided by 
CliftonLarsonAllen LLP for general information 
purposes only. The presentation and related materials, 
if any, do not implicate any client, advisory, fiduciary, 
or professional relationship between you and 
CliftonLarsonAllen LLP and neither CliftonLarsonAllen 
LLP nor any other person or entity is, in connection 
with the presentation and/or materials, engaged in 
rendering auditing, accounting, tax, legal, medical, 
investment, advisory, consulting, or any other 
professional service or advice. Neither the presentation 
nor the materials, if any, should be considered a 
substitute for your independent investigation and your 
sound technical business judgment. You or your entity, 
if applicable, should consult with a professional advisor 
familiar with your particular factual situation for advice 
or service concerning any specific matters.

CliftonLarsonAllen LLP is not licensed to practice law, 
nor does it practice law. The presentation and 
materials, if any, are for general guidance purposes and 
not a substitute for compliance obligations. The 
presentation and/or materials may not be applicable 
to, or suitable for, your specific circumstances or needs, 
and may require consultation with counsel, 
consultants, or advisors if any action is to be 
contemplated. You should contact your 
CliftonLarsonAllen LLP or other professional prior to 
taking any action based upon the information in the 
presentation or materials provided. CliftonLarsonAllen 
LLP assumes no obligation to inform you of any changes 
in laws or other factors that could affect the 
information contained herein.
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Typical Migration
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When it all goes wrong
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How could this happen?
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Reason 1: The Licensing Maze
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Microsoft integrated security
Simplify and fortify security with Microsoft Security solutions

Identity and access 
management 

Threat 
protection

Information 
protection

Security 
management

Protect users’ identities 
and control access to 

valuable resources 
based on user risk level

Protect against 
advanced 

threats and 
recover quickly 
when attacked

Ensure documents and 
emails are seen only by 

authorized people

Gain visibility 
and control 

over security tools

Reduce costs with an 
integrated solution

Secure hybrid 
environments effectively

Employ the world’s largest and 
most trusted security presence
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The Licensing Maze
• Microsoft’s 365 licensing can be 
overwhelming
o Dozens of product bundles (E5, E3, 

Business Standard)
o 400+ “Service Plans”

 Microsoft 365 feature sets
• E5 Information Protection & 

Governance
• Azure AD Premium Plan 1
• Microsoft Defender for Endpoint 

Plan 2
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Example: Retention Labeling / Policies
• A company is looking to implement retention policies and apply retention 
labeling across their M365 environment
• Microsoft's Answer
o Microsoft Purview Data Lifecycle Management & Microsoft Purview 

Records Management
 Formally “Microsoft Information Governance”

o Features (Among many others):
 Manual labeling by end users
 Client or Server-Side Automatic labeling
 Automatic Policies for sharing, alerting, archiving, and more
 Standardized or custom criteria for datatypes
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Retention Labeling / Policies
• Licensing 
o Per Application Retention Polices:

 Exchange: Exchange Plan 2 or Exchange Online Archiving
 SharePoint & OneDrive: SharePoint Plan 2
 Teams (if policy doesn’t use adaptive scope): Microsoft 365 

E5/G5/A5/E3/G3/A3/F3/F1, Business Basic, Business Standard, and Business 
Premium
• Underlined if the retention or deletion period must be more than 30 days

o Universal, cross-application retention policies and labeling
 Microsoft 365 E5/A5/G5/E3/A3/G3
 Microsoft 365 E5/A5/G5/F5 Compliance and F5 Security & Compliance
 Microsoft 365 E5/A5/F5/G5 Information Protection and Governance
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The Licensing Maze - Continued
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Reason 2: Dangers of the Default 
Config
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• Microsoft has a history of promoting 
features over security
o Legacy Authentication – The Bane of 

Business Email!
 Used to bypass MFA enforcement
 Finally, being removed starting October 

2022!
 Most common cause of BEC for several 

years now.
o Auto forwarding – Classic Data Exfiltration

 Used to fwd messages to outside 
domains without end-users knowing

 Was originally turned on by default

Dangers of the Default Config
Email To: 

jsmith@mycomany.com

Email Fwd: 
hacker@external.com
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The Cascade of Terribleness (Share Settings) 
• Default share settings are a disaster
o Anonymous link can be sent from OneDrive and 

SharePoint
 By default, these never expire!

o Any user can invite any external party as guests 
 Can be abused with anonymous links 

disabled
 Guests can then share any times to anyone 

they choose. Even items they do not own!
o In short sharing company data is virtually 

unrestricted!
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Guest Access Confusion
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Guest Access Reviews
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SharePoint Infected Files   
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PowerShell & Admin portal
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What the default config is not
We use the default 
since that is 
Microsoft’s security 
recommendation 
and they know more 
than I do!
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Reason 3: IT Overload
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IT Overload

• Dedicated Security Teams and M365 experts on staff 
cost significant $$ 

• IT budgets are designed to the systems running and 
support requests down

IT departments 
often don’t have 

the budget

• Microsoft 365 is a constantly changing platform and 
keeping up is time consuming costing valuable hours

• Settings often change in both availability and meaning
• Locations and names in the Admin Portal often change

IT departments 
don’t have the 

time
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Wrap Up
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Conclusion
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Questions to ask Yourself
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What should you do?
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What We See
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Q & A
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