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How I Hacked a 
Construction Company
Low Bidders Conference 2017
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Introduction

• Who Am I?
• How I hacked a construction company
• How it could have been prevented
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Who Am I?

• David Anderson
• Farm kid turned hacker
• Worked in IT/IT Security for 

9 years
• Yes, I am older than 18
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Please give me 
your password…
No, I am serious.
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Social Engineering

• Trick the user into doing 
something they shouldn’t
– Visit malicious website
– Allow access to facilities
– Provide confidential information

“Why break a windows when you 
can get the user to open the door?”
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Social Engineering

• [Audio Sample]
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Walking through 
the front door…
Don’t mind me…
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Unauthorized Network Access

• What can you do with a username and password?
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Unauthorized Network Access
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Unauthorized Network Access
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Unauthorized Network Access
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Taking over
Game. Set. Match.
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Taking Over

• Look for “Low Hanging Fruit”
– Administrative access to systems
– Easily guessable passwords
– Shared passwords
– Old, out-of-date systems
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Taking Over
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Taking Over

• Found several systems where Stacy had 
administrative privileges

• What can I do with admin privileges?
– Used Stacy’s account to extract passwords from the 

computers
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Taking Over
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Taking Over

• Determined computer password was shared 
between on workstations and servers

• Performed “Pass-the-Hash” attack
– Not the 1960’s pass-the-hash ;)

• Comprised the entire network in < 30 minutes
– Access to all systems and files

◊ Bids
◊ Contracts
◊ Email
◊ Etc.
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Key Takeaways
Remove the “low hanging fruit”
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What could have stopped this?

• User awareness training
– Understand that IT will never need your password 
– Perform call back verification

• Two-Factor Authentication (2FA)
– External services should require 2FA

• Manage administrative privileges
– Users should NOT have admin rights

• Good password hygiene
– Don’t share passwords!
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What could have stopped this?

• Don’t make it easy for the attacker

• Questions?



twitter.com/CLAconnectfacebook.com/
cliftonlarsonallen

linkedin.com/company/
cliftonlarsonallen
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Thank You!

David Anderson
Manager, Information Security
612-376-4699
David.Anderson@claconnect.com

http://www.twitter.com/CLA_CPAs
http://www.facebook.com/CliftonLarsonAllen
http://www.linkedin.com/company/cliftonlarsonallen
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