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CPE Information

You need to attend 200 minutes to receive the full 4 CPE
credits.

16 Attendance Markers that read: “I'm Here,” will be

launched during this session. You must respond to a
minimum of 12 to receive the full 4 CPE credits.
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Today’s Agenda

Introduction

Higher Education Regulatory and Compliance Update
Break

A Conversation About Fraud

Break

Cyber Risks and Mitigation Strategies for Higher Education
Break

How to Effectively Leverage Shared Services

Closing

©2024 CliftonLarsonAllen LLP
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The information herein has been provided by
CliftonLarsonAllen LLP for general information purposes
only. The presentation and related materials, if any, do not
implicate any client, advisory, fiduciary, or professional
relationship between you and CliftonLarsonAllen LLP and
neither CliftonLarsonAllen LLP nor any other person or
entity is, in connection with the presentation and/or
materials, engaged in rendering auditing, accounting, tax,
legal, medical, investment, advisory, consulting, or any
other professional service or advice. Neither the
presentation nor the materials, if any, should be considered
a substitute for your independent investigation and your
sound technical business judgment. You or your entity, if
applicable, should consult with a professional advisor
familiar with your particular factual situation for advice or
service concerning any specific matters.

©2024 CliftonLarsonAllen LLP

CliftonLarsonAllen LLP is not licensed to practice law, nor
does it practice law. The presentation and materials, if any,
are for general guidance purposes and not a substitute for
compliance obligations. The presentation and/or materials
may not be applicable to, or suitable for, your specific
circumstances or needs, and may require consultation with
counsel, consultants, or advisors if any action is to be
contemplated. You should contact your CliftonLarsonAllen
LLP or other professional prior to taking any action based
upon the information in the presentation or materials
provided. CliftonLarsonAllen LLP assumes no obligation to
inform you of any changes in laws or other factors that
could affect the information contained herein.



Learning Objectives

Identify new
regulations that may
impact current policies
and procedures

©2024 CliftonLarsonAllen LLP




Uniform Grant Guidance
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Uniform Grant Guidance




Uniform Grant Guidance — Why?

OMB’s objectives
Incorporate Add clarity to Using plain
statutory Reduce : y 5P
, sections that language and
requirements agency and have been .
and recipient . . .
N iEictrative burden interpreted inconsistent
priorities differently use of terms

»
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Uniform Grant Guidance — Proposed Changes

Increase single audit Type A Modify the
threshold from threshold remains definition of
$750,000 to $1,000,000 unchanged questioned costs

Amount, expended or received from a Federal award in the auditor’s judgement

1) is noncompliant or suspected noncompliant with federal statues, regulations, or the
terms and conditions of the federal award

2) at the time of the audit lacked adequate documentation to support compliance or

3) appeared unreasonable and did not reflect the actuations a prudent person would
take in the circumstances

©2024 CliftonLarsonAllen LLP
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Uniform Grant Guidance — Proposed changes continued

Fixed amount subawards
* Previously capped at $250,000; no cap proposed,
federal agency approval still required

0=—= .
Schedule of Federal Expenditures
* |dentify the recipient of the federal award when
audits cover multiple recipients

e Recipient defined as departments, agencies, IHEs and
other organizational units

~m ©2024 CliftonLarsonAllen LLP 12
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Uniform Grant Guidance — Proposed changes continued

Term non-federal replaced with Increased de minimus indirect

recipient or subrecipient cost rate percentage from 10% to
throughout subparts 15%

Section 200.407, 10 items
removed from requiring prior
approval (Real property,
equipment, entertainment...)

Threshold used to define a capital
expenditure increased from
$5,000 to $10,000

~m ©2024 CliftonLarsonAllen LLP 13
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Uniform Grant Guidance - Status

Comment period
ended December 2023

14



Poll: How do you feel the proposed changes
to the Uniform Guidance will impact your

institution?
| need to Moderate el |
read the final Impact to re-write of What is
version c-urrent O U.nlform
before | policies and L Guidance?
decide procedures

»

©2024 CliftonLarsonAllen LLP



LA

Department of Education
Developments
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ED Developments

Financial Responsibility,
Administrative Capability,
Certification Procedures,

Ability to Benefit; a Rule by
the Education Department
on 10/31/23

Federal Register ::
Financial Responsibility,
Administrative Capability,

Certification Procedures,
Ability To Benefit (ATB)

17


https://www.federalregister.gov/documents/2023/10/31/2023-22785/financial-responsibility-administrative-capability-certification-procedures-ability-to-benefit-atb
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https://www.federalregister.gov/documents/2023/10/31/2023-22785/financial-responsibility-administrative-capability-certification-procedures-ability-to-benefit-atb

ED Developments

Section 668.23(d)(1) —
require the reporting
of all related-party

transactions in the
notes to the financial
statements

Requirement to
disclose in the notes to
the financial
statements if there are
no related-party
transactions

18



ED Developments

O

Existing regulations require a broader set of disclosures than
US GAAP

Level of detail that would allow the Secretary to readily identify

the related party such as;

* Name

e Location and description of entity

* Nature and amount of transactions (financial or otherwise)

e Routine de minimis transaction such as meals for board
members do not need to be reported (other transactions with
individual board members are required)

~m ©2024 CliftonLarsonAllen LLP 19
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ED Developments

Commentors
noted that
disclosing such
information could
violate Pll rules

©2024 CliftonLarsonAllen LLP

ED notes that “no
provision of these final
regulations involves
releasing Pll to parties
other than the
Department”

20



Does your
institution have the
procedures and
controls in place to
identify all related
party transactions
for disclosure?

@

ED Developments

If your institution
reports no related

party disclosures, Does the level of
are there auditable detail required to
processes in place be reported
U2 BREUTE 0 available?
transactions are
missed

Do members of
governance need
to be educated
on the
requirements?

21
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ED Developments - Other matters in the Final Rule

@DQ Removed a proposal for institutions to disclose in its financial

statements amounts spent on recruiting, advertising and other pre-
enrollment expenses

Amend 668.171, which requires institutions to demonstrate they

can meet financial obligations;

* Adding failure to make debt payment for more than 90 days,
failure to make payroll or borrowing from employee benefit
plans as events that constitute a failure to meet financial
obligations

e Multiple revisions to mandatory and discretionary triggers
requiring an institution to post financial protection

©2024 CliftonLarsonAllen LLP



ED Developments - Other matters in the Final Rule — cont’d

Provide institutions 21 days to report triggering
events, up from 10 days

Various amendments to the certification

procedures contained in section 668.13, 14, and 43

~m ©2024 CliftonLarsonAllen LLP 23
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ED Developments

GENERAL 23-121 -
Requirement for Institutions
to Have Certain Calculations

Related to Institutional and
Program Eligibility
Substantiated by an
Independent Auditor

©2024 CliftonLarsonAllen LLP

Requirement for Institutions

to Have Certain Calculations
Related to Institutional and
Program Eligibility
Substantiated by an
Independent Auditor |
Knowledge Center

24


https://fsapartners.ed.gov/knowledge-center/library/electronic-announcements/2023-12-21/requirement-institutions-have-certain-calculations-related-institutional-and-program-eligibility-substantiated-independent-auditor?utm_medium=email&utm_source=SFMC_RAVE&utm_campaign=GAQC23&utm_content=674874&AdditionalEmailAttribute2=AICPA&AdditionalEmailAttribute3=GAQC_Email_SEP23&AdditionalEmailAttribute4=SEP23_GAQC&AdditionalEmailAttribute5=
https://fsapartners.ed.gov/knowledge-center/library/electronic-announcements/2023-12-21/requirement-institutions-have-certain-calculations-related-institutional-and-program-eligibility-substantiated-independent-auditor?utm_medium=email&utm_source=SFMC_RAVE&utm_campaign=GAQC23&utm_content=674874&AdditionalEmailAttribute2=AICPA&AdditionalEmailAttribute3=GAQC_Email_SEP23&AdditionalEmailAttribute4=SEP23_GAQC&AdditionalEmailAttribute5=
https://fsapartners.ed.gov/knowledge-center/library/electronic-announcements/2023-12-21/requirement-institutions-have-certain-calculations-related-institutional-and-program-eligibility-substantiated-independent-auditor?utm_medium=email&utm_source=SFMC_RAVE&utm_campaign=GAQC23&utm_content=674874&AdditionalEmailAttribute2=AICPA&AdditionalEmailAttribute3=GAQC_Email_SEP23&AdditionalEmailAttribute4=SEP23_GAQC&AdditionalEmailAttribute5=
https://fsapartners.ed.gov/knowledge-center/library/electronic-announcements/2023-12-21/requirement-institutions-have-certain-calculations-related-institutional-and-program-eligibility-substantiated-independent-auditor?utm_medium=email&utm_source=SFMC_RAVE&utm_campaign=GAQC23&utm_content=674874&AdditionalEmailAttribute2=AICPA&AdditionalEmailAttribute3=GAQC_Email_SEP23&AdditionalEmailAttribute4=SEP23_GAQC&AdditionalEmailAttribute5=
https://fsapartners.ed.gov/knowledge-center/library/electronic-announcements/2023-12-21/requirement-institutions-have-certain-calculations-related-institutional-and-program-eligibility-substantiated-independent-auditor?utm_medium=email&utm_source=SFMC_RAVE&utm_campaign=GAQC23&utm_content=674874&AdditionalEmailAttribute2=AICPA&AdditionalEmailAttribute3=GAQC_Email_SEP23&AdditionalEmailAttribute4=SEP23_GAQC&AdditionalEmailAttribute5=
https://fsapartners.ed.gov/knowledge-center/library/electronic-announcements/2023-12-21/requirement-institutions-have-certain-calculations-related-institutional-and-program-eligibility-substantiated-independent-auditor?utm_medium=email&utm_source=SFMC_RAVE&utm_campaign=GAQC23&utm_content=674874&AdditionalEmailAttribute2=AICPA&AdditionalEmailAttribute3=GAQC_Email_SEP23&AdditionalEmailAttribute4=SEP23_GAQC&AdditionalEmailAttribute5=
https://fsapartners.ed.gov/knowledge-center/library/electronic-announcements/2023-12-21/requirement-institutions-have-certain-calculations-related-institutional-and-program-eligibility-substantiated-independent-auditor?utm_medium=email&utm_source=SFMC_RAVE&utm_campaign=GAQC23&utm_content=674874&AdditionalEmailAttribute2=AICPA&AdditionalEmailAttribute3=GAQC_Email_SEP23&AdditionalEmailAttribute4=SEP23_GAQC&AdditionalEmailAttribute5=

ED Developments — Existing Regulations

e

Each eligible institution must prepare, and their auditors must
evaluate and report on the accuracy of certain calculations

Each year, the following calculations on an award year basis must be

performed

* % of correspondence courses the institution offers and the % of
regular students that enroll in correspondence courses

* % of regular students that are incarcerated

* Completion rates for confined or incarcerated individuals
enrolled in non-degree programs at nonprofit institutions

~m ©2024 CliftonLarsonAllen LLP 25



ED Developments

Each year, the following calculations on an award year

basis must be performed (continued)

% of the institution's
regular students that lack a
high school diploma or
equivalent

©2024 CliftonLarsonAllen LLP

Completion and placement
rates for short-term
programs

26
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ED Developments

Auditors’ substantiation of
the calculations to be
reported on as an
attestation engagement or
an institution’s annual Title
IV compliance audit

©2024 CliftonLarsonAllen LLP

Exceptions include
1) institution is granted a
waiver from the annual
compliance audit
requirement or
2) Title IV program does
not qualify as a major
program under UGG

27



ED Developments

An institution of higher
education also qualifies as a
postsecondary vocational
institution if it offers programs

that are less than an academic
year in length that lead to a
certificate or other nondegree
recognized credential

~m ©2024 CliftonLarsonAllen LLP
»

Institutions offering short-term
programs must perform
completion and placement rate
calculations each award period,
demonstrating compliance with
the minimum 70% rate
thresholds.

28



ED Developments

Completion and placement ED does not plan to
rates must also have an take action in for

independent auditor violations for award

years ending 6/30/25

provide a report attesting

to the accuracy of the .
rates calculated or earlier

~m ©2024 CliftonLarsonAllen LLP 29
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Poll: The policies and procedures
surrounding related-party transactions are

n olace to Will work
> : appropriately Need some Do you have
comply with _ _
the disclosure with some major an example
requirements minor changes of one?
revisions




FAC
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Poll: Did you know there is a new
Federal Audit Clearinghouse?

Yes, Maybe,

this is old tell me
news more

What is the
Clearinghouse?

©2024 CliftonLarsonAllen LLP



General Services Administration launched a new Federal
Audit Clearinghouse in October 2023

Must have an account with Login.gov
Create an account | Login.gov

Unique Entity ID (UEI) needed for all submissions
SAM.gov | Home

©2024 CliftonLarsonAllen LLP

33


https://www.fac.gov/
https://login.gov/create-an-account/
https://sam.gov/content/home

FAC

Series of Excel workbooks to be completed and uploaded

Single audit workbooks

Complete your single audit submission by completing the workbooks below and uploading them to the FAC. You can download each workbook
and find instructions for completing it on the individual pages.

Workbook 1: Federal awards

Workbook 2: Notes to SEFA

Workbook 3: Federal awards findings
Workbook 4: Federal awards findings text
Workbook 5: Corrective action plan
Workbook 6: Additional UEIs (optional)

s Workbook 7: Secondary auditors (optional)
« Workbook 8: Additional EINs (optional)

34

34
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Cluster, Enter State  If Other Cluster, Enter Other
Name Cluster Name Federal Program Total Cluster Total

If no (Direct Award),

Identifying Number

Assigned by the If yes (Passed Through),
If no (Direct Award), Name  Pass-through Entity, Federal Award Passed Amount Passed Through to
of Passthrough Entity if assigned Through to Subrecipients  Subrecipients

Major Program (MP)

Ifyes (MP), Number of
Type of Audit
Audit Report Findings

35
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Moody’s
Higher Education Outlook
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HE Outlook

Moody’s Investors Projected a “stable” outlook;
Service issued 2024 report increased from last report that
in December 2023 projected a negative outlook

“Revenue gains will materialize
across multiple sources as the
residual impacts of the pandemic
wane”

“Expense growth
will moderate
as inflation cools”

~m ©2024 CliftonLarsonAllen LLP
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HE Outlook

Projecting revenue
growth of 4%

©2024 CliftonLarsonAllen LLP

“Outlook could be
positive if revenue
growth significantly
overtakes expenses”

Cha

“Negative outlook
could materialize if
revenue stagnates, and
expense growth
fails to slow”

s@

Moody’s Investors Service - 2024 report
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Cohort Default Rates
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Cohort Default Rates

Repayment Pause

* Rates dropped significantly

Factors that could impact rates as repayment has started

* Perkins loans assigned to ED, students must make payments to
@ different servicer

* Potential hold out/hope for forgiveness

Approximately 9 million borrowers missed their first
student loan payment this past fall (40%)

©2024 CliftonLarsonAllen LLP
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Cohort Default Rates

Cohort default rate > 30%
* [nstitution to establish a default prevention task

force (34 CFR 668.217)

Work with impacted students

* Qutreach regarding repayment
 Deferment options

* Income-driven repayment plan

~m ©2024 CliftonLarsonAllen LLP
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Student Financial
Assistance Findings




©2024 CliftonLarsonAllen LLP

School Audit —
Inaccurate disbursement dates
and amounts reported to COD

Program Review —
Ineligible student
(High School Student)

43



School Audit —
Entrance/exit counseling

Program Review —
Lack of administrative capability

©2024 CliftonLarsonAllen LLP
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School Audit —
Verification violations

Program Review —
SAP policy not adequately
developed/monitored

45
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School Audit —
HEERF non-compliance

Program Review —
Inaccurate record keeping

46
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School Audit -
Qualified audit report

Program Review —
Entrance/exit counseling

47
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School Audit —
R2T4 funds made late

Program Review —
Student credit balance
deficiencies

49
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School Audit —
R2T4 calculation errors

Program Review —
R2T4 calculation errors

50
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School Audit —
Inaccurate disbursement dates
and amounts reported to COD

Program Review —
Ineligible student
(High School Student)

51



School Audit —
student status —
inaccurate and late reporting

Program Review —
Student status —
inaccurate and late reporting

©2024 CliftonLarsonAllen LLP
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Chrissy Bowman, CPA

Principal
christina.bowman@CLAconnect.com

Michael Johns, CPA

Principal
michael.johns@CLAconnect.com
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Break
12-12:10 p.m. CT

*please note, we will be doing a
sound check with our speakers
during this time - the next session
will start at 12:10 p.m. CT
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About Fraud
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The information herein has been provided by
CliftonLarsonAllen LLP for general information purposes
only. The presentation and related materials, if any, do not
implicate any client, advisory, fiduciary, or professional
relationship between you and CliftonLarsonAllen LLP and
neither CliftonLarsonAllen LLP nor any other person or
entity is, in connection with the presentation and/or
materials, engaged in rendering auditing, accounting, tax,
legal, medical, investment, advisory, consulting, or any
other professional service or advice. Neither the
presentation nor the materials, if any, should be considered
a substitute for your independent investigation and your
sound technical business judgment. You or your entity, if
applicable, should consult with a professional advisor
familiar with your particular factual situation for advice or
service concerning any specific matters.

©2024 CliftonLarsonAllen LLP

CliftonLarsonAllen LLP is not licensed to practice law, nor
does it practice law. The presentation and materials, if any,
are for general guidance purposes and not a substitute for
compliance obligations. The presentation and/or materials
may not be applicable to, or suitable for, your specific
circumstances or needs, and may require consultation with
counsel, consultants, or advisors if any action is to be
contemplated. You should contact your CliftonLarsonAllen
LLP or other professional prior to taking any action based
upon the information in the presentation or materials
provided. CliftonLarsonAllen LLP assumes no obligation to
inform you of any changes in laws or other factors that
could affect the information contained herein.
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Learning Objectives




Why is it important to understand each role?

CFO

se. 1S



How difficult is
it to identify
fraud?

Higher Ed institutions are
targets of fraud due to easy
access to money

Knowing when environments
are ripe of fraud and how to
identify it is critical



Who can commit fraud?

Perpetrator’s level of authority has been strongly

correlated with the size of the fraud

* 23% of frauds were committed by owners/executives,
median loss in = $337,000

*  Employees and managers more likely to commit occupational fraud with
lower losses

Correlation between the fraudster’s level of authority

and the duration of the occupational fraud scheme
*  Employee = 8 months

* Owner/executive = 18 months

*  Managers = 16 months

Source: ACFE Report to the Nations
©2024 CliftonLarsonAllen LLP 60
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Insider Fraud
and Dishonest Employees

©2024 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.
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Red Flags

Missing or edited journal entries
Changes in work habits or behaviors
Refusal to take vacation
Unexpected, large purchases

Missing inventory, equipment or
money

Claims larger than normal travel
expenses

©2024 CliftonLarsonAllen LLP




When should
we consult
a forensic

accountant?

Something feels “funky”

Internal controls
environment is weak

Turnover at the Board level
and other key leadership
roles



Steps to Consider

Determine whether

Review controls and one employee can
access for the initiate and
accounting system complete requests -

enter and post
journal entries

~m ©2024 CliftonLarsonAllen LLP 64
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Internal Controls weaknesses led to
misappropriation of ~$100,000 of assets



Recent Forensic
Investigations

A lack of controls and
understanding of the

budgetary process led to
allegations of

misappropriations



Internal Investigations

Investigations into
physical protection
and conflicts within
university
leadership




Lessons Learned

ACFE notes

Proactive fraud risk assessments and internal controls reviews
needed

Understand the internal audit, IT, and risk functions

It is more cost effective to proactively engage forensic services

©2024 CliftonLarsonAllen LLP
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How can | help?

Proactive Approach:

Fraud Risk Assessment
Request Anti-Fraud training
Request ethics training
Request an internal controls
assessments

Reactive Approach:

Forensic Investigation
Internal Investigation

69



Contact

VFLI Principal

(Valuations, Forensics, Litigation and Investigations)

Seasoned licensed attorney practicing as a forensic
accountant leading fraud investigations, forensic accounting
projects, and internal investigations for large fortune 100
companies, credit unions, government agencies and
commercial businesses.

©2024 CliftonLarsonAllen LLP

Folashade

Abiola-Banjac, Esq.

Folashade.Abiola-
Banjac@claconnect.com
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Break
1-1:10 p.m. CT

*please note, we will be doing a
sound check with our speakers
during this time - the next
session will start at 1:10 p.m. CT,



@ We'll get you there.
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Cybersecurity Risks and Mitigation
Strategies for Higher Education

February 27, 2024
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The information herein has been provided by
CliftonLarsonAllen LLP for general information purposes
only. The presentation and related materials, if any, do not
implicate any client, advisory, fiduciary, or professional
relationship between you and CliftonLarsonAllen LLP and
neither CliftonLarsonAllen LLP nor any other person or
entity is, in connection with the presentation and/or
materials, engaged in rendering auditing, accounting, tax,
legal, medical, investment, advisory, consulting, or any
other professional service or advice. Neither the
presentation nor the materials, if any, should be considered
a substitute for your independent investigation and your
sound technical business judgment. You or your entity, if
applicable, should consult with a professional advisor
familiar with your particular factual situation for advice or
service concerning any specific matters.

©2024 CliftonLarsonAllen LLP

CliftonLarsonAllen LLP is not licensed to practice law, nor
does it practice law. The presentation and materials, if any,
are for general guidance purposes and not a substitute for
compliance obligations. The presentation and/or materials
may not be applicable to, or suitable for, your specific
circumstances or needs, and may require consultation with
counsel, consultants, or advisors if any action is to be
contemplated. You should contact your CliftonLarsonAllen
LLP or other professional prior to taking any action based
upon the information in the presentation or materials
provided. CliftonLarsonAllen LLP assumes no obligation to
inform you of any changes in laws or other factors that
could affect the information contained herein.
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Learning Objectives

Describe common cybersecurity attacks

Identify standards and regulatory based mitigation
strategies

74



Raise Your Hand if You Work for a Tech Company

Security Cameras
Motion Sensors
Logistics/GPS Tracking
Print Vendors

Smart TV Displays
HVAC

Digital Assistance

Cloud Applications & Analytics

Dus L3
gaw

v Handay
ik INTERNETor” iy

% THINGS £

Bio-Medical Care & Monitoring

“Presence”

~m ©2024 CliftonLarsonAllen LLP
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Security cameras
Garage door
Home thermostat
Cable TV remote
Smart TV

Sleep number bed

@D : CEmED Roomba
s T “Hey Siri, what’s my balance?”
Apple Watch or FitBit
llP ”

IAre You Prepared? I resence
D



Cybercrime and Black-Market Economies
Black market economy to support cyber fraud
Business models and specialization

Underground Marketplace (The Dark Web)
They will hit you with any or all of

Most common cyber fraud scenarios we see the following:

affecting our clients Email Spear Phishing Attacks
Password Guessing and
Business Email Account
Log-in Credentials Takeovers

Payment and Funds
Disbursement Transfer Fraud

Theft of information

ePHI, PII, PFl, account profiles, etc.

Credit card information Data exfiltration
Ransomware and interference w/ operations Ransomware
_ _ Extortion to avoid breach
Monetization Of access... disclosure

To the Hackers, we all look the same...

~m ©2024 CliftonLarsonAllen LLP
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Average Days to Identify and Contain a Data Breach

Time to identify and contain the breach

2023

2022

2021

2020

2019

2018

2017

204

73 277

207 VE 280
206 VE 279
197 [ 69 | 266
191 257
0 50 100 150 200 250 300

B MTTI H MTTC

&

| 4

©2024 CliftonLarsonAllen LLP

Source: IBM Security Cost of a Data Breach Report 2023

Global average is

277 days

204 days to identify a
breach

73 days to contain the
attack

What are the bad guys
doing for 204 days?
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Email Spear Phishing

The Root Cause For More Than 85% of

Breaches
\\
Y

©2024 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.
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Microsoft 2022 Digital Defense Report:
Attackers are Targeting Businesses

UA

Microsoft 365 credentials remain one of
the most highly sought after account
types for attackers

Once compromised attackers can log in
to corporate-tied computer systems

Business Email Compromise (BEC) is
attack of choice for higher payouts

©2024 CliftonLarsonAllen LLP
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Spear Phishing

Message | Developer Adobe POF

= = B} O S~ = C3, Arns
D@ XY e B T B
Reply Reply Forward g can~ | Delete Moveto Create Other Block | ) ot junk Categorize Follow Mark as
to Al Folder= Rule Actions® | Sender = Up~ Unread = Select~

Respond Actions Junk E-masl = Options i Find
From: Accountfiotify @verzomwinsless. com Sent: Wed 8/14/2013 10:39 AM
To: ﬂﬂowi,'l‘!d; @ Romes, Randal J.; # Ruivo, Roy; ' Olsen, Craig W.; ® Olson, Cathy L.;  Baston Confirmations;  Orlando Confirmations;
Sioka, Teresa

e

St Yo S ow Artable Your current bill for your account is now
available online in My Verizon

\_—"verizon Total Balance Due: $2335.58

IMPORTANT ACCOUNT INFORMATION FROM V=7, ZON WIRELESS.

ents andior adjustments made to your
sl oot be reflected in the.

My Verizon is also available 2
to assist you with:

> View and Pay ¥ = - Yemeg o Keep in mind that payments and/or adjustments made to your
Yantto simpéy £ 74 Lo account after your bill was generated will not be reflected in the
: - amount shown above.

http://dancingdivaswear.com/robyn/
index.html|
Click to follow link

= Enroll in Auto Pay

Verizon. America’s Largest 4G LTE Network. Want to simplify

£ 2013 varzon Wisisss

Varzon Wirsiass | Cna Veszon Way | Msé Code: 180WVE | Basking Ridge, NI 07920

~m ©2024 CliftonLarsonAllen LLP
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Credential Harvesting and Password Guessing:

L | Oifice 386 Login | Microsoft 0 X =+

&« 3 O i office.com

2 Signin to your account o +
B Microsoft | Office Producs -

& login.microsoftonline.com

Remote Learning in education. Learn more >

Hello, Randall. Welcome back. B Microsoft

It looks like this emall is wed with more than one
Sign in as Randy Romes@claconnect.com account from Microsoft. Which one do you want to

usa?

Switch to a different account

Work or school account
EI Created by your IT department
randy.romesSclaconnect.com

_ Personal account
Mot Randall? Forget this account R Crested by you

randy ramesdclaconnsct com

Attacks on Office365 e e i
- Password guessing attacks
- Phishing that harvests credentials

Termns of use  Privacy & cockdes .-«
~ A ©2024 CliftonLarsonAllen LLP 81
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Business Email Compromise - Examples

UA

Finance person’s email account is
compromised....

Finance person phished
...buy a bunch of gift cards...

IT staff “investigated...” / IT staff “shut it
down”

Governances asks: We are good (right?)

Issues
Retention time and data storage limits

Email hardening controls not
implemented

IT is not equipped to perform incident
response

©2024 CliftonLarsonAllen LLP

Fw: Commission Payment

o Dwayne Pearse <dwayne®@vendor.com>
To: o Brian Johnson

n Payment. pdf
16 MB

- Download All Preview All
This message is high priority.

*EXTERNAL*

We have an update in receiving payments, Via ACH. Kindly advice how we effect this change immediately.

Dwayne Pearse
dwayne@vendor.com
549-555-2232

From: Dwayne Pearse <dwayne@vendor.com>

Sent: Thursday, December 12, 2018 2:15 PM

To: William Bergson <william @vendor.com=>; Barb Rogers <barbara@vendor.com>
Subject: FW: Commission Payment

From: Brian Johnson <bjchnson@company.com>

Date: Thursday, December 12, 2019 at 2:14 PM

To: Dwayne <dwayne@vendor.com>, William Bergson <william @vendor.com>
Subject: Commission Payment

Good afternoon,
Attached is the backup for commissions paid from the company.
Brian Johnson

Accounts Payable Supervisor
bjohnson@company.com
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Does Your Organization Already Use a Phishing Service?

7

“We already use These services are best

“IT tests our people every " categorized as training and
”Click through rateis ___” training effectiveness
“Failures are required to take measurement tools.
training...”

They are NOT penetration

“We report results to the board testing

quarterly...”

These are important...
There is a “so what factor”

that you may be missing...

~m ©2024 CliftonLarsonAllen LLP 83
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Attacking the Supply Chain:
Enterprise Software

SolarWinds Orion

©2024 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.
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Timeline of Events

Attack Timeline — Overview JJaan
T :II I-..I. i
11/4/19
Test code 1217720
injection ends 6/4/20 US-CERT alert issued
T4 removes malware
from build Vs 12/15/20
SWI releases software fix
9/12/19 3/26/20
TA injects test code Hotfix 5 DLL 12714420
and begins trial run available to SWI files 8-K and
CUSLOMErS notifies shareholders
and customers
9/4/19 2/20/20 12/12/20
Threat Actor SUNBURST SclarWinds
(TA) accessed compiled and notified Investigation
SolarwWinds deployed of SUNBURST ongoing

- B » ) ) ) )

All gvents, dates. and tmes spproamate and subject to change; pending completed imvestigation,

e

©2024 CliftonLarsonAllen LLP h 5 q

I
|



Take-Aways and To-Dos (ie. on the fly IR)

1. Do we use SolarWinds Orion?
— IfNO—=> Goto6
— If YES = What version (Go to 2)?

2. s our version the affected version
(see SW advisory)?
— IfNO—> Gotob
— If YES = Continue

3. Have we created a timeline of
potential exposure?

4. What logs do we have and how
far back in time do they go?

~m ©2024 CliftonLarsonAllen LLP
»

5. What Indicators of Compromise
(I0C’s) have we searched for?

— What resources/references have we used to
identify known and potential IOC’s?

— Use 3 and 4 to search for IOC’s

6. Do we have any third-party service
providers with trusted access?

— Who has remote access into our
environment?

— Who do we push our data out to?

— Are there any persistent open connections to

or from third parties?

7. Repeat 1-5 for those identified in 6

86



Software Vendor/Supply Chain Risk Management

All software products have bugs/vulnerabilities Pick your hosted
. software vendor:
Key questions: VovelT
What does this software application have access to? Kr‘l’”os |
Solarwinds
What user account/privileges are given to it? BlackBaud
What is the software vendor doing to provide us a level of MS Exchange
comfort that they have done their due diligence? —

What do we need to do for our due diligence?
What impact does this software have on the institution...

If it is hacked/breached?
If it is down for... 2 hours? 2 days? 2 weeks? 2 months?

~m ©2024 CliftonLarsonAllen LLP 87
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Take-Aways and To-Dos (i.e., IR)

UA

Have a plan

— Incident Response Play Book(s)

— Disaster Recovery Plan and Procedures

— Business Continuity Plan supported by
Business Impact Analysis

Know how the vendors fit into and
support the plan

— Service provider responsibility matrix

Practice the plan

— Tabletop exercises

— Live exercises

— Regularly review and update the Plan(s)
— Having/practicing plan improves...

©2024 CliftonLarsonAllen LLP

Time to identify and contain a data breach by IR team formation and testing

Neither IR team nor IR plan testing 216 90 306

] 50 100 150 200 250 300

W mMTTT W MTTC

Source: IBM Security Cost of a Data Breach Report 2023
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The Supply Chain Exposing Us:
Embedded / Open-source
Software

Log4j and Other Imbedded Software
Components

©2024 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.
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Software Vendor/Supply Chain Risk Management

Recent Significant Issues:

Common software components with exploitable
vulnerabilities.

Recent examples include

Google:

o« ) 1li+: — . epeg e
Log4j” Java vulnerabilities... Log4j vulnerabilities

Pkexec - CVE-2021-4034 (PwnKit)

Python — CVE-2007-4559
September 2022
15-Year-Old Python Flaw Slithers into software worldwide

An unpatched flaw in more than 350,000 unique open source repositories
leaves software applications vulnerable to exploit.

~m ©2024 CliftonLarsonAllen LLP
»
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Java Software and Log4j

Javain
Multifunction

' Javain
/ m ‘ﬁ Firewall(s)

device e =
]E' :.-:."T:
‘ b . - I
Javain Y Sy Lo Javain .

n web I e

Printer | £
— server *
Linux
appliance : = '/ -
= N = B

Where else?

T o _eE

Satlemant Sarnar l'-'{--.:': Card Databasa
|

‘m ©2024 CliftonLarsonAllen LLP — 91
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Software Vendor/Supply Chain Risk Management

Discipline and “daily business as usual” related to the following:
Inventory
Controlled use of Administrative Access
Secure Standard Builds
Vulnerability Management
Logging, Monitoring and Alerting
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Interference With Operations and —
Extortion /i

Ransomware is not going away... \v

©2024 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.
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Ransomware

Ransomware
bursts on the

scene more than
eight years ago...

©2024 CliftonLarsonAllen LLP

Hospital ransomware: A chilling wake-

up call

Hollywood Presbyterian was forced to pay up, just like everyone else,

Wit

YOUR PERSONAL FILES
ARE ENCRYPTED

1 TIME LEFT TO PAY:

] 71:59:02

ﬁ

94



Ransomware in Higher Education

Interfere with
operational up time
This costs S

Extortion:
Pay to release data
Pay to avoid exposure

Threaten those whose
data has been stolen

~m ©2024 CliftonLarsonAllen LLP

L

a nigher BdUCALan FArsHmwa " 4

== google comfsearchg=higher+education+ransomwara+news&riz=... =

highar education ransomwars News

Mews

Perspectives

s for higher education ransomware news

3B In downtime

spike in August

201 Shapping Boo

Flights

Fnance
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Ransomware Attacks Continue to Evolve

Earliest versions attack consumer availability
2nd generation attacked business availability & confidentiality
Latest versions

Successful against all operating systems

Search for and encrypt back ups first
FINISH with threat of data disclosure (DR is not enough...)

Ransomware

If you have not tested your susceptibility to Ransomware...???
If you have not tested your recovery capabilities, from bare metal up...???
Are you confident your hosted vendor is prepared???

~m ©2024 CliftonLarsonAllen LLP 96
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Standards Based Operations

“People, Rules, and Tools”

©2024 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.
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Reliance - It Starts with Policies and Standards

Security is not a product
People, Rules and Tools

What do we expect to occur?
How do we conduct business?
Who is responsible for what?

Standards based operations from a
governance or compliance framework:

GLBA, FFIEC, (State Laws?) -—-- Regulatory

PCI-DSS,CMMC - Contractual
CIS Critical Controls, NIST ~ ——--- Operational
standards

~m ©2024 CliftonLarsonAllen LLP — 98
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Standards Based IT and Cyber Operations

7 Safeguards

11 Safeguards

14 safeguards.

©2024 CliftonLarsonAllen LLP

Inventory and
Control of
Enterprise Assets

8L 2/5 6 45 083 5/5

Secure Configuration
of Enterprise Assets
and Software

IGL 7/12 @62 11/12 063 12/12

Continuous
Vulnerability
Management

G 4/7 WX 7/7 063 7/7

Malware
Defenses

BL 3/7 W& 7/7 e 77

Network
Monitoring
and Defense

IBE 011 #6X 6/11 063 11/11

Applications
Software Security

6L 0/14 (G2 11/14 (63 14/14

7  safeguards

12 Safegquards

5 Safeguards

9  safeguards

Inventory and
Control of
Software Assets

8L 3/7 W 6/7 W68 77

Account
Management

Gl 4/6 W62 6/6

Audit Log
Management

6L 3/12 WX 11/12 063 12/12

Data
Recovery

B 4/5 W& 5/5 88 5/5

Security Awareness
and Skills Training

Bl s/e W62 g9/o 63 9/9

Incident Response
Management

8L 3/9 W 8/9 638 9/9

Data
Protection

161 6/14 (G2 12/14 (63 14/14

Access Control
Management

6L 5/8 WX 7/8 GE3

Email and
Web Browser
Protections

B 2/7 W6 e/7 (63

Network
Infrastructure
Management

Bl 1’8 @8 78 (63

Service Provider
Management

IGY 1/7 06X 4/7 63

Penetration
Testing

6L 0/5 @& 3/5 (63

https://www.cisecurity.org/controls/
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CIS Benchmarks & Hardening Guides

CIS Benchmarks

Checklists and How-to guides
for just about everything

Cloud

-

Desktops Software
Mobile Devices
Multi-function Devices
Network Devices
Operating Systems
Server Software

Etc.

©2024 CliftonLarsonAllen LLP

c 23 cisecurity.org/cis-benchmarks

7 CISHardened Images ©  Suppart'  CIS WorkBenchSignin & RNEISRRIEN
CIS Sy O
ermet Secur
et oicfence n e ovanected N ot COMPANY ~ SOLUTIONS ~  INSIGHTS ¥ JOINCIS ~

IS Benchmarks

C l S BenCh ma rkS L|St Find the CIS Benchmark you're looking for

The CIS Benchmarks are prescriptive configuration recommendations for more

than 25+ vendor product families. They represent the consensus-based effart of

cybersecurity experts glabally to help you protect your systems against threats Select your technology.

more confidently. =) Chooss from operating systems, cloud providers. netwark devicss, and

DOWNLOAD BENCHMARKS -

Are you new to the CIS Benchmarks? Learn More

SEI D PROVIDERS DESKTOP SOFTWARE DEVSECOPSTOOLS ~ MOBILEDEVICES ~ MULTIFUNCTIONPRINTDEVICES ~ NETWORKDEVICES ~ OPERATING SYSTEMS SERVER SOFTWARE

Showing latest CIS Benchmarks for “Cloud Providers

Filter by

[] cis Hardened Images Alibaba Cloud =

[] cis-catpro
| DOWNLOAD THE BENCHMARK —>

Available varsions include:

Build Kits Aibsba Cloud Foundation (100)

Easily configure your systems in To further explore this Benchmark, click here. If you want to tailor the security recommendations of this Benchmark, you

accordance with a CIS can do so using a CIS SecureSuite Membership

Benchmark.

'VIEW AVAILABLE BUILD KITS —> Amazon Web SerViCES -

Google Cloud Computing Platform -
Google Workspace ~
IBM Cloud Foundations ~
Microsoft 365 -
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Secure Office 365
NOT fully secure by default

©

Microsoft Ignite

Enable/Turn On security features
Harden (email) security e

Fine tune logging, monitoring anc
alerting

Enforce retention periods

Security configurations need to be
periodically assessed

Logging is based on license level

©2024 CliftonLarsonAllen LLP

Top 10 ways to secure Microsoft 365 for business
pla

101



Operational Discipline

Stick to the standards

Disciplined change management

Consistent exception control
and documentation

Should include risk evaluation and acceptance of risk
Risk mitigation strategies

Expiration and re-analysis of risk acceptance

©2024 CliftonLarsonAllen LLP
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Old Rules (NIST — 2005?) 855

Length (8+ CharaCterS) Passwords that were all letters 63
Complexity (Aa4 @)

. . Passwords that were all numbers
Forced expiration (every ) 5

Passwords that were an English

word
“ . ” Passwords that were a word
New GU|dance (NIST - 2018?) with numbers appended to it A
Loooooooong passphrases Passwords that were the same

as the username

Don’t enforce complexity Passwords that do not meet [N,
... Windows complexity
No expiration

MFA and password tools

~m ©2024 CliftonLarsonAllen LLP 103
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Password Strategies:

Multi-factor authentication on ALL external systems
Password management tools
Pass Phrases — Loooooong natural language

Password21 G Unforgiveable!
Summer21 <-mmmmmmmmee e Terrible
N*78fm/1 <-mmmmmmmee Painful

Wallet Painting lamp <--
The Packers always beat the Bears! <

Audit your passwords
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Disaster Recovery & Business Continuity

Inventory of assets and results of risk assessment are crucial
Hardware and software

Critical data elements (“the crown jewels”)
Data Retention policies and standards

Where is the data (if we know where it is, we know where to apply controls)

Critical business processes

Business impact analysis with definition of recovery point objectives
This is another name for a specialized type of risk assessment
Defines criticality and priority for restoration

Disaster Recovery is periodically practiced
Need to make sure it works the way you expect
IT needs to PRACTICE — prove they can restore in the heat of the moment

~m ©2024 CliftonLarsonAllen LLP 105
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Practice the Plan

UA

Tabletop exercises- simulations
where participants walk through the
incident and response procedures
Two types of tabletop exercises
Technical
Management

Both types should be conducted
annually

Spear phishing tests and other social
engineering tests

Red team penetration testing

©2024 CliftonLarsonAllen LLP

Time to identify and contain a data breach by IR team formation and testing

Neither IR team nor IR plan testing 306

Formation of an IR team 288

Testing of the IR plan 258

Both IR team and IR plan testing 252
0 50 100 150 200 250 300

W MTTI W MTTC

Source: IBM Security Cost of a Data Breach Report 2023
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What does a breach cost?

2023 IBM Data Breach Study:
Global Average cost is $4.45M
HE Average cost: $3.65M

©2024 CliftonLarsonAllen LLP

Cost of a data breach by industry

Healthcare

Financial
Pharmaceuticals
Energy

Industrial
Technology
Professional services
Transportation
Communications

Consumer

1 51093

I 5590
$5.97

I ©4.82

$5.01

e $2.78

$4.72

I, $4.73
$4.47

I ©4.06

$4.97

I $4.47

$4.70

I .18
$3.59

I $3.90

$3.62

I ¢ 3.30

$3.86

Education

I §3.65

$3.86

Research
Entertainment
Media
Hospitality
Retail

Public sector

$0.00

W 2023 2022

S ——————
___________________EEK§]

$3.88

I ©3.62

$3.83

I $3.58
$3.15

I $3.36

$2.94
I $2.96

$3.28

I $2.60
$2.07

$1.00

$2.00 $3.00 $4.00 $5.00 $6.00

$7.00

$8.00

$10.10

$9.00 $10.00 $11.00

Source: IBM Security Cost of a Data Breach Report 2023
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Incident Response Preparedness: Cost Savings

Impact of key factors on total cost of a data breach

Global Average cost is
V r g C I DevSecOps approach -$249,278
Employee training -$232,867 I
S4 4 5 |V| IR plan and testing -$232,008 [——
(]

AI machine learning—driven insights -$225,627 I

IR team -$221,794 I

H E A . Encryption -$221,593 I
V e r a g e C O St ° Security information and event management (SIEM) -$202,347 I

SOAR tools -$202,232 —

Proactive threat hunting 5207, 100 | ————————————

3 . 6 5 M Threat intelligence -$196.936 _
Insurance protection -$196,452 I

o Offensive security testing -$187,703 _

T h e I m p a Ct Of 2 7 fa Ct O rs Identity and access management (1AM) -$180,358 I
EDR tools -$174,267 _

Data security and protection software -$170,412 I

O n t h e a Ve ra e C O St Of a Board-level oversight -$167,816 I
g ASM tools -$162,278 I

data breach e

Remote workforce

$173,074
Supply chain breach $192,485
IoT or OT environment impacted $195,428
Third-party involvement $216,441
Migration to the cloud $218,362
Noncompliance with regulations $218,915

Security skills shortage $238,637

Security system complexity $240,889
-$300,000 -$200,000 -$100,000 Avg.cost $100,000 $200,000 $300,000
Source: IBM Security Cost of a Data Breach Report 2023
©2024 CliftonLarsonAllen LLP
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Boy Scouts Motto: Be Prepared...

Standards Based Operations and Exception Management
Daily Operational DNA

Prepare

Regular/periodic risk assessment:

Daily Business as Usual

Operate Monitor and fine tune:

Continuous improvement

Practice and Test

Audit your operations controls (against a framework)

Te St Review Office 365 (0365) security (periodically)
Schedule IR Tabletop and Disaster Recovery exercises

Test new systems and after significant change

Governance - PROVE IT

~m ©2024 CliftonLarsonAllen LLP 109
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Thank you!

Randy Romes
CISSP, CRISC, CISA, MCP, PCI-QSA
Principal — Cybersecurity

612.397.3114
randy.romes@CLAconnect.com

CLAconnect.com

CPAs | CONSULTANTS | WEALTH ADVISORS

©2024 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.
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https://twitter.com/CLAconnect
https://www.facebook.com/CliftonLarsonAllen
https://www.linkedin.com/company/cliftonlarsonallen
https://www.youtube.com/user/CliftonLarsonAllen
https://www.instagram.com/lifeatcla

Break
2—2:05p.m.CT

*please note, we will be
doing a sound check with
our speakers during this
time - the next session

will start at 2:05 p.m. CT




A\ We'll get you there.

» CPAs | CONSULTANTS | WEALTH ADVISORS

How to Effectively
Leverage Shared Services

February 27, 2024

©2024 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.
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The information herein has been provided by
CliftonLarsonAllen LLP for general information purposes
only. The presentation and related materials, if any, do not
implicate any client, advisory, fiduciary, or professional
relationship between you and CliftonLarsonAllen LLP and
neither CliftonLarsonAllen LLP nor any other person or
entity is, in connection with the presentation and/or
materials, engaged in rendering auditing, accounting, tax,
legal, medical, investment, advisory, consulting, or any
other professional service or advice. Neither the
presentation nor the materials, if any, should be considered
a substitute for your independent investigation and your
sound technical business judgment. You or your entity, if
applicable, should consult with a professional advisor
familiar with your particular factual situation for advice or
service concerning any specific matters.

©2024 CliftonLarsonAllen LLP

CliftonLarsonAllen LLP is not licensed to practice law, nor
does it practice law. The presentation and materials, if any,
are for general guidance purposes and not a substitute for
compliance obligations. The presentation and/or materials
may not be applicable to, or suitable for, your specific
circumstances or needs, and may require consultation with
counsel, consultants, or advisors if any action is to be
contemplated. You should contact your CliftonLarsonAllen
LLP or other professional prior to taking any action based
upon the information in the presentation or materials
provided. CliftonLarsonAllen LLP assumes no obligation to
inform you of any changes in laws or other factors that
could affect the information contained herein.
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Learning Objectives

Review shared services concepts in higher education

ldentify the benefits of shared service models

Recognize the challenges to successful
implementation and learn about best practices

iftonLarsonAllen LLP 114



Today’s Panel

Dave Robydek

CAAS Principal
CLA

Amy Doonan Cronin
Executive Director
New York Six Consortium

©2024 CliftonLarsonAllen LLP

Sharon Minnich

Executive Vice Chancellor for
Administration and Finance, PASSHE

Raymond Tymas-Jones
President
Cornish College of the Arts
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LA

Pennsylvania State System of
Higher Education

Sharon Minnich
Executive Vice Chancellor for Administration and Finance

©2024 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.
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PASSHE — Pennsylvania’s State System of Higher Education

Mission:
Provide high-quality education at the lowest possible cost to students
increase educational attainment in the Commonwealth of Pennsylvania
prepare students at the undergraduate and graduate levels for professional and personal success in
their lives
contribute to the economic, social, and cultural development of Pennsylvania's communities, the
commonwealth, and the nation

10 85,000 20
Universities degree member
seeking Board of

14 universities
were integrated
into 10 in 2022

students Governors

~m ©2024 CliftonLarsonAllen LLP
»
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S

PASSHE — System Office comprised of 2 organizational units:

Office of the Chancellor:
Board and Policy support —
23 FTE funded through the
appropriation
Academic and Student Affairs

Administration and Finance
(Budget, Controller, Treasury,
Facilities)

Diversity, Equity, and Inclusion
Public Affairs

©2024 CliftonLarsonAllen LLP

Shared Services — 117 FTE
* Information Technology — 32 FTE
* Human Resources/Payroll 14 FTE
e HR-16 FTE for new services
added in 2022 for integrated
universities
* Labor Relations—5 FTE
e Advanced Data Analytics — 15 FTE
* Procurement—new in 2021 —
35 FTE
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University Shared Services

Cumulative actual and estimated savings
FY 2019/20 through 2022/23 updated as of July 2023

Advanced Data Analytics

Estimated Savings $816,932

Operational and Centralized Reporting | Advanced Analytics | Data Use Training | Data
Governance and Policy Support

Human Resources/Payroll
Estimated Savings $144,000,482
HR Payroll | HR Payroll Accounting | HR Employee Benefits | HR Classifications/Compensation

Information Technology
Estimated Savings $4,936,013
Network /SSHNet | SAP | IT Contracts | OOC IT Support

Procurement
Estimated Savings $30,535,650
Procurement | Doing Business with the State System

Labor Relations
Estimated Savings Included in HR/Payroll
Labor Relations | Union Information

Shared Services | PA State System of Higher Education (passhe.edu)

©2024 CliftonLarsonAllen LLP

Other Services Provided through System Office

Other Academic and Legal Support

Estimated Savings $2,000,000

Legal | Keystone Library Network | Distance Education

Facilities
Estimated Savings $29,129,948
Construction Support | Facilities Operations

Finance

Estimated Savings $82,907,751

Accounting | Treasury | Budgeting & Accounting (OOC & Finance Shared
Service Center))



https://www.passhe.edu/shared-services/index.html
https://www.passhe.edu/shared-services/it-wan.html
https://www.passhe.edu/shared-services/legal.html
https://www.passhe.edu/shared-services/procurement/index.html
https://www.passhe.edu/shared-services/labor.html
https://www.passhe.edu/shared-services/ada-reporting.html
https://www.passhe.edu/shared-services/ada-reporting.html
https://www.passhe.edu/shared-services/ada-reporting.html
https://www.passhe.edu/shared-services/ada-advanced.html
https://www.passhe.edu/shared-services/ada-training.html
https://www.passhe.edu/shared-services/ada-governance.html
https://www.passhe.edu/shared-services/ada-governance.html
https://www.passhe.edu/shared-services/hr-payroll.html
https://www.passhe.edu/shared-services/hr-payroll.html
https://www.passhe.edu/shared-services/hr-payroll.html
https://www.passhe.edu/shared-services/hr-payroll-accounting.html
https://www.passhe.edu/shared-services/hr-employee-benefits.html
https://www.passhe.edu/shared-services/hr-classifications-compensation.html
https://www.passhe.edu/shared-services/it-wan.html
https://www.passhe.edu/shared-services/it-wan.html
https://www.passhe.edu/shared-services/it-wan.html
https://www.passhe.edu/shared-services/it-sap.html
https://www.passhe.edu/shared-services/it-contracts.html
https://www.passhe.edu/shared-services/it-support.html
https://www.passhe.edu/shared-services/procurement/index.html
https://www.passhe.edu/shared-services/procurement/index.html
https://www.passhe.edu/shared-services/procurement/index.html
https://www.passhe.edu/shared-services/procurement/doing-business-with-the-state-system.html
https://www.passhe.edu/shared-services/labor.html
https://www.passhe.edu/shared-services/labor.html
https://www.passhe.edu/shared-services/labor.html
https://www.passhe.edu/hr/labor-relations/index.html
https://www.passhe.edu/shared-services/it-wan.html
https://www.passhe.edu/shared-services/legal.html
https://www.passhe.edu/shared-services/procurement/index.html
https://www.passhe.edu/shared-services/labor.html
https://www.passhe.edu/shared-services/legal.html
https://www.passhe.edu/shared-services/legal.html
https://www.passhe.edu/shared-services/legal.html
https://www.passhe.edu/shared-services/kln.html
https://www.passhe.edu/shared-services/distance-ed.html
https://www.passhe.edu/shared-services/faciilities-construction-support.html
https://www.passhe.edu/shared-services/faciilities-construction-support.html
https://www.passhe.edu/shared-services/faciilities-construction-support.html
https://www.passhe.edu/shared-services/facilities-operations.html
https://www.passhe.edu/shared-services/finance-accounting.html
https://www.passhe.edu/shared-services/finance-accounting.html
https://www.passhe.edu/shared-services/finance-accounting.html
https://www.passhe.edu/shared-services/finance-treasury.html
https://www.passhe.edu/shared-services/finance-budgeting.html
https://www.passhe.edu/shared-services/finance-budgeting.html
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New York Six Consortium

Amy Doonan Cronin
Executive Director

©2024 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.
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About the New York Six




NY6 Shared Contracts Approach

©2024 CliftonLarsonAllen LLP

Health4Edu
includes TPA
management, a

stop-loss captive,

and membership

in a prescription

drug purchasing
coalition

7
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UA

Key Factors in Shared Services Success

® © & O

Svf;:igend ssehr?/ir:eds SUPPOFt 754  Relationships
of aligned with taking and build
SUCCESS institutional change trust
goals
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Resource
commitment
for
collaborative
initiatives
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Cornish College of the Arts

Raymond Tymas-Jones |
. 3 \\ p
President \\©

©2024 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.
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B Raymond Tymas-Jones, Ph.D.
President

COR N ISH S?eré’ims

The College’s founder Nellie Cornish, and the many teaching artists
who followed her, believed in education through exposure to all the
arts.




The mission of Cornish College of the Arts is to provide
students aspiring to become practicing artists with an
educational program of the highest possible quality, in an
environment that nurtures creativity and intellectual

curiosity, while preparing them to contribute to society as
artists, citizens, and innovators.

~m ©2024 CliftonLarsonAllen LLP 128
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Performing Arts

Dance Department

e BFA Dance

e BA Dance
Music Department

e  BM Music

e BA Music

Performance Production Department
*  BFA Performance Production
*  BA Performance Production

Theater Department
*  BFA Acting/Original Works

@ * ©202130#t‘<ﬁa rM}f}é&gal Theater

| 4

Visual Arts

Art Department
BFA Art
-  BA Studio Art

Design Department
«  BFA Design
BFA Illustration
«  BFA Interaction Design / UX

Film and Media Department
- BFA Film
BFA Game Art
- BFA Animation

Interior Architecture Department
- BFA Interior Architecture

129



‘l
A

Core Education

Partnership Overview and
Pathway to Prosperity:
Transformational
Strategies



Core Education PBC -
Institutional Combined system

We are a Public Benefit Corporation (PBC) partners budget
with a mission to transform the business
model of small and mid-sized institutions.

Our Methodology

We leverage economies of scale to

' ' ' Allowing institutional partners to enjoy
achieve operational effectiveness, stronger financial returns from services
technological efficiency, and market expansion

for our institutional partners. We accomplish
this through innovative supporting services as
your operating partner.

~m ©2024 CliftonLarsonAllen LLP
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Institutional Partners (12)

Walla Walla
& University [é]rrll?\feeglsty
f . Seek. Affirm.Change.
7% SIENA HEIGHTS
\ UNIVERSITY ‘
SAmbrose
Pacjfic . University
Union . ‘ FaY
College U | 0@
= =
COLLEGE ANDERSON () 11
UNIVERSITY WASHINGTON
=Nl
GREENSBORO
COLLEGE
~
SOUTHERN

ADVENTIST UNIVERSITY

() //,/} AdventHealth

UNIVERSITY
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Core’s Management Models — as an Operating
Partner

)
e Active Management @ Hybrid Management @ Managed Services

We meet the campus where they : : . We hold full accountability for
are and focus on short, medium e all functions of selected

: : Active Management+ : .
and long-term improvements supporting services

: : * We provide staffing and systems .
We provide leadership for infrastructure for selected We engage in talent

selected supporting services — supporting services management of all resources
planning, day-to-day execution, related to selected supporting
operational support Our accountability usually services

extends to include internal
We hold accountability for staffing and personnel We are responsible for all system
execution, supports management management for selected and infrastructure upgrades and
of vendors reporting to the supporting services replacements for selected
institution supporting services

Three models depend on extent of immediate gaps, competencies within the
institution, internal strategy and bandwidth, and extent of vendor relationships

~ A ©2024 CliftonLarsonAllen LLP — (V) 133
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A Plan for Prosperity

Core will allocate selected senior executives to work with
Cornish administrative and board leadership on the
partnership study addressing a comprehensive financial
turnaround plan that can be accepted by NWCCU.
Core will support the implementation of the plan along side of and
with Cornish Administration.

Core will document the transformational pathway and

The pathway to the future is likely to look different from the past

Transformation will require institutional “will and resolve” and
leadership from all senior levels including the board of trustees

~m ©2024 CliftonLarsonAllen LLP 134
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Introduction

Cornish College of the Arts has a long-standing history of over 100 years; however, its
financial health is currently at risk. Significant growth is necessary to achieve lasting
prosperity.

Cornish engaged Core Education in March 2023 to conduct an assessment leading to the
development of a transformation plan; The plan includes growth strategies for Cornish, a five
year financial model, and a roadmap for operational execution.

During the study, the Core team received outstanding participation and cooperation from
numerous Cornish constituents, who provided us with open insights regarding the
organization's strengths and challenges.

The five year plan was approved and work started in July 2023; In this presentation, we will
discuss the findings and recommendations of the Core Education and Cornish College of the
Arts-led transformation partnership study, provide an overview of the plan, and an update
from the past two months of our collective work.

©2024 CliftonLarsonAllen LLP
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Transformational Strategies

Revenue expansion

Capital strategies and refinancing

Marketing, Admissions Effectiveness

Tech efficiency with CRM, call center and data

Venture philanthropy and Corporate development (Cornish)
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Today’s Panel

Dave Robydek

CAAS Principal, CLA

Amy Doonan Cronin
Executive Director
New York Six Consortium

©2024 CliftonLarsonAllen LLP

Sharon Minnich

Executive Vice Chancellor for
Administration and Finance, PASSHE

Raymond Tymas-Jones
President
Cornish College of the Arts
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Thank you!

David Robydek
david.robydek@CLAconnect.com

CLAconnect.com

CPAs | CONSULTANTS | WEALTH ADVISORS
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Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.
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https://twitter.com/CLAconnect
https://www.facebook.com/CliftonLarsonAllen
https://www.linkedin.com/company/cliftonlarsonallen
https://www.youtube.com/user/CliftonLarsonAllen
https://www.instagram.com/lifeatcla

Closing
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