
Cybersecurity Emerging 
Trends and Threats
Randy Romes

CISSP, CRISC, CISA, MCP, PCI-QSA

Managing Principal – Cybsersecurity Team

CLA – CliftonLarsonAllen, LLP

Direct:  612-397-3114

Randy.Romes@claconnect.com



C:\whoami
• “Professional Student”

• Science Teacher/Self Taught Computer Guy

• IT Consultant - Project Manager  IT Staff/Help Desk 

Hacker

• Assistant Scout Master (Boy Scouts)



Cyber Security Capabilities
Information Security Thought Leadership and Service 
for over 20 years

 Largest Credit Union Service Practice*

Penetration Testing and Vulnerability Assessment
 Red Team, Black Box, and Collaborative Assessments

IT/Cyber security risk assessments

IT audit and compliance (GLBA, FFIECI, CIS, 
etc…)

PCI-DSS Readiness and Compliance Assessments

Incident response and forensics

Independent security consulting

Internal audit support
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*Callahan and Associates 2018 Guide to Credit Union CPA Auditors. 



Raise Your Hand If…



Everything Can Talk to Everything….

• Security cameras

• HVAC systems

• Door sensors and proximity 

readers

• “Chrome wants to remember 

your location…”

• “Hey Alexa, what’s my 

balance?”

 “Presence”



Sun Tzu:
“Know your enemy and know yourself 
and you can fight a hundred battles 
without disaster”

The Current State of Cybercrime



Credit Card Breaches in the News 
(Two Years Ago…)



Credit Card Breaches in the News 
(Two Years Ago…)

“…The PoS malware was designed to collect 

information stored on the magnetic stripe of 

payment cards, including cardholder's 

name, payment card number, card 

verification code, and expiration date.

However, the company pointed out that the 

investigation found no evidence suggesting 

that hackers made off with additional 

information belonging to the affected 

cardholders, and that "not all guests who 

visited the listed restaurants" are affected by 

the breach….”



• Black market economy to support cyber fraud

• Business models and specialization

• Most common cyber fraud scenarios we see affecting our clients

• Theft of Credentials & 

• Account take overs

• Theft of PII and PFI

• Theft of credit card information

• Ransomware and Interference 

• w/ Operations

Largest Cyber Fraud Trends - Motivations





Firewalls are Hard to Break
People on the Other Hand…

Social Engineering Improves the Hackers Odds



Social Engineering relies on the following:

• The appearance of “authority”

• People want to avoid 

• Inconvenience

• Timing, timing, timing…

What Makes Social Engineering Successful?

“Amateurs hack systems, professionals hack people.”
Bruce Schneier



• “Hi, this is Randy from Comcast Business users support.  I am working 
with Dave, and I need your help…”

• Name dropping           Establish a rapport
• Ask for help
• Inject some techno-babble

• “I need you to visit the Microsoft Update site to download and install 
a security patch.  Do you have 3 minutes to help me out?”

• Schemes result in losses from fraudulent ACH transactions,…

Pre-text Phone Calls (Phishing by phone)



Compromise the site:

• “Hi, Sally said she would let you know I 
was coming to fix the printers…” 

Plant devices:

• Keystroke loggers

• Wireless access point

• CDs or Thumb drives

Physical (Facility) Security



Email Phishing is a Root Cause 
Underlying Most Breaches
Two Minutes of Inconvenience



Goals:

• Convince target to do something 

• Gain access to: 
• Business email accounts (“BEC” or Business Email Compromise”)
• Financial accounts (payroll, AR/AP, e-Treasury management, etc…)
• Network resources and confidential/sensitive information
• Personal email accounts, cloud accounts, social media accounts

Malware infection via:

• Links to malicious website containing drive-by malware 

• Email Attachments 
• ZIP, RAR, HTA, JAR, etc.…
• Office documents with MACROS and/or PowerShell script

Email Phishing Objectives
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Payment Fraud

”Why do you rob the banks???”

Impersonation and Persuasion



• When is the last time you wrote a check???

• Electronic payments are the norm…
• Wire transfers & ACH payments

• Online banking

• ”Send money”

(Corporate) Account Take Over (CATO)

• Compromise accounts/credentials that can move money

Persuasion Attacks

• Convince others to send money

Payment Fraud – Account Take Overs



• CEO asks the controller…

• Common mistakes

• Use of private email

• “Don’t tell anyone”

Persuasion Attacks
(Two Years Ago…)



• CEO asks the accountant…

• Common mistakes

• Use of private email

• “Don’t tell anyone”

Persuasion Attacks (more recently)

https://krebsonsecurity.com/tag/bec/



Ransomware

Would you like your pictures back?



Ransomware (two years ago…)



Ransomware
(more recently)



Ransomware
(Last week…)
(Next week?)



Ransomware



• Malware encrypts 
everything it can interact 
with

Ransomware



1. Filtering capabilities

2. Users that are aware and savvy

3. Minimized User Access Rights

4. Current operation systems and up to 
date/patched software

Ransomware Defensive Strategies



5.  Working backup and restore capabilities

6.  Secure the backup process
• Backups should be done with a service 

account.
• Storage location of back ups should be very 

restrictive – read only access even for most 
administrators. 

• Identify which users could encrypt backups if 
they were to become infected.

• You could also restrict the backup network 
access temporally similar to a bank vault. 

Ransomware 
Defensive Strategies



Back End Payment Systems
• Hack them one at a time?

• Or all at once???



Backend Payment Systems - SWIFT



• $1B over 2 years

• Average $10M per bank.

• 2 to 4 months per bank

• Methods:  Online Banking, Swift, 
ATMs

• Attackers primarily in Russia, 
Ukraine, China

• Banks primarily Russia, Europe, 
United States

Backend Payment Systems 
Carbanak - Biggest Bank Heist EVER



Backend Payment Systems 
Carbanak - Biggest Bank Heist EVER



A Unique CATO Example

EXAMPLE 1

• 3 Member accounts

• Adam and Beth
Accounts compromised “previously”

No changes

• Joe
Account compromised – PII Changed

New/replacement debit card ordered

• Account to account transfers initiated 
(to Joe account)
 Funds removed from Joe account

EXAMPLE 2

• 3 Member accounts

• Mike and Sue
• Accounts compromised 

“previously”
• No changes

• Ann
• New account set up with minimal 

funds
• Member to Member transfers 

initiated (to Ann account)

• Funds removed from Ann 
account

• Unique twist related to Core and Internet Banking Conversion…





The Boy Scouts Motto:
“Be Prepared”

Strategies and Action Items



Our information security strategy should have 
the following objectives:

Users who are aware and savvy

Systems that are hardened and resistant to malware 
and attacks

Resilience Capabilities: Monitoring, Incident 
Response, Testing, and Validation

Strategies



People, Rules and Tools
• What do we expect to occur?

• How do we conduct business?

Standards based operations from a governance or 
compliance framework:
• GLBA/FFIEC, NCUA 748 A&B, etc…

• PCI – DSS

• CIS Critical Controls, NIST, ISO

Policies and Standards
People Rules

`

Tools



Standards 
Based 
Operations

https://www.cisecurity.org/controls/



• Monitoring (“built in”)
• Key system configurations

• System and application logs

• Accounts

• Critical data systems/files

• Data activity and flow

• Scanning (independent)
• Patch Tuesday and vulnerability scanning

• Rogue devices

Disciplined Exception Control, Vulnerability 
Management and Monitoring



• Good Passwords

• Two Factor / Multi-Factor 
Authentication

• Password Managers

Passwords



• Infrastructure

• Servers & Applications

• Data Flows

• Archiving vs. Reviewing

• System inventory

• Application inventory

• Data inventory

Know Your Network
Know What “Normal” Looks Like



• Configure system auditing/logging
• Understand and document logging capabilities
• Ensure all systems are configured to log important information
• Retain logs for at least 1 year, longer is better

• Audit systems for default/weak passwords
• Most systems have default passwords 

• Google: “Default password list”

• Don’t overlook “simple” systems
• E.g. Printer/multi-function devices, IP security cameras, etc.
• IoT devices…

Audit Logs and Password Auditing



• Test backup and restore processes 
• Periodically test backup systems to ensure you can recover from 

ransomware

• Have IT perform a full, bare-metal system restore (operating 
system, applications, and data)

• Have IT document how long it takes to recover various files or 
systems

PRACTICE

Action Items



• TEST systems and people - Validate that your expectations 
are being met for cybersecurity 

• Penetration Testing

• Collaborative/Informed/White Box

• Uninformed/Black Box

• Social Engineering Testing

• True Breach Simulation

• Red Team/Blue Team 

PRACTICE

Action Items



Questions?



Randy Romes

CISSP, CRISC, CISA, MCP, PCI-QSA

Managing Principal – Cybsersecurity Team

CLA – CliftonLarsonAllen, LLP

Direct:  612-397-3114

Randy.Romes@claconnect.com

Thank you!
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Understanding the 
CIS Critical Controls
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Policies and Standards

 People, Rules and Tools
– What do we expect to occur?

– How do we conduct business?

 Standards based operations from a 
governance or compliance framework:
– GLBA, FFIEC, state laws, etc…

– PCI – DSS

– CIS Critical Controls, NIST

 Disciplined exception management

2

People Rules

`

Tools
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Standards Based Operations

• Standards for your in-house 
systems that your IT staff 
manages and maintains.

• Standards for the the in-
house systems provided by 
and/or managed by your 
service providers.

• Standards for your systems 
hosted at a third party 
(cloud/service bureau).

3

• CIS 
Center for Internet Security CIS controls

• PCI
Payment Card Industry Security Standards 
council

• CSA 
Cloud Security Allowance

• NIST
National Institute of Standards and 
Technology

• FFIEC
Federal Financial Institutions Examination 
Council  IT Examination Handbook InfoBase
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Standards Based Operations

4

https://www.auditscripts.com/free-resources/critical-security-controls/

http://www.auditscripts.com/free-resources/critical-security-controls/
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Standards Based Operations

5

https://www.cisecurity.org/controls/
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WEALTH ADVISORY  |  OUTSOURCING  |  AUDIT, TAX, AND CONSULTING

Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an 
SEC-registered investment advisor

Low Hanging Fruit

Basic Controls

6
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Apply The CIS Critical Controls

7

“Inventory”…
– Set the standard for 

“Normal”

– Sets the stage for the 
rest of the controls



©
2

0
1

8
 C

lif
to

n
La

rs
o

n
A

lle
n

 L
LP

Create Opportunities  |  We promise to know you and help you.

Vulnerability Management

8

• Monitoring (built in) and 
scanning (independent) 
for vulnerabilities

– “Patch Tuesday” and 
vulnerability scanning

– Rogue devices



©
2

0
1

8
 C

lif
to

n
La

rs
o

n
A

lle
n

 L
LP

Create Opportunities  |  We promise to know you and help you.

Passwords

9

• Controlled use of administrative privileges
– Standard users should not have admin rights

– Administrators should have two sets of credentials

• Do NOT log into workstations with administrator privileges
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Secure Configurations (standards…)

10
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Benchmarks 

• Secure Standard Builds

• Hardening Checklists

11
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Log Files
Centralization and Correlation of event logs

• System and application logs

• Critical data systems/files

• Key system configurations

• Data activity and flow

• Accounts

• Retention…

12
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WEALTH ADVISORY  |  OUTSOURCING  |  AUDIT, TAX, AND CONSULTING

Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an 
SEC-registered investment advisor

Layered Defenses and Operational Maturity

Foundational Controls

13
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Foundational Controls

14
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Resilience
Back up and Restore 

 Secure the backup process
– Backups should be done with a service 

account.

– Storage location of back ups should be very 
restrictive – read only access even for most 
administrators. 

– Identify which users could encrypt backups if 
they were to become infected.

– You could also restrict the backup network 
access temporally similar to a bank vault.

 Working backup and restore 
capabilities

– PRACTICE

15
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WEALTH ADVISORY  |  OUTSOURCING  |  AUDIT, TAX, AND CONSULTING

Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an 
SEC-registered investment advisor

Improvement Processes and Resilience

Organizational Controls

16
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Standards Based Operations

17
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Know Your Network
Know What “Normal” Looks Like

•Infrastructure

•Servers & Applications

•Data Flows

•Archiving vs. Reviewing

•System inventory

•Application inventory

•Data inventory

18
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Cloud and Internet of Things (IoT)

19

Extend the controls to service providers

• “Traditional” 3rd party service providers

• Cloud hosting services

• IoT systems and service providers
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Internet of Things (IoT)

20

https://krebsonsecurity.com/2019/04/p2p-weakness-exposes-millions-of-iot-devices/

• These “Things” are “computers”

• They have software that needs 
to be updated

• They provide remote access and 
control

• They have presence and sensing

• They are sending and receiving 
data

• Examples include: 

• _________________

• _________________
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Cloud and Internet of Things (IoT)

21

• Cloud Security Alliance:
https://cloudsecurityalliance.org/ 

• FFFIEC:
https://ithandbook.ffiec.gov/media/153119/06-28-12_-_external_cloud_computing_-_public_statement.pdf

• CIS:
https://www.cisecurity.org/cis-benchmarks/

• NIST:
https://www.nist.gov/topics/internet-things-iot

https://cloudsecurityalliance.org/
https://ithandbook.ffiec.gov/media/153119/06-28-12_-_external_cloud_computing_-_public_statement.pdf
https://www.cisecurity.org/cis-benchmarks/
https://www.nist.gov/topics/internet-things-iot
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Summary

• Standards Based IT Operations
– Framework based operations aligned with 

accepted standards:

– CIS Critical Controls

– FFIEC

– NIST

– Manage, Monitor, and Test controls

PRACTICE

22
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Summary

• Apply Standards and Required Controls to 
Your Service Providers

– In-house/on-prem systems provided by third parties

– Hosted/Cloud based systems and service providers

– Awareness of IoT devices

– Manage, Monitor and Test the systems

PRACTICE

23
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Questions?

24
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CLAconnect.com

Thank you!

Randy Romes
CISSP, CRISC, CISA, MCP, PCI-QSA
Managing Principal – Cybersecurity Team 
CLA – CliftonLarsonAllen, LLP
Direct:  612-397-3114
Randy.Romes@claconnect.com
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ABC’s of Hardening the Network
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Bottom Line Up Front
 Why do you have it?

 What is it supposed to do?

 Turn off the components you don’t need

 Change the defaults

 Train your people

 Manage, Tune, and Monitor the systems

2

People Rules

`

Tools
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Federal Financial Institutions Examination 
Council (FFIEC) Guidelines

• FFIEC provides a handbooks for guidelines on information 
security

– https://ithandbook.ffiec.gov/it-booklets/information-security/

• Cybersecurity Assessment Tool

– CAT helps financial institutions identify risks and determine 
cyber attack preparedness

– https://www.ffiec.gov/cyberassessmenttool.htm

https://ithandbook.ffiec.gov/it-booklets/information-security/
https://www.ffiec.gov/cyberassessmenttool.htm
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Federal Financial Institutions Examination 
Council (FFIEC) Guidelines

FFIEC Network Controls Handbook Example
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Center for Internet Security (CIS) 
Benchmarks
• The Center for Internet Security (CIS) Benchmarks provides documented 

standards for internet security, CIS Benchmarks and Controls are 
recognized globally as a best practice for securing IT infrastructure. 

• CIS Benchmark list Includes:

– Desktop and Web Browsers

– Mobile Devices

– Network Devices

– Servers and Operating Systems

– Cloud and Virtualization Platforms

◊ Amazon Web Services

◊ Microsoft Suite

◊ VMware 

◊ Google
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Standards Based Operations

6

https://www.cisecurity.org/controls/
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Apply The CIS Critical Controls

7

“Inventory”…
– Set the standard for 

“Normal”

– Sets the stage for the 
rest of the controls
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Secure Configurations (standards…)

8
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Benchmarks 

• Secure Standard Builds

• Hardening Checklists

9
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Center for Internet Security (CIS) 
Benchmarks

Microsoft Windows Server 2016 CIS Benchmark example
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Hardening the Network -
Workstations

• Configuration hardening

– CIS benchmarks as guidelines

• Account Controls

– Limit local administrative privileges

– Enforce use of strong passwords
◊ Microsoft LAPS

– Perform periodic audit scans on workstations, to ensure best practices are being 
followed

• Utilize local protection IE, fire-walling/anti-virus

– Enable Host Intrusion Prevention (HIPS) if anti-virus supports

– Ensure anti virus definitions are kept up to date

• Patching

– Keep all systems up to date

– Validate patching effectiveness with authenticated vulnerability scans

• Third party software should be update to date or removed
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Hardening the Network –
Firewalls

• Configuration hardening
– CIS benchmarks keep all firewalls operating systems up to date

• Configure strong non default passwords
• Harden/tune your rules

– Document the business need

• Document configuration changes and exceptions
• SSL/Egress filtering
• Web content filtering
• Enable SSL Inspection

– Palo Alto

• Enabling intrusion prevention
– Palo Alto/Checkpoint
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Hardening the Network –
Internet of Things (IoT)
• Inventory authorized devices and software

• Secure configurations
– Understand connectivity and data “collection”

– IoT devices typically lack the range of configuration changes 
that workstations and servers offer, when configuration 
options are available, they should be reviewed and a baseline 
of these controls as a best practice.

• Isolation and segmentation

• Vulnerability Assessments
– Perform regular vulnerability assessments, as if any other 

device on the network
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Log Files
Centralization and Correlation of event logs

• Centralize

• Secure

• Programmatically process

• Retention
– System and application logs

– Critical data systems/files

– Key system configurations

– Data activity and flow

– Accounts

14
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Common Security Issues
• Default credentials

• Legacy protocols in use

• SIEMs, HIPS, end-point controls not being utilized

• Excessive user account permissions

• Little to no segmentation in place 

• Insecurely configured services and software

• Password polices not meeting best practice

• Missing critical security patches
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Cloud and Internet of Things (IoT)

16

Extend the controls to service providers

• “Traditional” 3rd party service providers

• Cloud hosting services

• IoT systems and service providers
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Internet of Things (IoT)

17

https://krebsonsecurity.com/2019/04/p2p-weakness-exposes-millions-of-iot-devices/

• These “Things” are 
“computers”

• They have software that 
needs to be updated

• They provide remote access 
and control

• They have presence and 
sensing

• They are sending and 
receiving data

• Examples include: 

• _________________

• _________________



©
2

0
1

8
 C

lif
to

n
La

rs
o

n
A

lle
n

 L
LP

Create Opportunities  |  We promise to know you and help you.

Cloud and Internet of Things (IoT)
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• Cloud Security Alliance:
https://cloudsecurityalliance.org/ 

• FFFIEC:
https://ithandbook.ffiec.gov/media/153119/06-28-12_-_external_cloud_computing_-_public_statement.pdf

• CIS:
https://www.cisecurity.org/cis-benchmarks/

• NIST:
https://www.nist.gov/topics/internet-things-iot

https://cloudsecurityalliance.org/
https://ithandbook.ffiec.gov/media/153119/06-28-12_-_external_cloud_computing_-_public_statement.pdf
https://www.cisecurity.org/cis-benchmarks/
https://www.nist.gov/topics/internet-things-iot
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Questions?
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Thank you!

Randy Romes
CISSP, CRISC, CISA, MCP, PCI-QSA
Managing Principal – Cybersecurity Team 
CLA – CliftonLarsonAllen, LLP
Direct:  612-397-3114
Randy.Romes@claconnect.com
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