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Cybersecurity Trends
A State of the Union
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Who am I?

• David Anderson

– Farm kid turned hacker

– Manager — Information Security team

– Oversee IT security testing and audits

– I am over 18
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Agenda

• Ten Ways to Lose Everything

• Cybercrime Trends

• What a Cyberattack Looks Like

• Takeaways and Action Items
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Ten Ways to Lose Everything
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Ten Ways to Lose Everything

1. Users clicking links
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Ten Ways to Lose Everything

2. Users clicking links
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Ten Ways to Lose Everything

3. Users clicking links
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Ten Ways to Lose Everything

4. Users clicking links
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Ten Ways to Lose Everything

5. Users clicking links
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Ten Ways to Lose Everything

6. Users clicking links
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Ten Ways to Lose Everything

7. Users clicking links
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Ten Ways to Lose Everything

8. Users clicking links
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Ten Ways to Lose Everything

9. Users clicking links
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Ten Ways to Lose Everything

10. Users opening attachments
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Cybercrime Trends
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Current State of Cybercrime

• All about the Benjamins

– Theft of Personally Identifiable Information (PII)

– Payment Fraud

– Ransomware

• Hacking is run like a business

– Specialization
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The Cost

• Global cybercrime is costing businesses $600 billion 
annually

• Estimate that it will reach into the trillions in next 
few years
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Theft of PII

• Every organization stores information about their 
employees in electronic format

– Payroll/Tax/W2

– Email address

• Many store other sensitive data

– Credit card information

– Health information
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Marketplace for Stolen Credit Cards
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Payment Fraud

• Every organization interacts with their bank 
electronically

– Wire transfers & ACH payments

– Online banking

• Corporate Account Take Over (CATO)

– Compromise accounts/credentials that can move money
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Payment Fraud

• Can occur via technical means

– Attackers “hack” into finance computers

– Banking Trojans monitor online banking

– Create fake employees in payroll/ACH file

• Can occur via non-technical means

– Social engineering
◊ Fake CEO scam
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Ransomware

• Cryptolocker, Locky, WannaCry, etc.

• Encrypts all data, holds in “ransom” for $$

– Data on local machine and on network
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Ransomware
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Walk Through a Cyberattack
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Reconnaissance

• Who’s who in the company?

– LinkedIn

• Understand what services are exposed to the 
internet

– Webmail

– VPN

– Other web application
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Phishing
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Unauthorized Access

Webmail
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Unauthorized Access

VPN
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Takeaways and Action Items
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Strategies and Objectives

• Users who are aware and savvy

• Networks that are hardened and resistant to 
malware and attacks

• Resilience Capabilities: Monitoring, Incident 
Response, Testing, and Validation
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Governance Framework

• CIS Critical Controls

• ISO 27001

• PCI-DSS

• HIPAA HITECH

• NIST

• Etc.



©
2

0
1

8
 C

lif
to

n
La

rs
o

n
A

lle
n

 L
LP

Develop Baselines and Standards

• Example:  

CIS Critical Controls
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Develop Baselines and Standards

• Example:  

CIS Critical Controls
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Operational Discipline

• Change Management

• Vulnerability and Patch Management

• System Monitoring

• Exception Control and Documentation
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Action Items

1. Harden email system

– Phishing is the #1 way attackers get in

2. Implement two-factor authentication (2FA) on 
external services

– If you can access it from the internet, make sure it 
requires 2FA
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Action Items

3. Change vendor default passwords

– Every system and application comes with default 
passwords

4. Test backup systems

– Ensure you can recover from outages/ransomware

5. Enable and configure auditing/logging

– Every system supports auditing – configure it
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Action Items

6. Validate your expectations are being met (TEST IT!)

– Social engineering testing

– Penetration testing

– Vulnerability assessments

– Disaster recovery/business continuity testing
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Questions



twitter.com/CLAconnectfacebook.com/
cliftonlarsonallen

linkedin.com/company/
cliftonlarsonallen
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CLAconnect.com

Thank you!

David Anderson, OSCP
Manager, Information Security
david.anderson@CLAconnect.com
612-376-4699

http://www.twitter.com/CLA_CPAs
http://www.facebook.com/CliftonLarsonAllen
http://www.linkedin.com/company/cliftonlarsonallen

