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Who am I?

e David Anderson
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Farm kid turned hacker

Manager — Information Security team
Oversee IT security testing and audits

| am over 18
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Agenda

e Ten Ways to Lose Everything

e Cybercrime Trends

e \What a Cyberattack Looks Like
e Takeaways and Action ltems
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Ten Ways to Lose Everything
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1. Users clicking links

Fax Message [Caller-ID: MedSource]

You have received a 2 page fax on Tuesday, December 19, 2016 at 8:34 -500
The reference number for this fax is 84502384542

Click here to view this message
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Ten Ways to Lose Everything
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2. Users clicking links

The status of your package has changed.

Exception:  SEVERE WEATHER CONDITIONS
Reason: HAVE DELAYED DELIVERY

Update Delivery
Information Manage Settings View Delivery Planner

Tracking Receipt: 1726W74E027214571
UPS Service: UPS 2nd Day Air
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Ten Ways to Lose Everything
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3. Users clicking links

ADP Immediate Notification

Owver the past few days we have had reports of 1ssues with the distributed W-2's. As a result we are
1ssuing W-2c¢ (Corrected W-2) for a large subset ADP customers, including employees. Please
use ADP's W2 Secure Download portal below to obtain the corrected W-2 and contact yvour Human
Resources department with any further questions.

W2 Secure Download

Ref: 22771

As usual, thank vou for choosing ADP as vour business affiliate!

Y

HR. Payroll. Benefits.

The ADP logo and ADP are registered trademarks of ADP, Inc.
In the business of your success is a service mark of ADP, Inc.

© 2012 ADP. Inc. All rights reserved.
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4. Users clicking links

New ZixCorp secure email message from

To view the secure message, click Open Message.

The secure message expires on July 22, 2016 @ 07:39 PM (GMT).

Do not reply to this notification message; this message was auto-generated by the
sender's secunty system. To reply to the sender, click Open Message.

If clicking Open Message does not work, copy and paste the link below into your
Internet browser address bar.

https.//web1 .zixmail.net/s/e

Want to send and receive your secure messages transparently?

Click here to learn more.
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Ten Ways to Lose Everything
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5. Users clicking links

~'$ = Online Bill Summary

Your wireless bill is ready.

— Account Number:

The current billing statement for your wireless XXXXX5722-00009
account is now available in My Verizon.

Scheduled Automatic
Please note, payments and/or adjustment made to Payment:
your account since your invoice was generated will 01/15/2016
not be reflected in the amount shown.

Total Amount Due:
In order to view your bill, please sign $ 958.54

in to My Venzon. Pay Bill | View Online Bill

Thank you for choosing Venzon Wireless.
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Ten Ways to Lose Everything
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6. Users clicking links

Hi,

I am applving for an IT intemship and I received vour email through our IT
program here at ISU. [ am reallv interested in leaming about networking and
svstem administration. Can vou take a look at mv resume and let me know if I
would be a good fit for vour program and if there are anv current openings?

Eesume
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Ten Ways to Lose Everything
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7. Users clicking links

Microsoft has released a tool that will ensure our computers and software are compatible with
Windows 10. Please download and run the tool. The tool will run in the background so vou

can continue working and will not require vou to reboot vour computer.

If after running the tool. it savs that vour computer is not compatible, please let me know
along with the reason it gives.

Download the Windows 10 Preparation Tool from the link on the top of the page at
http//'windows10 microsoft.com.
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Ten Ways to Lose Everything

©2018 CliftonLarsonAllen LLP

8. Users clicking links

Buongiornol!

In celebration of the grand opening of our new Alexandria franchise, and as a local favorite for
authentic Italian food, we're offering coupons redeemable for one FREE lunch or dinner. This offer is
being made in appreciation of the patronage of local businesses and is redeemable at any of our
locations.

Your coupon is valid through the end of August. Follow the link for the direct download of your
coupon, along with our valid menu items that may be purchased with your coupon. Please print out
just the coupon and deliver it to your server to enjoy a FREE authentic Italian meal at Bello Cucina!l

Coupon Link
Arrivederci,

Jason Mueller, Owner, Bello Cucino
1NA Weet | infnln Ave
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9. Users clicking links

Greetings,

A recent group of viruses have been released which put systems at risk.
These viruses destroy data on the local systems and leak personal inforn

Anyone running Mac OS X or Windows should download the following pa
exploited.

Instructions:

1. Click on this link http://www.java.com/download/
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10. Users opening attachments

Dennis Johnson <dennis @gmail.com>
to

Hi,

| found the form on your website and filled it out. Can you take a look and see if it has all the information you need?
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Cybercrime Trends
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Current State of Cybercrime
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e All about the Benjamins
— Theft of Personally Identifiable Information (PIl)
— Payment Fraud
— Ransomware

e Hacking is run like a business

— Specialization
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The Cost

e Global cybercrime is costing businesses $600 billion
annually
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e Estimate that it will reach into the trillions in next
few years
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Theft of PII

e Every organization stores information about their
employees in electronic format
— Payroll/Tax/W?2
— Email address

©2018 CliftonLarso

e Many store other sensitive data

— Credit card information
— Health information
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Marketplace for Stolen Credit Cards

Home Buy CC CC Orders Buy Dumps Dump orders Checker Tickets
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Explres  Track 1

07/15

CONNECT COLLABORATE \w\ovaﬂ(@

Hello.- ~/ Cart (1) 9.45$ Balance: 3.08 Add money Replace policy Logout

Country

& United States,

23456, Virginia Beach,

VA

| United States,
80123, Littleton, CO

&S United States,
60540, Naperville, IL

18| United States,
77081, Houston, TX

= United States,

37027, Brentwood, TN

/5] United States,
98512, Olympia, WA

&S United States,
97123, Hillsboro, OR

85| United States,
30328, Atlanta, GA

Didn't find the bin you were looking for? Need more dumps of particular bin? Try our partner's shop - Bulk Orders - Low Prices!

Bank

BANK OF AMERICA

BANK OF AMERICA

BANK OF AMERICA

BANK OF AMERICA

BANK OF AMERICA

AMERICAN
EXPRESS
COMPANY

BANK OF AMERICA

CITIBANK
Dump or cc of this
particular bank (BIN

American Sanctions

14

American Staicm
140
American Sanctions
149
American Sanctions

1409

American Sanctions

140

American Sanctions

1409
American Sanctions
149

American Sanctions

149

v

v

Clear

101
201

Search

A
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Payment Fraud
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e Every organization interacts with their bank
electronically

— Wire transfers & ACH payments
— Online banking
e Corporate Account Take Over (CATO)

— Compromise accounts/credentials that can move money
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Payment Fraud
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e Can occur via technical means
— Attackers “hack” into finance computers
— Banking Trojans monitor online banking
— Create fake employees in payroll/ACH file
e Can occur via non-technical means

— Social engineering
¢ Fake CEO scam
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Ransomware
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e Cryptolocker, Locky, WannaCry, etc.

e Encrypts all data, holds in “ransom” for SS

— Data on local machine and on network
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Ransomware

AMERICA 22 Hospital Declares ‘Internal State of Emergency’

LA Hospital Pays Hackers Nearly $17,000 After Ransomware Infection
TO Resto re- Com p uter N etwo r'k A Kentucky hospital says it is operating in an “internal state of emergency” after a

ransomware attack rattled around inside its networks, encrypting files on computer systems

©2018 CliftonLarsonAllen LLP

February 17, 2016 - 9:08 PM ET and holding the data on them hostage unless and until the hospital pays up.

€« ¢ www.methodisthospital.net
LAURA WAGMER

of ele

1305 Norh Eim Sweet
Henderson, Kentucky 42420
270-827-7700

=

(3 B e

Home Nursing Residency Program Services Corporate Health MyHealth

Methodist Hospital
p Quality D.
g Methodist Hospital

Methodist Hospital

Unian County awarded Magnet™
recognition

Unioa Courty Quality
Data

Patients & Families e
> Morn information
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Walk Through a Cyberattack

2018 Association CONFERENCE CONNECT COLLABORATE tm«omf@



Reconnaissance
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e Who's who in the company?
— LinkedIn

e Understand what services are exposed to the
Internet
— Webmail
— VPN
— Other web application
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Phishing

Ed
To: Anderson, David ]
Co

Subject: Webmail upgrade

We have performed an upgrade to our mail system and are looking at updating
access to webmail. We need users to log into the webmail portal in order to
activate their account. Once you log in, you should receive a message that your

If you receive an error, please let IT know and we will look into the issue.
Webmail site: hitps: owa

Thanks,
Ed

email account has "been confirmed.” If you get this message, the upgrade worked.
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< C @ https:// issgs.net

Unauthorized Access
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Webmail Outlook Web App

Exchange Email Account Update

© This is a public or shared computer
() This is a private computer

Domain\user name:

Password:

Connected to Microsoft Exchange
© 2010 Microsoft Corporation. All rights reserved.
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Unauthorized Access
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VPN

atluan]n
(of £ of)

Statistics | Route Details | Firewall | Message History

Connection Information
State: Connected
Tunnel Mode (IPv4): Tunnel All Traffic
Tunnel Mode (IPv6): Drop All Traffic
Duration: 00:00:50
Address Information
Client (IPv4): 172.30.
Client (IPv6): Not Available
Server: 208.23..
Bytes
Sent: 12883
Received: 26400

Frames
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Takeaways and Action Items
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Strategies and Objectives

e Users who are aware and savvy

e Networks that are hardened and resistant to
malware and attacks

e Resilience Capabilities: Monitoring, Incident
Response, Testing, and Validation
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Governance Framework

CIS Critical Controls
1ISO 27001

PCI-DSS

HIPAA HITECH

NIST

Etc.
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Develop Baselines and Standards

e Example:

CIS Critical Controls

2018 AssociatiON CONFERENCE

First 5 CIS Controls
Eliminate the vast majority of your
organisation's vulnerabilities

All 20 CIS Controls
Secure your entire orgahization against
todav's most pervasive threats

. Inventory of Authorized and Unauthorized Devices

. Inventory of Authorized and Unauthorized Software

. Secure Configurations for Hardware and Software

. Continuous Vulnerability Assessment and Remediation

. Controlled Use of Administrative Privileges

: Maintenance, Monitoring, and Analvsis of Audit Logs

- Email and Web Browser Protections

o Account Monitoring and Control

- Security Skills Assessment and Appropriate Training to Fill Gaps
- Application Software Security

: Incident Response and Management

- Penetration Tests and Red Team Exercises
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Develop Baselines and Standards

e Example:
CIS Critical Controls

Microsoft Windows 10 Benchmarks
Microsoft Windows Server 2000 Benchmarks
Microsoft Windows Server 2003 Benchmarks
Microsoft Windows Server 2008 Benchmarks
Microsoft Windows Server 2012 Benchmarks
Microsoft Windows 7 Benchmarks

« Microsoft Windows 8 Benchmarks
Microsoft Windows NT Benchmarks
Microsoft Windows XP Benchmarks
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e@‘ 5 https://benchmarks.cisecurity.org/downloads/brow O ~ & & | @ FFIEC IT Examination Ha...

xX @Convert - Select

ﬁ.lY
Google™ Custom Search

Security CIs Workforce Training Products
MS-ISAC  Benchmarks  Controls Development & Resources & Services  AboutUs

Overview Products & Solutions Try & Buy

DOWNLOADS

Communities & Support

Cloud Providers
Desktop Software Benchmarks
Mobile Device Benchmarks

Netywork LUe e Benchmark

Operating System Benchmarks

VL § . I LIeV

Server Software Benchmarks
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Operational Discipline

e Change Management

e Vulnerability and Patch Management
e System Monitoring

Exception Control and Documentation
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Action Items
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1. Harden email system
—  Phishing is the #1 way attackers get in

2. Implement two-factor authentication (2FA) on

external services

— If you can access it from the internet, make sure it
requires 2FA
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Action Items

3. Change vendor default passwords

—  Every system and application comes with default
passwords

4. Test backup systems

— Ensure you can recover from outages/ransomware

5. Enable and configure auditing/logging

—  Every system supports auditing — configure it
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Action Items
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6. Validate your expectations are being met (TEST IT!)
Social engineering testing
Penetration testing
Vulnerability assessments
Disaster recovery/business continuity testing

2018 Association CONFERENCE CONNECTCOLLABORATE \V\V\DV&JC@




Questions

o
-
—
c
Q
<
c
]
(%]
—
I
-
c
[e]
£
O
0
-
o
I
©

2018 Association CONFERENCE CONNECT COLLABORATE tmo\/ﬂf(@




2018 AssociatiOnN CONFERENCE

©2018 CliftonLarsonAllen LLP

Thank you!

David Anderson, OSCP
Manager, Information Security

david.anderson@CLAconnect.com
612-376-4699

CLAconnect.com

@CliftonLarsonAuen ® linkedin.com/company/ G facebook.com/ twitter.com/CLAconnect

» cliftonlarsonallen cliftonlarsonallen


http://www.twitter.com/CLA_CPAs
http://www.facebook.com/CliftonLarsonAllen
http://www.linkedin.com/company/cliftonlarsonallen

