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The information herein has been provided by
CliftonLarsonAllen LLP for general information
purposes only. The presentation and related materials,
if any, do not implicate any client, advisory, fiduciary,
or professional relationship between you and
CliftonLarsonAllen LLP and neither CliftonLarsonAllen
LLP nor any other person or entity is, in connection
with the presentation and/or materials, engaged in
rendering auditing, accounting, tax, legal, medical,
investment, advisory, consulting, or any other
professional service or advice. Neither the presentation
nor the materials, if any, should be considered a
substitute for your independent investigation and your
sound technical business judgment. You or your entity,
if applicable, should consult with a professional advisor
familiar with your particular factual situation for advice
or service concerning any specific matters.

CliftonLarsonAllen LLP is not licensed to practice law,
nor does it practice law. The presentation and
materials, if any, are for general guidance purposes and
not a substitute for compliance obligations. The
presentation and/or materials may not be applicable
to, or suitable for, your specific circumstances or needs,
and may require consultation with counsel,
consultants, or advisors if any action is to be
contemplated. You should contact your
CliftonLarsonAllen LLP or other professional prior to
taking any action based upon the information in the
presentation or materials provided. CliftonLarsonAllen
LLP assumes no obligation to inform you of any changes
in laws or other factors that could affect the
information contained herein.
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Learning Objectives

Outline the new accounting standards affecting state
and local government accounting and reporting

Discuss how to prepare for the new: Public-Private
and Public-Public Partnership standard

Get familiar with new accounting standards that have
been issued but are not yet effective

©2023 CliftonLarsonAllen LLP



GASB 94: Public-Private,
Public-Public Partnerships and
Availability Payment
Arrangements
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Objectives of GASB 94

Guidance on Public-Private and Public-Public Partnerships
(PPP) arrangements and Availability Payment Arrangements
(APA)

Guidance for types of PPP’s not within GASB 87 and not a
service concession arrangement (SCA)

Supersedes GASB 60, Accounting and Financial Reporting for
Service Concession Arrangements
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Effective Date

Fiscal years beginning after June 15, 2022 (06/30/2023 and
12/31/23)

Earlier application encouraged



Definition of PPP

Arrangement in which a government (the transferor)
contracts with an operator to provide public services by
conveying control of the right to operate or use a nonfinancial
asset, such as infrastructure or other capital assets for a

period of time in an exchange or an exchange-like transaction

Public
[Government} — - ) [ Operator J — Services
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Identifying the PPP Arrangement

Service Concession Arrangement

Lease (follow GASB 87)

All other PPPs




fa

Identifying the PPP Arrangement

Service Concession Arrangement (SCA) - Arrangement between a
transferor and an operator if all the following criteria are met:

Transferor conveys to the operator the right and related obligation to provide
public services through the use and operation of an underlying PPP asset in
exchange for significant consideration

The operator collects and is compensated by fees from third parties

The transferor determines or has the ability to modify or approve which
services the operator is required to provide, to whom services are provided
to, and the prices or rates that are charged

The transferor is entitled to significant residual interest in the service utility of
the underlying PPP asset at the end of the term

©2023 CliftonLarsonAllen LLP 10
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Identifying the PPP Arrangement

PPP meets the definition of a lease - apply guidance in GASB
87 if all of the following criteria are met:

Existing assets of the transferor are the only underlying PPP
assets

Improvements are not required to be made by the operator

to those existing assets as part of the PPP arrangement

The PPP does not meet the definition of an SCA

©2023 CliftonLarsonAllen LLP
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Identifying the PPP Arrangement

All other PPP arrangements
Some provisions applicable to an SCA do not apply
Similar accounting to GASB 87

©2023 CliftonLarsonAllen LLP
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Definition of Availability Payment Arrangements - APA

An APA is an arrangement in which a government compensates an operator
for activities that may include designing, constructing, financing,
maintaining, or operating an underlying nonfinancial asset for a period of
time in an exchange or exchange-like transaction
Payments by the government are based entirely on the asset’s availability for
use rather than on tolls, fees, etc.

Availability for use may be based on specified criteria — physical condition of the
asset, construction milestones, achievement of certain availability measures

Government procures the asset for service rather than receiving compensation
to allow another entity to provide public services

The operator receives compensation from the government entirely based on
availability to perform and not the actual performance

m ©2023 CliftonLarsonAllen LLP
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Availability Payment Arrangements-APA

An APA may contain multiple components

Each component should be recognized as a separate
arrangement

Example —a government enters into an agreement with an
operator to design, construct, finance, operate and maintain a
public toll road in exchange for

Fixed payments meant to provide compensation for the design,
construction, financing, operation and maintenance of the toll road

Variable payments to the operator based on whether measures
related to availability have been met

©2023 CliftonLarsonAllen LLP 14
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PPP Example

Government enters into an arrangement with a developer for
a period of 50 years

Developer/operator will finance demolition of existing
structure and construction of new structure

New structure includes housing and dining facilities which the
developer will operate, including setting rates

Compensation to the developer will be exclusively from
customers

Arrangement is considered a PPP but not an SCA as the
developer has control over rates that may be charged

©2023 CliftonLarsonAllen LLP 15
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SCA Example

Government enters into an arrangement with a private entity
to operate their toll-collecting function on government’s
roadways for a period of 50 years

Operator provides an up-front payment of S3 billion

Operator has the right to operate the toll collection (at
government determined rates) and receive and retain all
revenues during the arrangement period

Arrangement is considered a PPP as well as an SCA as the
government sets rates for the tolls

©2023 CliftonLarsonAllen LLP
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APA Example

Government enters into an arrangement with a developer to design, build
and finance construction of a bridge. The developer will also collect tolls
for the bridge and remit to government for a period of 40 years

Government pays developer $20 million at project commencement, $20
million and completion, and S5 million annually throughout the
arrangement

Government will pay developer $200,000 per month for collecting tolls

Government is compensating the developer for operating the toll by
paying $200,000 per month, whereas under the SCA example revenues
collected were retained by the operator as compensation

©2023 CliftonLarsonAllen LLP 17
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Common Assets Under PPP or APA Arrangements

Infrastructure

Hospitals

Student services for colleges or universities
Sports facilities

Recreational facilities

Jails/prisons

Wastewater treatment plans

Museums

©2023 CliftonLarsonAllen LLP
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Accounting for PPPs - Transferor

The underlying PPP asset is an existing asset of the transferor
Transferor continues to report the underlying asset at carrying value

Continue to apply other accounting and financial reporting requirements
(depreciation, impairment, etc.)

At commencement of the arrangement

Record a receivable at present value for installment payments to be received
Payments received at or prior to from the operator
Recognize a deferred inflow of resources

Recognize any improvements to the underlying assets as an asset and
deferred inflow — do not depreciate if asset is returned to the operator

©2023 CliftonLarsonAllen LLP 19
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Accounting for PPPs - Transferor

The underlying PPP asset is a new asset purchased or
constructed by the operator
At term commencement the transferor should record:

Underlying asset at the acquisition value when placed in service

Receivable for installment payments to be received at net present
value

Recognize a deferred inflow of resources

Apply other accounting and financial reporting requirements
(depreciation, impairment, etc.)

Do not depreciate if asset is returned to the operator

©2023 CliftonLarsonAllen LLP 20



Accounting for PPPs - Operator

The underlying PPP asset is an existing asset of the transferor
Operator recognizes an intangible right-to-use asset as the sum of the following:

The amount of initial measurement of the liability for installment payments

PPP payments made to the transferor at or before commencement of the PPP term

The cost of the purchased or constructed asset

The cost of improvements to an existing underlying asset

Initial direct costs that are ancillary charges necessary to place the asset into service
A liability for the present value of installment payments over the PPP

Treatment is the same when the underlying asset in the PPP is a new asset
purchased or constructed by the operator as long as it is an SCA

©2023 CliftonLarsonAllen LLP
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Accounting for PPPs - Transferor

The underlying PPP asset is a new asset purchased or
constructed by the operator — PPP is not an SCA

At term commencement the transferor should record:

Receivable for the underlying asset based on the carrying value at the
expected date of the asset to the transferor from the operator

Receivable at present value for installment payments to be received
Deferred inflow of resources

©2023 CliftonLarsonAllen LLP 22



Accounting for PPPs - Operator

The underlying PPP asset is a new asset purchased or
constructed by the operator — PPP is not an SCA

At term commencement the transferor should record:

Underlying asset when it is place in service until transferred to the
transferor

Liability for the underlying asset based on the carrying value at the
expected date of the asset to the transferor from the operator

Liability for installment payments to be made
Deferred outflow of resources for the PPP asset to be transferred

3
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Accounting for PPPs - Transferor

Total deferred inflow will include:

The amount of the initial measurement of the receivable for
installment payments

PPP payments received at or prior to commencement of the PPP term

The amount of the initial measurement of assets constructed or
purchased by the operator

The amount of the initial measurement for improvements made by
the operator

The amount of the initial measurement of a receivable for an
underlying PPP asset constructed or purchased by the operator (if not
an SCA)

©2023 CliftonLarsonAllen LLP 24
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Determining the Value of Installment Payments

The Present Value of Installment Payments includes the
following (for transferor and operator):

Fixed payments

Variable payments that depend on an index or a rate, initially using
the index or rate as of the commencement date of the PPP term

Variable payments that are fixed in substance

Exclude payments based on future performance of operator, usage of the
underlying asset or variable factors other than an index or rate

Residual value guarantee payments that are fixed in substance

©2023 CliftonLarsonAllen LLP 25



Determining the Value of Installment Payments

Additional elements of installment payments for the
operator:

Payments for penalties for terminating the PPP, if the PPP term
reflects the operator exercising 1) an option to terminate the PPP or
2) a fiscal funding or cancellation clause

Any other payments to the transferor associated with the PPP that are
reasonably certain of being required

3
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Identifying the Contract Term

The term of the arrangement includes all of the following:

The period during which an operator has a non-cancellable right to
use the underlying asset

Includes periods covered by the transferor’s or operator’s option to
extend the PPP if reasonably certain the option will be exercised

Includes periods covered by the transferor’s or operator’s option to
terminate the PPP if reasonably certain the option will not be
exercised

©2023 CliftonLarsonAllen LLP
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Recording Installment Payments

Installment payments made should be recorded appropriately
reflect a reduction a liability and amortization of the discount

calculated on the initial liability
Amortization of the discount should be recorded as an outflow of
resources (such as interest expense)

©2023 CliftonLarsonAllen LLP
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Future Recognition of Assets and Deferred Amounts

An operator should amortize a right-to-use asset in a systematic and

rational matter over the shorter of the PPP term or the useful life of the
PPP asset

Amortization should be reported as an outflow of resources such as
amortization expense

Deferred outflows of resources should be subsequently recognized as an
outflow of resources in a systematic and rational manner over the
remaining PPP term

Deferred inflows of resources should be subsequently recognized as an
inflow of resources in a systematic and rational manner over the
remaining PPP term

©2023 CliftonLarsonAllen LLP 29
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Re-Measuring the Value of Installment Payments

Re-measure at subsequent financial reporting dates if one or
more of the following changes has occurred before the
reporting date, and the changes are expected to significantly
affect the liability:

Change in PPP term

Change in interest rate the transferor charges the operator

A contingency on which variable payments are based is resolved

©2023 CliftonLarsonAllen LLP 30
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Re-Measuring the Value of Installment Payments

Additional events for consideration by the operator:

There is a likelihood the residual value guarantee has changed from
reasonably certain to not reasonably certain

There is a change in the estimated amount for payments already
included in the measurement of the liability for PPP payments

©2023 CliftonLarsonAllen LLP
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Termination of PPP - Transferor

Recognize a gain or loss for the reduction of deferred inflows
of resources including the sum of the following:

Reduction of carrying value of any remaining receivable for
installment payments

Termination penalties paid to or received from the operator
Amounts paid to the operator for underlying PPP asset

©2023 CliftonLarsonAllen LLP
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Termination of PPP - Operator

Recognize a gain or loss for sum of the following:
Reduction of carrying value of any remaining liability for installment
payments

Reduction of the carrying value of the right-to-use asset related to the
liability for installment payments

Reduction of carrying value of right-to-use asset transferred to
transferor

Termination penalties paid to or received from the transferor
Amounts received from transferor to acquire right-to-use asset

©2023 CliftonLarsonAllen LLP 33
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Re-Measuring the Value of Installment Payments

Additional events for consideration by the operator:

There is a likelihood the residual value guarantee has changed from
reasonably certain to not reasonably certain

There is a change in the estimated amount for payments already
included in the measurement of the liability for PPP payments

©2023 CliftonLarsonAllen LLP

34



3

Other PPP Considerations

Modification to a PPP should be treated as a separate PPP if
both of the following conditions are present:

The modification gives the operator and additional underlying PPP
asset that was not included in the original arrangement

The increase in PPP payments for the additional underlying PPP asset
does not appear to be unreasonable based on terms of the amended
PPP arrangement and professional judgement

©2023 CliftonLarsonAllen LLP 35
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Other PPP Considerations

Modifications not treated as a separate PPP

Transferors should adjust deferred inflows of resources for changes in

the re-measurement of receivables for installments or underlying
assets.

To the extent the change relates to payments for the current period the
change should be recognized as an inflow or outflow of resources

If the modification results from a debt refinancing in which the
perceived economic advantage is passed through to the operator, the
transferor should adjust the receivable for installment payments
receivable. Any adjustment to a deferred outflow or inflow should be

recognized over the remaining life of the old debt or new debt,
whichever is shorter.

©2023 CliftonLarsonAllen LLP 36
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Other PPP Considerations

Modifications not treated as a separate PPP

Operators should adjust the underlying asset by the difference between
the initially recorded and re-measured liability

If the change reduces the carrying value of the right-to-use asset to
zero, any remaining amount should be recognized as a gain

If the modification results from a debt refinancing including defeasance
of debt, the operator should adjust the liability for installment payments
to the present value of future PPP payments. The resulting different
should be reported as a deferred inflow of resources which should be
recognized as an inflow of resources over a systematic and rational
manner.

©2023 CliftonLarsonAllen LLP 37
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Re-Measuring the Value of Installment Payments

Additional events for consideration by the operator:

There is a likelihood the residual value guarantee has changed from
reasonably certain to not reasonably certain

There is a change in the estimated amount for payments already
included in the measurement of the liability for PPP payments

©2023 CliftonLarsonAllen LLP
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GASB 91: Conduit Debt
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GASB 91: Conduit Debt Obligations

Effective for periods beginning after December 15, 2021
(06/30/2023 and 12/31/23)

Eliminates the existing option for issuers to report conduit
debt as liabilities

Additional commitments to support debt service payments
may be recorded as liabilities

Disclosures for issuers:
Type of commitments

Description of each type
Aggregate outstanding principal balance

40



GASB 92: Omnibus 2020
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GASB 92: Omnibus 2020 (12/31/2022)

Effective dates vary:

Requirements related to intra-entity transfers of assets are effective
for fiscal years beginning after June 15, 2021

Requirements related to application of Statement 84 to
postemployment benefit arrangements and nonrecurring fair value
measurements are effective for periods beginning after June 15, 2021

Requirements related to the measurement of liabilities associated
with AROs in a government acquisition are effective for periods
beginning after June 15, 2021

©2023 CliftonLarsonAllen LLP 42
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GASB 92: Omnibus 2020 (Continued)

Intra-entity transfers of assets — clarifies how to report a transfer of
capital or financial assets between a governmental employer (or non-
employer contributing entity) and a defined benefit pension or OPEB plan
if there are any differences between the carrying value of assets
transferred and amount paid by the plan

Applicability of Statement 84 to Postemployment Benefit Arrangements —
notes that a government that reports a fiduciary activity for OPEB plans

that are not administered through trusts must apply certain provisions of
statement 84 to liability recognition and financial statement presentation

Exception to acquisition value in a government acquisition — addresses the
measurement of liabilities related to the acquired entity’s ARO

©2023 CliftonLarsonAllen LLP 43



GASB 93: Replacement of
Interbank Offered Rates

©2023 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.

44



3

GASB 93: Replacement of Interbank Offered Rates

Effective for periods beginning after June 15, 2020 (hedge fund
accounting) and for periods beginning after June 15, 2021 (lease
modifications)

The London Interbank Offered Rate, or LIBOR, which is included in some
variable rate payment agreements, no longer exists

Statement 53 requires the termination of hedge fund accounting if a
critical term, such as the variable rate, is amended

Statement 87 considers the replacement of a rate to determine variable
payments as a lease modification, requiring remeasurement

This standard addresses hedge fund accounting and provides an exception
to the lease modification guidance

©2023 CliftonLarsonAllen LLP 45



GASB 97: Certain Component
Unit Criteria, and Accounting
and Financial Reporting for IRS
Code Section 457 Deferred
Comp Plans
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GASB 97: Accounting and Financial reporting for
Internal Revenue Code Section 457 Deferred Comp
Plans

Section related to governing boards is effective immediately, section

related to 457 plans for periods beginning after June 15, 2021 (12/31/22)

The absence of a governing board is treated the same as the appointment
of a voting majority for CU determination

457 plans should be classified as either a pension plan or another
employee benefit plan

GASB 84 should then be applied to determine whether a fiduciary activity

If considered a pension plan, all pension accounting and reporting
requirements apply

©2023 CliftonLarsonAllen LLP 47



GASB 98: The Annual
Comprehensive Financial
Report
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GASB 98: The Annual Comprehensive Financial
Report

Effective for periods ending after December 15, 2021
(12/31/22 (earlier application encouraged))

Replaces the Comprehensive Annual Financial Report with
Annual Comprehensive Financial Report or ACFR

Commonwealth implemented in prior year

49



GASB 99: Omnibus 2022
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GASB 99: Omnibus 2022

Effective dates vary:

Requirements related to extension of the use of LIBOR, accounting for
SNAP distributions, disclosure of nonmonetary transactions, pledges
of future revenues by pledging governments, clarifications to GASBS
34,53, and 63 — EFFECTIVE UPON ISSUANCE

Requirements related to leases, PPPs, and SBITDAs - EFFECTIVE FOR
FISCAL YEARS BEGINNING AFTER 6/15/22 (06/30/2023 and 12/31/23)

Requirements related to financial guarantees and the classification
and reporting of derivative instruments within the scope Of GASB 53 -
EFFECTIVE FOR FISCAL YEARS BEGINNING AFTER 6/15/23 (06/30/2024
and 12/31/24)

©2023 CliftonLarsonAllen LLP 51



3

GASB 99: Omnibus 2022 (Continued)

GASB 87 — Clarification of unconditional/conditional
termination options, reclassification of short-term leases,
other items

SBITDAs — Clarification of subscription terms, short term
SBITDA:s,

SNAP — Clarification of applicability of GASB 33 to SNAP
distributions for state governments

Various terminology updates



GASB Implementation Guide
No, 2021-1
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GASB Implementation Guide No, 2021-1, Question 5.1
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Effective for periods beginning after June 15, 2023
(06/30/2024 and 12/31/24)

Q — Should a government’s capitalization policy be applied
only to individual assets, or can it be applied to a group of
assets acquired together?

A — A government should capitalize assets whose individual
acquisition costs are less than the threshold for an individual
asset if those assets in the aggregate are significant.



GASB 100: Accounting Changes
and Error Corrections
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GASB 100: Accounting Changes and Error

Corrections — an Amendment of GASB Statement
No. 62

Effective date is fiscal years beginning after June 15, 2023
(06/30/2024 and 12/31/24)

Classifies accounting changes as:
Changes in accounting principles

Changes in accounting estimates
Changes to or within the financial reporting entity
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GASB 100: Accounting Changes and Error

Corrections — an Amendment of GASB Statement
No. 62 (Continued)

Change in Accounting Principle:

Change from one generally accepted accounting principle to another

Only when new accounting principle is preferable considering qualitative
characteristics of understandability, reliability, relevance, timeliness or
comparability.

Implementation of new accounting pronouncement
Reported retroactively by restating beginning net position
Additional note disclosures are applicable

©2023 CliftonLarsonAllen LLP 57
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GASB 100: Accounting Changes and Error
Corrections — an Amendment of GASB Statement

No. 62 (Continued)

Change in Accounting Estimate:
Estimates are amounts subject to measurement uncertainty

Should be justified on basis that newly adopted measurement
methodology is preferable to the previous methodology used

Basis for determination — understandability, reliability, relevance,
timeliness, consistency and comparability

Reported prospectively by recognizing the change in accounting
estimate in the reporting period in which change occurs

Additional note disclosures are applicable

©2023 CliftonLarsonAllen LLP
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GASB 100: Accounting Changes and Error

Corrections — an Amendment of GASB Statement
No. 62 (Continued)

Changes to or within the Financial Reporting Entity include:

Addition or removal of a fund that results from the movement of continuing
operations within the primary government

A change in a fund’s presentation as major or nonmajor
Addition or removal of a component unit
Change of presentation of component unit as blended or discretely presented

Beginning net position/fund balance should be adjusted for the effect of the
change at the beginning of the reporting period

Additional note disclosures are applicable
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GASB 100: Accounting Changes and Error
Corrections — an Amendment of GASB Statement

No. 62 (Continued)
Correction of an Error:
Mathematical mistake

Mistake in application of accounting principle

Oversight or misuse of facts that existed at time of financial
statements were issued

Facts that could reasonably be expected to have been obtained and
considered about conditions that existed as of the financial statement

date
Reported retroactively by restating beginning net position
Additional note disclosures are applicable

©2023 CliftonLarsonAllen LLP
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GASB 101: Compensated
Absences
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GASB 101: Compensated Absences

Defines three general criteria for recognizing a liability for
unused leave balances:
The leave is attributable to services already rendered
The leave accumulates
The leave is more likely than not to be used for time off or otherwise
paid or settled
Some types of leave, such a parental leave, military leave and
jury duty are not recognized until leave commences

Effective for fiscal years beginning after December 15, 2023
(06/30/2024 and 12/31/24)

©2023 CliftonLarsonAllen LLP 62



Upcoming GASB Projects
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Upcoming GASB Projects

Financial Reporting Model
Revenue and Expense Recognition
Going Concern

Classification of nonfinancial assets
2023 Implementation Guidance
Risk and Uncertainties disclosure

©2023 CliftonLarsonAllen LLP
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Economic and Market Update
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Disclosures

CliftonLarsonAllen Wealth Advisors, LLC (“CLA Wealth Advisors”)

The purpose of this publication is purely educational and informational. It is not intended to promote any
product or service and should not be relied on for accounting, legal, tax, or investment advice. The views
expressed are those of CLA Wealth Advisors. They are subject to change at any time. Past performance
does not imply or guarantee future results. Investing entails risks, including possible loss of principal.
Diversification cannot assure a profit or guarantee against a loss. Investing involves other forms of risk
that are not described here. For that reason, you should contact an investment professional before acting
on any information in this publication.

Financial information is from third party sources. Such information is believed to be reliable but is not
verified or guaranteed. Performances from any indices in this report are presented without factoring fees
or charges, and are provided for reference and competitive purposes only. Any fees, charges, or holdings
different than the indices will effect individual results. Indexes are unmanaged; one cannot invest directly
into an index. Investment Advisory Services offered through CliftonLarsonAllen Wealth Advisors, LLC, an
SEC Registered Investment Advisor.

Prior approval is required for further distribution of this material.
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3

Learning Objectives

At the end of the session, you will be able to:

Discuss the current economic situation in the U.S.

©2023 CliftonLarsonAllen LLP
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* Economic Update
¢ Interest Rates

* Inflation/ R*cession?
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Economic Update
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What Happened In 20227?

STOCKAND BONDRETURNS

Worst year for bonds and 7th worst for stocks

Worst years for U.S. Bonds Tt worst ever year for U.S. Stocks

Since 1926, total return foreach period Since 1926, total return foreach period
Year Return Next 12 months Year Return Next 12 months
2022 -130 ? 1931 -43.3 -8.2
1994 -29 185 2008 -37.0 26.5
1931 -2.3 8.8 1937 -350 311
2013 -20 6.0 1974 -26.5 372
2021 -15 -130 1930 -24.9 -43.3
1958 -13 -04 2002 =221 28.7
1999 -0.8 116 2022 -18.1 ?
1969 -0.7 169 1973 -14.7 -26.5
1955 -0.7 -04 2001 -119 =221
1956 -04 7.8 1941 -116 203
Avg. -2.6 6.2 Avg. -24.5 4.9

Source: Morningstar as of 12/31/22. U.S. honds represented by the 1A SBBI US Gov IT Index from 1/1/26 to 1/3/89and the Bloonberg U.S. Agg Bond TR Index from 1/3/89 to 12/31/22. U.S. stocks are represented bythe S&P 500 Index from 3/4/57 to
12/31/22 and the IA SBBIU.S.Lrg Stock Tr USD Index from 1/1/26 to 3/4/57, unmanagedindexes that are generally considered representative ofthe US. stock marketduring each given timeperiod. Past performance does not guaranteeor indicate future
results. Index performance is for illustrative purposesonly. You cannat invest directlyin the index.

©2023 CliftonLarsonAllen LLP



Intra-Year Stock Declines

S&P intra-year declines vs. calendar year returns
Despite average intra-year drops of 14.3%, annual returns were positive in 32 of 43 years
40%
34%
31%

26% 27%  26% 7% 26%

30%
26% _—
20708 W50,
01 u“ 0
15; 15/’:‘1 120/ 143{0

20%

13%
13% 13%M. .

9% 10%

. T%
. 29 4% 3% [l 4%
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o 8% e 237, %
. - P o . .
7Y% 5% e .
%  .8% * =8% go, 9% 8% o =12%
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-13% o =137 142,
- T 16%s
-20% =19% =19%
23% .
* 8%
. =30%e
=34% =34%

-
a0%, R P
0,
S

20% 17%18%

-40% 38%

=49%

-B60%
‘80 '85 "30 '95 '00 05 10 15
‘Source: FactSet, Standard & Poor's. J.P. Morgan Asset Management.
Returns are based on price index only and do not include dividends. Intra-year drops refers to the largest market drops from a peak to a trough
during the year. For illustrative purposes only. Returns shown are calendar year returns from 1980 to 2022. over which time period the average

annual return was 8.7%.
Guide to the Markets - U5, Data are as of December 31, 2022,
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Intra-Year Bond Declines

Bloomberg U.S. Aggregate intra=year declines vs. calendar year returns
Despite average intra-year drops of 3.3%, annual retums positive in 42 of 47 years

40%
33
30%
22
20% 19
16 15 [l 15 5 18
10%
0%
‘e . . s * s 0 ' e . L . e ® o . . ® .. . o * 7
1o 2,22 a2 @0 . 2 St 2% g2
_'; pt 2o 22537 2 3 _4-2.3_4.3 -2-5-5-2- 242, .3_‘4 a2’
=5 =5 -2 - - =5
-10% -
-13
L]
=17
20%
76 ‘81 '86 91 96 01 '06 11 16 21

Source: Bloomberaq. FactSet. J.P. Morgan Asset Management.

Returns are based on total return. Intra-year drops refers 1o the largest market drops from a peak to a trouah during the year. For illustrative
purposes anly. Returns shown are calendar vear returns from 1976 ta 2022, over which time period the average annual return was 6.6%. Returns
fram 197610 1989 are calculated ona monthly basis: daily data are used afterwards

Guide fo the Markets - U.S. Data are as of December 31,2022,

©2023 CliftonLarsonAllen LLP
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Consumer Confidence & The Stock Market

Consumer Sentiment Index and subsequent 12-month S&P 500 returns

120
Avg, subsequent 12-mo, S&P 500 returns
8 sentiment peaks +4,1% Jan. 2000:-2.0%
110 8 sentiment troughs +24 9% Jan. 2004:
+44% Feb. 2020:
. 29.09
Aug. 1972; Mar.1984: +13.5% san.2000 ) +29.0%
100 5.2% ) 4.2% Jan. 2015:-2.7%
May 1977: +1.2%
a0
e e o AL M | b R N N
Average: 85.6
80
Mar, 2003:
70 +32.8% Oct. 2005:
+14.2% Apr, 2020;
+43.6%
60 Cct, 1990: +29.1% )
Dec. 2022:
Feb. 1975: / 59.7
50 +22.2% Nov. 2008: Aug, 2011:
May 1980: Sentiment cycle turning point and s ubsequent +22.2%  +154%
+20.0% 12-month S&P 500 Index return
u! o
40 T T T T T T T T T T T T T T T T T T T T T T T T
7173 'YS 7T O'79 '81 B3 'B5 '8Y 'B9 '91 '93 95 '9¥ '99 01 03 '05 'O7 '08 M1 M3 "6 19 21

Source: FactSat, Standard & Poor's, University of Michigan, ) P. Morgan Aaset Managamant.

Peak ia defined as the higheat index value bafare a series of lower lows, while a trough is defined as the lowest index value before a series of
higher highs. Subseguent 12-month S&P 500 returns are price returns only, which excludes dividends. Past performance is not a reliable indicator
of current and future results.

Guide to the Markets — LLS, Data are as of Decernber 31, 2022,

©2023 CliftonLarsonAllen LLP
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US Stock Returns Following Large Declines

FAMA/FRENCH TOTAL US MARKET RESEARCH INDEX RETURNS
July 1, 1926-December 31, 2021

B e Average Cumulative 3¥ear Average Cumulative [ | 5¥ear Average Cumulative
71.8%
68.8%
50.1%
#1%
34.5%
9999 238%
16.4%
12.5%
Return after Return after Return after
10% Market Decline 20% Market Decline 30% Market Decline

FAMA/FRENCH TOTAL US MARKET RESEARCH INDEX: 1926-present: Fama/French Total US Market Research
Factor + One-Month US Treasury Bills. Source: Ken French website.

©2023 CliftonLarsonAllen LLP
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Time & Volatility of Returns

Range of stock, bond and blended total returns
Annual total returns, 1950 - 2021

60%
Annual avg. Growth of $100,000 over
50% total return 20 years
Stocks 11.5% $880,148
40% Bonds 5.8% $308,786
o “|50/60 portfolio 9.0% $562,115
30%
20%
10%
0%
-10%
20% E
-30%
-40%
-50%
1-yr. Geyr. 10-yr. 20-yr.
rolling rolling rolling

Source: Bloomberg, FactSet, Federal Reserve, Robert Shiller, Strategas/Ibbotson, J.P. Morgan Asset Management.

&i!A' ©2023 CliftonLarsonAllen LLP
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Asset Class Returns 2008-2022

2008 -2022
2022 Ann, Vol.
Large
Cap
16.1% 8.8%

Comdty.

Income
7.5%

E 0% . 2% . 4 . 8.7%

DM Fixed

Equity | Income Equity Rty Income e
-43,1% 5.9% 1.5% T™% ¥ 0.6%
H?W A . | Comdty. Comdty.
-53.2% 0.1% 1 1 -24.7% -2.6%

Sowireer Bloombedr), FretSat, MSCIL NARFIT, Ruasall, Standare & Poor'a, . P Morgan Assel Managameant

Large cap: S&P 500. Small cap: Russell 2000, EM Eguitc MSCI EME. DM Equity: IMSCI EAFE, Comdiy: Bloomberg Commeaodity Index High Yield: Bloomberg Global HY
Index. Fixed Income: Bloomberg US Aggregate. REITs: NAREIT Equity REIT index. Cash: Bloomberg 1-3m Treasury. The “Asset Allocation™ portiolio assumes the Tollowing
weights: 2E% inthe S&P 500. 10% in the Russell 2000, 15% in the MSC| EAFE. 5% in the MSCHEME. 25% in the Bloomberg US Aggregate. 5% in the Bloomberg 1-3m
Treasury. 5% in the Bloomberg Global High Yield Index. 5% in the Bloomberg Commodity Indexand 5% in the INAREIT Eguity REIT Index. Balanced portfolic assumes
annual rebalancing. Annualized (Ann.) return and volatility (Vol) represents pariod from 12/31/2007 1o 123172022, Please see di ure page at and for index
definitions, Al data represents total return Tor stated period, The “Asset Allocation® portfolio is for illustrative purposes only. Past performance is not indicative of future
ratLma

Guide (o the Markets - U5 Data are as of December 31, 2022,
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Diversification Does Not Always Feel So Good...

A diversified portfolio can work even though
it never feels good

Last 20+ years

25% 0 U.5. large stocks, 19% U.S. mid cap stocks, T% international stocks, 5% U.S. small cap stocks, 4% emerging market stocks,
25% U.5. bonds, 15% high yield bonds I

Years S&P 500 Diversified Portfolio
2000-2002* -40.1% -15.7% “I lost money”
2008 -37.0% -26.6% “1 lost money”
2009-2019 351.0% 219.7% “l didn’t make as much”
Q1 2020t -30.4% -23.1% “1 lost money”
Q2 2020-2021* 112.0% 66.6% “I didn’t make as much”
2022 -18.1% -15.5%0 “I1 lost money”
Total Return 288.6%0 301.6%0 »
Gr $S100K $388,610 $401,550 -
Source: Morningstar as of 12731722, “Performance Is from 97 1/00 to 12731702, ‘Performance s from L/L/20 te 3723720, '‘Performance s from 2724720 te 1273172 1. Diversified Portfolio s mpresented by 25% S&P 500 Index, 19°% Russell Mid Cap
nidex, 75 MSCI EAFE Index, 5% Russell 2000 ndex, 4% FTSE Ermerging Stock Index, 25% Bloomberg US Aggregate Bond Index, 15% Bbomberg US Corporate High Yield Index Past parformance doss moi guarantee or indicate Tuture msulis. brdex
performance i3 for illustrative purposes only. You cannot invest directly in the index

©2023 CliftonLarsonAllen LLP
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Mathematics of Loss — Breaking Even

250%

200%

150%

100%

S50%

0%

-50%

-100%

> 233%
Required gain
150%
100%
67%
43%
25%
5% LS
1%
1
-1%
-5% -10%
-20%
-30%
-40%
-50%
-60%

L. oSS -70%

For illustration purposes only — does not reflect any specific investment or index.

©2023 CliftonLarsonAllen LLP
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Timing the Market

Even bad market timing trumps inertia

EMDING WEALTH [2001-2020)

5180.000

an

u"-
"
.t

&

$151,39

PERFECT TIMING

Buys at lowest
price every year

$135 471

IMVEST IMMEDIATELY

Buys
Jan. 1

§134,856

DOLLAR COST AVERAGING.

Buys 15t
of every
month

$2,000 invested annually in a hypothetical portfolio
that tracks the S&P 500° Index from 2001-2020. The
individual who never bought stocks in the example
invested in a hypothetical portfolio that tracks the
Ibbotson U.S. 30-day Treasury Bill Index. Past
performance is no guarantee of future results.

Source: Does Market
Timing Work? | Charles
Schwab

$1M A7

BAD TRMING STAY N CASH INVESTMENTS
Buys at highest Stays in money
price every year market (cash)

©2023 CliftonLarsonAllen LLP
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https://www.schwab.com/resource-center/insights/content/does-market-timing-work

Interest Rates
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Federal Finances

The 2023 federal budget
CBO Baseline forecast, USD ftrillions
$7.0

$6.0 Total spending: $5.9tn

Other: $743bn (1

50

Non-defense
disc,: $963bn Social
$4.0 (16%) insurance:
Defe $1,572bn (27%)
$3.0 $795bn (14%)
'
Social
Security:
$2.0 $1,320bn (22%)
Income:
$1.0 Medicare & $2,579bn (44%)
' Medicaid:
$1,610bn (27%)
$0.0
Total government spending Sources of financing
CBO's Baseline economic assumptions
2023 ‘24-'25 *26-"27 '28-"32
Real GDP growth 3.0% 1.6% 1.5% 17%
10-year Treasury 2.8% 3.1% 3.5% 3.8%
Headline inflation (CPI) 3,6% 2,4% 2,3% 24%
Unemployment 3.6% 3.7% 4.1% 4.5%

Source:GB0...P. agemant: Top BEA. Treasury Dapartmant.

Estimates are based on the Congressional Budget Office (CBO) May2022 Update to the Budget and Economic Qutiook. Data for fiscal year 2022 is from the
CBO's Monthly Budget Review. Other spending includes, but is not limited to, heakh insurance subsidies, incoma security and federal civiian and military
retirement. Note: fi fiscalyears. Forecasts are nota reliable indicatorof future . Forecasts, locking
statements ara based upon current baliefs and expectations. They are for llustrative purposes onlyand sarve:as an indication of what may occur. Given the
inherent uncartainties and risks associated with forecasts, prejectionsr other looki actual avants, resuitsor per y differ
materiallyfromthose reflacted or contamplated.

Guide tothe Markats - U.5. Data areas of December31,2022.

©2023 CliftonLarsonAllen LLP
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Economic Growth & GDP Composition

Real GDP
Billions of chained (2012) dollars, seasonally adjusted at annual rates

$21,000

GDP (%) 4021 1Q22 2Q22 3Q22
QQsaar 70 -16 -06 32 >
YiY 5.7 3.7 1.8 1.8

$20,000

$19,000

$18,000

$17,000

$16,000

$15,000

$14,000

$13,000

$12,000 T T T T T T T T

‘01 ‘03 ‘05 o7 ‘09 11 13 15 "7 19 21

Components of GDP
3Q22 nominal GDP, USD trillions
$28
13.5% Investment ex-housing
$23
17.5% Gov't spending
$18
$13
68.2% Consumption
$8
$3
5§52 =3.5% Net exports

Source: BEA. FactSet. JF. Morgan Asset Management, Values may not sum to 100% due to rounding. Trend growth is measured as the average

annual growth rate from business cycle peak 1001 to business cycle peak 4019,
Guide tothe Markets — U.S. Data are as of December 31, 2022,

©2023 CliftonLarsonAllen LLP
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Yield Curve

U.S. Treasury yield curve
6.0%
Yield range over past 10 years
5.0%
4.14%
3.96% 3.88% Dec. 31, 2022 - 3.97%
4,0% - Y —
3.0%
1.94% 1.90%
2.0% Dec. 31, 2021 s —
1.44% 1.52%
1.26%
0.97%
1.0% 0.73%
0.39¢
0,19%
0.0% ¥ T T T T T T T
3m 1y 2y 3y 5y Ty 10y 20y 30y

Source: FactSet. Federal Reserve, J.P. Morgan Asset Management,
Guide to the Markets - U.S. Data are as of Decermnber 31,2022,

©2023 CliftonLarsonAllen LLP
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Correlat

ions of Stocks and Higher Yielding Sectors

Equity market correlations and yields
Hedge-adjusted yield, last 12 months, 10-year correlations, quarterly

10% Direct lending
& U.S. government Py
@ U.S. non-government Euro HY
9% *
Higher yielding & International
. sectors & Alternatives
8% EMD ($)
U.S. HY
z % EMD (LCL) ‘
:;:. EM Corp, Convertibles
& 6%
"
2
T
T 5% Infra. 4 Euro Corp.
2 APAC Real estate *
O
T 4 E R tat Germany
4% U.S. Real estate urope Real estate U.S. A greg?te U,S, corps Stronger correlation
10y UST mes 4 g TIPS to eq
3% y ’GOy UST & o
5y UST UK N
2% 2y UST Japan @ Munis L 3 Floating rate
1%
0% T T T T T |
0.4 -0.2 0.0 0 2 0.4 0.6 0.8 1.0

Correlation to S&P 500

Source: Bloomberg. Gilberto-Levy. NCREIF. MECI. FactSet. |CE. JP. Morgan Assst Munuuement CML in Lumlrlelcwl mongage loans. Fixed in
indices except for EMD and ABS - LS. Agaregate: MES: LS. Aggregate Securitized - orporates: Munis: Municipal Bar parate High Yieid: TIPS: Treasury Inflation-
Frotected Securities (TIPS); Flosting Rata: U.S. Floating Rate; Convertibles: LS. mventbiss CDmp ; ABS: 4P, Morgan ABS Indax; EMD (3] LP. Morqsn EAEIG Diveraitiac Indes END ILCLE: L.
Morgan Gl FM Global Diversified index: EM Corpr . P- Morgan CEME! Broar Diversified Index: Euro Corps: Furo Aggreqate Corporate Index: Furo HY: Pan-Furopaan High Yield Index: 115, Real Eatate:
NCREIF Praperty Index - ODCE : Europe Real Estate: Market weighted-avg. of MSCI Global Property Fund Indices - UK & Cant. Eurape: APAC Real Estate: MSC] Global Property Index - Asia-Pactic:
Global infra.: M5CI Global Cuarterly Infrastruciure Asset Index [equal weighted blend; U3, Direct Lending:Clifinater Direct Lending Index, Timber: NCREIF Timberland Property Index [1S); Transport
returns and yield are derfved fram a JP. Morgan Asset Management indexc CML —Senior: Gilberto-Levy Commercial Martgage Performance Agaregate Index, Convertiblea yield is based anthe U.S.
portian of the Bloomberg Globsl Convertibles. Country yielis are represented by the global aggregate for each country. Yield and return information based on bel r3 for Treasury securities. U5
Fies| Estate yield is calculsted Using the MSCI Global Property Fund Index—North America. Correlstions are based on quartery return aver the past 10 yearsthrough /3042022 All non-alternative
yisids are a= of H/30/2022. Al yislds are as of 9/30/2022. Dusnery retumn correlations and yislds for Infrastructurs are s=.af 6/30/2072.

Guide to the Markets - LS. Data are as of December 31. 2022,

Isne showu abave are represented by Bloomberg

©2023 CliftonLarsonAllen LLP
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What May Come Next?

FEDERAL RESERVERAISINGRATES

Returns following the last interest rate hike

The Federal Reserveraising rates for the last timein a cycle and U.S. stockand bond performance

Average U.S. stock and bond performance 12

months following the last Fed hike
(2/4/94-12/31/22)

19.9%

11.5%

U.S. stocks U.S. bonds

Specific periods of higherinterest rates

Last Federal Reserve

rate increase

(2/4/94-12/31/22)

U.S. Stocks

Next 12 months

U.S. Bonds

Next 12 months

2/1/95 38.7% 17.0%
3/25/97 35.0% 11.5%
5/16/00 -13.0% 13.8%
6/29/06 22.8% 6.4%
12/20/18 16.1% 8.8%

Average 19.9% 115%

Source: Morningstar as of 12/31/21 US. stacksare represented by the S%P 500 index. US. bondsare represented by the Bloamberg US Agg Bond TR Index. Past performance does not guarantee or indicate futureresults. Index performance is for ilustratie

purpeses only. You cannot invest directlyin the index

©2023 CliftonLarsonAllen LLP
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Inflation/R*cession
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Drivers of Inflation & Expectations

Contributors to headline inflation
Contribution to y/y % change in CPI, not seasonally adjusted

11%

10%

9%

8%

7%

6%

5%

4%

3%

2%

1%

0%

6.8%

Nov 21

8.5% 8.6%
8.3%

7.9%
7.5%

7.0%

Jan'22  Mar'22 May'22

B Energy [l New and used vehicles
Il Other [H Foodathome

B Restaurants, hotels and transp.
B Shelter

9,1%

Jul 22

%
8.3% g 20,

Sep '22

T.7%

71%

Nov '22

Inflation expectations, next 5 years
% change vs, prior year, non-seasonally adjusted

4.5%

10yr Avg.

Latest*

4.0% Consumer expectations 2.7%
Professional forecasters 2.3%

Syr inflation breakevens 1.8%

2.9%
2.9%
2.3%

3.5%

3.0%

2.5%

2.0%

1.5%

1.0%

0.5%

0.0%

12 "3 14 45 16 17 "8

Source: Bureau of Labor Statistics, FactSet, Federal Reserve Bank of Philadelphia, University of Michigan, J.P. Morgan Asset Management.
Contributions mirror the BLS methodelogy on Table 7 of the CPI report. Values may not sum to headline CPI figures due to rounding and underlying
calculations. “Shelter” includes owner's equivalent rent and rent of primary residence. “Other” primarily reflects household furnishings. apparel.
education and communication services, medical care services and other personal services. *Reflects the latest daily Syr/Syr breakevens, preliminary
or final Consumer Sentiment survey, and the quarterly Survey of Professional Forecasters interpolated 1o a monthly series. The Survey of Professional
Forecasters reflects the median estimate by professional forecasters of average CPl inflation over the next 5 years. The series has been adjusted by
J.P. Morgan Asset Management 1o exclude realized inflation readings within the forecast window.

Guideto the Markets - LS. Data are as of December 31, 2022.

19 20 21 ‘22
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5-Year Inflation Break Even

FRED -~/ — 5Year Breakeven inflation Rate

40

) ey
”,,M\rwvﬂ Y g

20 J%H"‘Mw»\m

A . '
15 AV \"‘*'"“\q_mr"”’ w , f,/\q',Nf

Percent

1.0
0.5 W
0.0
201307 2015-01 2019-07 2020-01 2020-07 2021-01 2021-07 2022-01 2022-07 2023-01
Shaded areas indicate U.S. recessions. Source: Federal Reserve Bank of St. Louis fred.stlouisfed.org
As of 2/9/2023
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Unemployment Rate

FRED -/ — srensiomentsat

150
125

100

Percent

7.5

50

2.5, T

] | | |
2014 2015 2016 2017 2018

Shaded areas indicate U.S. recessions. Source: U.S. Bureau of Labor Statistics

T
2018

2020

2021

]
2022

fred.stiouisfed.org

As of 2/9/2023
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Global Inflation

Year=oversyear headline inflation by country and region, quarterly

Global

DM
Em

us.
Canada
Japan
UK

Euro Area

Germany

Developed

France
Italy
Spain
Greece
China
Indonesia
Korea

Taiwan

Emerging

India
Brazil

Mexica

2010 2011 2012 2013 2014

2022
2015 2016 2017 2018 2019 2020 2021 2022 Oct. Nov.

[ TN

BN

Source: Bank of Mexico, DGBAS. Eurostat. FactSet. Federal Reserve. Goskomstat of Russia. IBGE. India Ministry of Statistics & Programme
Implementation. Japan Ministry of Internal Affairs & Communications. Korean Mational Statistical Office. Melbourne Institute. National Bureau of
Statistics China. Statistics Canada. Statistics Indonesia, UK Office for National Statistics [ONS). JP. Morgan Asset Management. Heatmap is based
onquarterly averages. with the exception of the two most recent figures. which are single month readings. Colors determined by percentiles of
inflation values over the time period shown. Deep blue = lowest value, light blue = median, deep red = highest value, DM and EM represent
developed markets and emerging markets. respactively.

Guide to the Markets - (.S, Data are as of December 31, 2022,

©2023 CliftonLarsonAllen LLP
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Market Expectations On Federal Funds Rate

MEETING PROBABILITIES

MEETING DATE 400-425 425-450 450-475 475-500 500-525 525-550 550-575 &§75-600

3222023 00%  00% 00% 908% 92% 00% 00% 0.0%
232023 00% 00% 00% 199% 729% 72% 00% 00%
6/14/2023 00% 00% 00% 108% 486% 373% 33% 00%
7/26/2023 00%  00% 00% 96% 444% 385% 71% 04%
9/20/2023 00% 00% 14% 148% 4353% 338% 6.1% 03%
1112023 00% 04% 50% 225% 409% 264% 45% 02%
12/13/2023 8 03%  3.5% 16.8% 349% 312% 11.7% 16% 0.1%

Source: CME FedWatch Tool - CME Group

As of 2/10/2023

©2023 CliftonLarsonAllen LLP



Darkness Before The Dawn

Index Level

USsS RECESSION AMND STOCK PERFORMANCE DURING THE GLOBAL FINAMNCIAL CRISIST
SE&EP 500 Imdex, fanuary 2007 —December 2070

3,000
RECESSION
2500
. TJV\-/\
1,500 End
of Recession
Announced
1,000 Recession
Announced
SO0
L] 1
2007 TO0E 2009 200
Year

1. Start and end dates of US recessions, along with announcement dates, are from the National Bureau of Economic Research (NBER).
nber.org/research/data/us-business-cycle-expansions-and-contractions and
nber.org/research/business-cycle-dating/business-cycle-dating-committee-announcements

2. Decline based on the S&P 500 Index’s price difference between the actual start of the recession in December 2007 and the official
“in recession” announcement 12 months later.
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Takeaways For 2023

Difficult to time the market — staying invested is the best
course.

Higher interest rates hurt investors last year —now help cash
savers and bond income.

Consumer Spending (~70% of GDP) remains strong.

Recession is possible (i.e., slowing GDP growth) — Do not
abandon long term investment strategy.
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» CPAs | CONSULTANTS | WEALTH ADVISORS

Ethical Challenges in Business Decisions:

Creating an Environment of Ethical Awareness to Prevent Fraud
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Learning Objectives

At the end of the session, you will be able to:

ldentify common fraud schemes and how ethics and integrity are possible

in today’s world

ldentify and differentiate the principles and key concepts of personal
ethics and business ethics

Recognize the need for ethics in business to help mitigate risks to the
organization

Describe case examples of ethical violations that lead to fraud
Identify and describe the attributes of a highly ethical organization

©2023 CliftonLarsonAllen

LLP
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Ethics Concepts

©2023 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
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99



S

Personal Ethics - Values

What are your personal
values?

Simply: The things that are
important to you in life.

It should be easy to live by
your “values,” right?
NOT ALWAYS! Why?
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Personal Ethics - Values

Personal ethics can change over time — depending on 9
what is most important to you. Or can change from ;
situation to situation, based on how you perceive

FE
your “role” in each situation. ﬂ (ﬂ? @

Role Morality - Feeling you have permission to make ethical decisions
that may harm others in ways that would be wrong if it weren’t for the
role you’re playing. But because you’re acting on behalf of someone
else’s best interests, you view your actions as permissible.

©2023 CliftonLarsonAllen LLP
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Personal Ethics - Values

Ethics means different things to different people.

What has helped you define your personal ethics?
Faith?
Spirituality?
Upbringing?
Family?
Moral code of conduct?
Laws and civil rights?
Academia?

©2023 CliftonLarsonAllen LLP
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Ethical Leaders Start at Home
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How Are My Personal Ethics
Relevant to My Job?

©2023 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.
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Business Ethics

Organizational
Culture

Are the decisions made by an organization ethical?

©2023 CliftonLarsonAllen LLP
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[Let’s Hear from You...

In your opinion, which of these has the most impact on whether
a company is ethical?

Organizational systems
Organizational culture
Personal ethics of employees

©2023 CliftonLarsonAllen LLP
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Principles of Ethics in Business

Honesty

Integrity

Loyalty

Fairness
Concern/Respect for others

Courage

©2023 CliftonLarsonAllen LLP
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Practicing Ethics — Inside & Outside the Workplace

e Returning extra change/driving the speed limit
e Not withholding information from employees

e Keeping promises to your kids over work commitments
e Don’t accept praise for or steal others’ ideas/work

e Recognize others for their accomplishments

e Sticking up for a friend who is the subject of gossip ]

©2023 CliftonLarsonAllen LLP
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Practicing Ethics — Inside & Outside the Workplace

e Don’t take sides in family disputes
Hold all team members accountable

e Practice active listening
e WWelcome and encourage diversity

e Speak up when you see someone being mistreated
oellr-15] ® Speak up when you see unethical or inappropriate behavior

‘m ©2023 CliftonLarsonAllen LLP 109
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Why Is Ethics Important in Business?

It helps employees make
good decisions and in turn
leads to happier, more
satisfied employees.

It reduces liability.

It ensures high-quality
customer service.

All of the above.

And most importantly, it keeps everyone off the front pages!

©2023 CliftonLarsonAllen LLP
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Moral Muteness

Moral Muteness is:
Not speaking up when witnessing unethical behavior
The unwillingness to discuss ethics

Discussing practices/decisions in a way that obscures your
moral position and ethical beliefs (Bird & Walters, 1989)

What causes moral muteness?

Discussions of ethics can be threatening to harmony, efficiency,
or power.

S

©2023 CliftonLarsonAllen LLP
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Ethical Fading

This Photo by Unknown Author

iz license

d under CC BY-MD

An erosion of the ethical
standards of a business in
which employees become
used to engaging in or
condoning bad behavior.

Ethical Fading — The
inability to see that a
situation requires an ethical
judgement.

©2023 CliftonLarsonAllen LLP
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Ethical Challenges in
Government
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Ethical Challenges Turned Fraud...

Charging non-grant
costs to federal/state
contracts

Abuses of credit cards
— meals; travel; etc.

Awarding vendor
contract to family or
friend

Awarding grant funds
to family or friends

Staff benefiting
personally from
organization assets

Allowing employees to
pad their timesheets to
compensate for
“value”

©2023 CliftonLarsonAllen LLP
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Qualities of Ethical Leaders
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Ethical Challenges in Government

The importance of:

* Perception — What is more transparency
important, reality or
perception?

°* How is transparency

achieved?

This Photo by Unknown Author is licensed under CC BY-SA

©2023 CliftonLarsonAllen LLP
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Ethics and the Law

Do unethical decisions always involve illegal behavior? NO!

Ethics/Morals: Ethical Rules/Laws:
Personal or business e o SpeCiﬁC limitations
Decision

values
\EL

Principles:
Guide behavior

©2023 CliftonLarsonAllen LLP
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Case Study #1
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Case Study #1 — City Enterprise Fund

City that operates a service business as an enterprise fund

City contracted with an Operator to run the business and report
to the City Finance Director

Bartering and double-dipping schemes

CLA’s scope was a 5-year period, the entirety of the Operator’s
contract

Operator was engaged as an independent contractor, not an

employee of the City
Had long been associated with the City’s service business through their role
prior to Operator
No known financial or other issues but appeared to desire recognition

©2023 CliftonLarsonAllen LLP 121



Case Study #1 — City Enterprise Fund

Operator added several unauthorized

lines to the legitimate cell phone plan
that was being reimbursed by the City.
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Case Study #1 — City Enterprise Fund

Operator paid themselves S59k in excess stipends

Entitled to stipends as part Excess amounts received by
of their contract: Operator:
$8,000 per year for personal Vehicle loan payments
vehicle usage Vehicle maintenance and
$6,000 per year for health upgrades
insurance Vehicle fuel

Unspecified amount for cell
phone (specified only for
Operator)

3
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Case Study #1 — City Enterprise Fund

Purchased goods Frequented
with City checks, nearby
including jet skis, bar/restaurant
a snowplow, a and bought
trailer, and rounds of drinks
gravel. Operator used for customers.

City funds for
personal

purchases
amounting to
S43k

Used City debit
card for these
purchases or

requested
reimbursement
for them.
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Case Study #1 — City Enterprise Fund

Operator set up unauthorized vendor accounts and used
them for personal services amounting to $45k

Operator opened accounts at multiple fuel vendors

Only one fuel vendor was used for legitimate City fuel purchases

Other vendors were used by the Operator for their personal vehicle
only

©2023 CliftonLarsonAllen LLP
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Case Study #1 — City Enterprise Fund

Operator added unauthorized phone lines to the City-
reimbursed cell phone plan, costing the City S14k

Entitled to reimbursement for their own cell phone and any lines
needed for operations, including at the office or for the employees

Admitted to police that they put two of their kids on the cell phone
plan

CLA identified a total of 12 phone lines in service at one point or
another during the Operator’s contract period

3

©2023 CliftonLarsonAllen LLP
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Case Study #1 — City Enterprise Fund

Operator bartered with individuals and businesses using City assets
and benefited personally, costing the City S51k in lost revenue.

Operator gave away City services for free or at a discounted rate
in exchange for goods or services for themselves

Offered space on City land for cash rent paid directly to the Operator,
without authorization from the City

Offered credit on City services in exchange for service work on
Operator’s vehicle

Operator used City funds to purchase a snowplow, then received
compensation from a business for plowing their parking lot

©2023 CliftonLarsonAllen LLP 127



Case Study #1 — City Enterprise Fund

How did this happen?

Operator had full access to the bank account

Operator was the sole person communicating with
the City Finance Office regarding the Enterprise Fund

Operator forged documents when reporting to the
City
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Case Study #1 — City Enterprise Fund

Conclusions

Total loss of approx. $212k:

* S59k — excess stipends
¢ 543k — personal purchases

° — i The Operator’s contract
$45k — unauthorized vendor : P _ The Operator was
accounts with the City was d by local poli
-$14k— unauthorized phone terminated. arreste y local police.
lines
¢ S51k — lost revenue due to
bartering

©2023 CliftonLarsonAllen LLP
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Attributes of a Highly Ethical
Organization
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Attributes of a Highly Ethical Organization

Person or office dedicated to anti-fraud, ethics, and compliance
Lead by example (“tone at the top”)

Highest level management promote an environment of high ethics and integrity
Governance holds top level executive accountable
Encourage transparency and accountability
Review, oversight, monitoring
Well developed anti-fraud and ethics policy
Documented in writing and communicated to employees

Read and acknowledged by all employees
Communicate during hiring; carefully screen job applicants

Well developed and updated written policies and procedures
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Attributes of a Highly Ethical Organization

Regular technical training of employees on policies, procedures, applicable
laws, ethics, fraud awareness, etc.
Strong compliance/internal audit programs
Internal, outsourced, or combination
Prioritized and communicated
Access to Governance
Establish a fraud and ethics hotline
Provide for anonymity
Maintain confidentiality
Incorporate whistleblower protections; protect employees that come forward
Reinforce good behavior; don’t reinforce bad behavior
Follow through with reports of misconduct and promote effective internal controls
Encourages people to come forward
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Cyber Risks and IT Internal Control
Strategies
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Learning Objectives

At the end of the session, you will be able to:

Outline current IT security risks impacting local governments

©2023 CliftonLarsonAllen LLP
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Cyber Security Services at CLA

Information Security offered as specialized service offering for over 25

years
@ Security @
Standards Council

IT/Cyber security risk assessments

IT audit and compliance (HIPAA, GLBA/FFIEC, NIST, CMMOC, CIS, etc.)
PCI-DSS Readiness and Compliance Assessments (PCI-DSS) TRUST
Incident response and forensics _ HIRUS

Penetration Testing and Vulnerability Assessment

Black Box, Red Team, and Collaborative Assessments

Independent security consulting
Internal audit support
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C:\whoami
> moth man

“Professional Student” .|
Science Teacher / Self Taught ComputerGuy |
IT Consultant - Project Manager = IT Staff/Help Desk - Hacker
Assistant Scout Master (Boy Scouts)
Boys Scouts Motto: Be Prepared

©2023 CliftonLarsonAllen LLP
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The Current Threat Landscape
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Raise Your Hand if You Work for a Tech Company

Security Cameras

Motion Sensors

Logistics Tracking

Print Vendors

Smart TV Displays
Temperature and Humidity
Digital Assistance

Cloud Applications & Analytics
Bio-Medical Care & Monitoring

“Presence”

Security cameras
Garage door
Home thermostat

Cable TV remote
(Ja
111

8 Smart TV
’ Sleep number bed

Roomba
“Hey Siri, what’s my balance?”
Apple Watch or FitBit

“Presence”

©2023 CliftonLarsonAllen LLP
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Cybercrime and Black-Market Economies

Black market economy to support cyber fraud

Business models and specialization They will hit you with any or
Underground Marketplace (The Dark Web) all of the following:
Email Spear Phishing
Most common cyber fraud scenarios we see Attacks
affecting our clients Password Guessing and

Business Email Account

Theft of information Takeovers
Payment and Funds
Disbursement Transfer

EPHI, PII, PFI, account profiles, etc. Fraud
Ransomware

Credit card information

Log_m Credentials Extortion to avoid breach

Ransomware and interference w/ operations disclosure

To the Hackers, we all look the same...
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Average Days to Identify and Contain a Data Breach

Healthcare
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Global average is 280 days
207 days to identify a breach
73 days to contain the attack

350
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Behind the Statistics

Hackers can do a lot in AND to your network in 231 days
Learn everything about your institution

Find your crown jewels and take them %
Disable backups and security systems Average cost

$4.35M
Create numerous back doors

Public portrayal of ransomware creates a false sense of security

Ransomware is usually coupled with other acts — Ransomware is simply the
most visible part of the attack — it is usually “the last act”

Current ransomware attacks are coupled with data exfiltration
Resuming operations is just the first step
Legal and business ramifications of a data breach can persist
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Attacking the Supply Chain
Enterprise Software

SolarWinds Orion and MS Exchange
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Timeline

of Events

Krebs On
Security

https://krebsonsecurity.com/2021/01/solarwinds-what-hit-us-could-hit-others/

Attack Timeline — Overview

11/4/19
Test code

injection ends

91219
TA injects test code
and begins trial run

9/4/19
Threat Actor
(TA) accessed
SolarWinds

6/4/20
T4 removes malware
from build Viis

3/26/20
Hotfix 5 DLL

2/20/20
SUNBURST
compiled and
deployed

All gvents, dates. and times spproamiate and subject to change; pending completed investigation,

1217720
US-CERT alert issued

12/15/20
SWI releases software fix

12/14420

SWi files B-K and
notifies shareholders
and customers

12/12/20
SolarWinds

natified
of SUNBURST

Investigation
CNQOINg

) ) ) )

©2023 CliftonLarsonAllen LLP
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Picture in Your Mind’s Eye — SolarWinds Orion Compromise

Software Update Server

Threat Actor

(R
Command and Control Server Q

15t C2 Second C2

@

Third C2

mmmmmm

ABC Organization

Cloud hosted services
and
connected 3™ party

de e business partners

uuuuuuuuuuuu

mmmmmm
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Take-Aways and To-Dos (i.e., On the Fly IR)

1. Do we use SolarWinds Orion? 5. What Indicators of Compromise
If NO-> Goto6 (I10C’s) have we searched for?
If YES = What version? What resources/references have we used to

identify known and potential I0C’s?
Use 3 and 4 to search for 10C’s

2. Is our version the affected version

(see SW advisory)?
£ NO = Go to 6 6. Do we have any third-party service
If YES > Continue providers with trusted access?

Who has remote access into our

3. Have we created a timeline of )
environment?

otential exposure?
P P Who do we push our data out to?

4. What logs do we have and how Are there any persistent open connections to
far back in time do they go? or from third parties?

7. Repeat 1-5 for those identified in 6

©2023 CliftonLarsonAllen LLP 146



Take-Aways and To-Dos (i.e., IR)

“Know What Normal Looks like”
Easy to say... challenging to execute

Server communication to the outside
DNS logs
In-house threat hunting for I0C’s

In-house changes
Privileged accounts and service accounts
Critical files and system settings
Threat hunting in cloud Infrastructure
Mandiant Azure AD Investigator
CISA Sparrow
MS Azure Security Compass

KL

©2023 CliftonLarsonAllen LLP
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Microsoft Exchange

Exchange
Installed on-premise

Installed on corporate servers $(P

Exchange servers have privileged access in network

000

000
00
00

Exchange Online
Hosted by Microsoft in Microsoft’s cloud
Organizations don’t have to manage server, only application

Exploitable vulnerabilities in Exchange on-prem
MS Office 365 is NOT secure by default
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Software Vendor/Supply Chain Risk Management

All software products have bugs/vulnerabilities

Key questions:
What does this software application have access to?
What user account/privileges are given to it?

What is the software vendor doing to provide us a level of comfort
that they have done their due diligence?

What do we need to do for our due diligence?

What impact does this software have on the institution...
If it is hacked/breached?
If it is down for... 2 hours? 2 days? 2 weeks? 2 months?

©2023 CliftonLarsonAllen LLP
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The Supply Chain Exposing Us
Embedded / Open-source
Software

Log4j and Other Imbedded Software Components

©2023 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
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Software Vendor/Supply Chain Risk Management

Recent Significant Issues:

Common software components with exploitable
vulnerabilities. Google:

Recent examples include: =¥ | |og4j vulnerabilities

“Logdj” Java vulnerabilities... ==

Pkexec - CVE-2021-4034 (PwnKit)

Python — CVE-2007-4559 \>
September 2022
15-Year-Old Python Flaw Slithers into software worldwide

s,

An unpatched flaw in more than 350,000 unique open-source

H H . . L' t - b -
repositories leaves software applications vulnerable to i S L et
eproit released

©2023 CliftonLarsonAllen LLP
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Javain
Firewall(s)

Javain
Multifunction
device

Javain
Printer

Linux appliance Javain

web server

Where else?

Java Software
and Log4j

Sxttlemant Servar
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Software Vendor/Supply Chain Risk Management

Inventory

Controlled use of Administrative Access
Secure Standard Builds

Vulnerability Management

Logging, Monitoring and Alerting
Vulnerable API Interfaces and Web Services
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Email Spear Phishing

The Root Cause For More Than 85% of Breaches
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Spear Phishing

account after
ama

> View and Pay

\—"verizon

IMPORTANT ACCOUNT INFORMATION FROM V®

Total Balance Due: 5233558

Your cu rrehl bill for your account ig
do My Verizon

TENts Eﬂw adjustments made to your
gl Dot be reflected in the

Want fo simpiify ¢

P
index.html
Click to follow link

W Select -
Find

Sent:  Wed 8/14/2013 10:39 AM

My Verizon is also available
to assist you with:

= Virwing your wsage

“1£LON WIRELESS.

Baston Confirmatons;  Orlanda Confirmations;

A i Your il ks Nov leszage (HTML)
Message Developer Adobe POF
\ 2 Find
S Qe XY D e BT
“J -~ —7 = | Dy Related
Reply FReply Forward @ can - Delete Mau to Create Otnu Block | ) ot juni Cm;unm Fallow Mark 35
to Al Folder~ Rule Actions~ @ Sender — Up~ Unread
Respand Actions Junk E-mail Optians s
From: Accountilotify Sverzomwineless. com
Ta: Fogers, Ted; # Romes, Randal 1.; # Ruvo, Roy; ' Olsen, Craig W.; ® Olson, Cathy L.;
o Sicika, Teresa
Ce
Subject: Your Bill Is Now Available

Your current bill for your account is now
available online in My Verizon

Total Balance Due: $2335.58

Keep in mind that payments and/or adjustments made to your
account after your bill was generated will not be reflected in the
amount shown above.

http://dancingdivaswear.com/robyn/

Want to simplify gindechtml
Click to follow link

= Enroll in Auto Pay
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Credential Harvesting and Password Guessing:

L ! Oifice 385 Login | Microsaft O
&« 3 C & officecom

B Microsoft | Office Procucts +  Resources ~ Templates  haare ~

Remote Learning in education. Learn more =

Hello, Randall. Welcome back.

Sign in as Randy Romes@claconnect.com

Switch to a different account

Mot Randall? Forget this account

2 Sign in to your account

Attacks on Office365
Password guessing attacks
Phishing that harvests credentials

X +

& login.microsoftonline.com

BD Microsoft

It looks like this emall is used with maore than one
account from Microsoft. Which one do you want to
use?

Waork or school account
@ Craated by your [T departmant

randy.romesSclaconnect.com

Personal account

Created by you

randy ramesdclaconnsct com

Tired of sesing this? Rename your persanal Microsol
account

Sign in with another account

Terns of us8  Privacy & cookies .-
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Business Email Compromise

Fraudsters impersonate
employees, service providers,
or vendors via email in an
attempt to...

EXAMPLE

Finance person phished

...gift cards...

IT staff “investigated...”

IT staff “shut it down”

We are good (right?)

Fw: Commission Payment

o Dwayne Pearse <dwayne@vendor.com>
To: © Brian Johnsen

n Payment.pdf
1.6 MB

Download All Preview All

This message is high priority.

*EXTERNAL*

We have an update in receiving payments, Via ACH. Kindly advice how we effect this change immediately.

Dwayne Pearse
dwayne@vendor.com
549-555-2232

From: Dwayne Pearse <dwayne@vendor.com>

Sent: Thursday, December 12, 2019 2:15 PM

To: William Bergson <william@vendor.com>; Barb Rogers <barbara@vendor.com>
Subject: FW: Commission Payment

From: Brian Johnson <bjohnson@company.com>

Date: Thursday, December 12, 2019 at 2:14 PM

To: Dwayne <dwayne@vendor.com>, William Bergson <william@vendor.com>
Subject: Commission Payment

Good afternoon,
Attached is the backup for commissions paid from the company.
Brian Johnson

Accounts Payable Supervisor
bjohnson@company.com

©2023 CliftonLarsonAllen LLP
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Business Email Compromise - Examples

Finance person’s email account is compromised....
Finance person phished
...gift cards...
IT staff “investigated...”
IT staff “shut it down”
We are good (right?)
IT Administrator is phished
Email

Office 365 administrator tenant

©2023 CliftonLarsonAllen LLP
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Does Your Organization Already Use a Phishing Service?

7

“We already use These services are best
“IT tests our people every categorized as training
! and training effectiveness
measurement tools.

n

“Click through rateis

“Failures are required to take They are NOT penetration

training...” :
testing...

“We report results to the i

board quarterly...” There is a “so what
factor” that you may be
missing...

S

©2023 CliftonLarsonAllen LLP
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Interference With Operations &
Extortion

Ransomware is not going away...

©2023 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, an SEC-registered investment advisor.
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Ransomware

Ransomware
bursts on the
scene more than
eight years ago...

Hospital ransomware: A chilling wake-

up call

Hollywood Presbyterian was forced to pay up, just like everyone else,

p—
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YOUR PERSOMAL FILES
ARE ENCRYPTED
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Ransomware Attacks Continue to Evolve

Earliest versions attack consumer availability
2"d generation attacked business availability & confidentiality
Newest versions
Successful against all operating systems
Include Internet banking trojans (Zeus Sphinx Trojan) Ransomware
Search for and encrypt back ups first
FINISH with threat of data disclosure (DR is not enough...)

If you have not tested your susceptibility to
Ransomware...???

If you have not tested your recovery capabilities, from bare
metal up...???

©2023 CliftonLarsonAllen LLP
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Standards Based Operations

“People, Rules, and Tools”

©2023 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
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Policies and Standards

Security is not a product

People, Rules and Tools
What do we expect to occur?
How do we conduct business?
Who is responsible for what?

Standards based operations from a

governance or compliance framework:
HIPAA, GLBA, (State Laws?) ----- Regulatory
PClI-DSS,CMMC - Contractual
CIS Critical Controls, NIST =~ ----- Operational standards

©2023 CliftonLarsonAllen LLP
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Standards Based IT and Cyber Operations
@ CIS Controls™ \/ 7

Basic Foundational Organizational

1 Inventory and Control
of Hardware Assets

7 Email and Web Boundary Defense
Browser Protections

17 Implement a Security
Awareness and Training
Program

Malware Defenses Data Protection

Inventory and Control
of Software Assets

18 Application Software
Security

Limitation and Control Controlled Access
of Network Ports, Based on the Need
Protocols, and Services to Know

Continuous
Vulnerability
Management

19 Incident Response
and Management

Wireless Access
Control

Controlled Use
of Administrative
Privileges

20 Penetration Tests and
Red Team Exercises

Data Recovery
Capabilities

Secure Configuration for
Hardware and Software on
Mobile Devices, Laptops,

Workstations and Servers

Secure Configuration
for Network Devices,
such as Firewalls,

Routers and Switches

Account Monitoring
and Control

900000000000000000000000060000000000000000000000000000000000800000000000000

Maintenance,
Monitoring and

Analysis of Audit
Logs

88000000000 0000000000000000000000r0000aNceso0NNerecnsersosssersescerresseareesceasesscnse

https://www.cisecurity.org/controls/
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CIS Benchmarks

Checklists and How-to

guides for just about

everything
Operating Systems
Server Software
Network Devices
Cloud
Implementations
Etc.

3

Join a Community

Register for the Webinar
Thu, Now 4, at 1:30pm EDT
Tue, Nowv 16, at 11:00am EDT

and CIS-CAT D ]

Wwith our global community of cybersecurity experts, we've
developed CIS Benchmarks: more than 100 configuration
guidelines across 25+ vendor product families to safeguard
systems against today’s evolving cyber threats.

CIS Benchmarks FAQ

Access all Benchmarks —

Currently showing ALL Technologies. LUse the buttans above to filter the list.

Expand to see related content .
Aliyun Linux _ Download CIS Benchmark -
Expand ta see related content L. Balit 13 aie mraia
~ Amazon Linax
Expand to see related conter '/ CI5 Hardened Image and Build Rt alse dwilabie
e .
Expand to see related content .L-
\m ,Ln.pichu casnndllm Download CIS Banchmark —3
xpand to see related content ..
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Secure Office 36

NOT fully secure by default.
Needs to be secured:

Enable/Turn On security
features

Harden (email) security

Fine tune logging, monitoring
and alerting

Enforce retention periods

Security configurations need
to be periodically assessed.

C @ docs.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/secure-your-business-data?view=0365-worldwide

Microsoft Ignite
November 2-4, 2021 | Free digital event
B Microsoft |

Docs  Documentation

Join us November 2-4, 2021 for our digital experience, including the latest
product demos, Q&A with Microsoft experts, technical deep-dives, and more.
Al skill levels welcome!

learn Q&A  Code Samples

Microsoft 365 Solutions and architecture ~~  Apps and services ~  Training ~  Resources v

Microsoft 365 / Microsoft 365 admin center help

Version

Microsoft 365
% Filter by title

Microsoft 365 admin center help

> Get started

> Overview of the Microsoft 365 admin center

> Manage users, groups, and passwords

> Manage email and calendars

adomains
> Manage your data ais
Manage subscriptions and billing

~ Secure your organization
Top 10 ways to secure your data
Multi-factor authentication for Microsoft 365
Set up multi-factor authentication
Manage and monitor priority accounts
Enable Modern Authentication for Office 2013
Pre-requisites for data protection
Security features
Increase threat protection
Threats detected by Microsoft Defender Antivirus
Review detected threats and take action
Set up compliance features
Secure score
A guide to GDPR compliance

> Manage devices and app data

> Work with customers

Troubleshoot

Contact support

El Download PDF

Secure your organization / Top 10 ways to secure your data

Top 10 ways to secure Microsoft 365 for business

plans

10/05/2021 + 14 minutes to read «

QMY T@

If you are a small or medium-size organization using one of Microsoft's business plans and your type of organization is targeted by

) Save

cyber criminals and hackers, use the guidance in this article to increase the security of your organization. This guidance helps your
organization achieve the goals described in the Harvard Kennedy School Cybersecurity Campaign Handbook

Microsoft recommends that you complete the tasks listed in the following table that apply to your service plan

Number Task

Set up multi-factor authentication

Train your users

Use dedicated admin accounts

Raise the level of protection against malware in ma

Protect against ransomware

Stop auto-forwarding for email

Use Office Message Encryption

Protect your email from phishing attacks

Protect against malicious attachments and files with Safe

Attachments

Protect against phishing attacks with Safe Links

Microsoft 365 Business
Standard

Microsoft 365 Business
Premium

(= Feedback

Edit |2 Share
2

Is this page helpful?

& Yes 67 No

In this article

1: Set up multi-factor
authentication

2: Train your users

3: Use dedicated admin
accounts

4 Raise the level of protection
against malware in mail

5: Protect against ransomware

6: Stop auto-forwarding for
email

7: Use Office Message
email from

9: Protect against malicious
attachments and files with
Safe Attachments

10: Protect against phishing
attacks with Safe Links

Related content
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Operational Discipline

Disciplined change management

Consistent exception control
and documentation

Should include risk evaluation
and acceptance of risk

Risk mitigation strategies
Expiration and re-analysis of risk acceptance

©2023 CliftonLarsonAllen LLP
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Passwords | -
Password Audit Total
Old Rules (N IST — 2005?) Number of passwords audited 855

Passwords cracked

Length (8+ characters)
Complexity (Aa4 @)

Passwords that were all letters

Forced expiration (ever ) JEEITIE S IO L
P | f— numbers
New Guidance (N|ST _ 2018?) Passwords that were an English
) word
Loooooooong Passwords Passwords that were a word
. . with numbers appended to it
No explratlon Passwords that were the same
Especially important for as the username
dministrati ts (CIS 4 Passwords that do not meet cg4
administrative accounts ( ) Windows complexity
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Password Strategies:

Multi-factor authentication on ALL external systems
Password management tools

Pass Phrases — Loooooong natural language

Password21 S Unforgiveable!
Summer21 S Terrible
N*78fm/1 <mmmmmmmmee Painful

Wallet Painting lamp <--- GOOD
The Packers always beat the Bears! <

Audit your passwords

©2023 CliftonLarsonAllen LLP
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Disaster Recovery & Business Continuity

Inventory of assets and results of risk assessment are crucial
Hardware and software
Critical data elements (“the crown jewels”)

Data Retention policies and standards
Where is the data (if we know where it is, we know where to apply controls)

Critical business processes
Business impact analysis with definition of recovery point objectives
This is another name for a specialized type of risk assessment
Defines priority for restoration
Disaster Recovery is periodically practiced
Need to make sure it works the way you expect

©2023 CliftonLarsonAllen LLP



Practice the Plan

Tabletop exercises- simulations
where participants walk through the
incident and response procedures
Two types of tabletop exercises
Technical
Management

Both types should be conducted
annually

Spear phishing tests and other social
engineering tests

Red Team penetration testing

@

©2023 CliftonLarsonAllen LLP 172



Incident Response Preparedness- Cost Savings

Impact of key factors on the average total cost of a data breach

The impact of 28 factors on the

Artificial intelligence platform -$300,075
DevSecOps approach -$276,124 I
[omaionoitiioan ] -5252697 ee— average cost of a data breach
Extensive use of encryption -$252,088 I
-$247,758 HE——
Extensive tests of the IR plan -$246,889 I arge
Business continuity -$243,299 I S435 |V|I||I0n - The average COSt
Insurance protection -$240,488 .
Participation in threat sharing -$237,355 Of d data breaCh N the US
Identity and access management -$224,396 I
Security analytics -$217,317 mE——
Board-level oversight -$216,707 I
Red team testing -$204,375 I
XDR technologies -$190,622 HEE—
Multifactor authentication -$186,765 I
Pen and vulnerability testing -$156,659 I
CISO appointed -$144,915 m—
Extensive use of DLP -$136,992 mE—
Crisis management team -$136,244 I
> -$69,100 ——
Remote workforce I $152,465
IoT or OT environment impacted I £ 201,354
Security skills shortage I $206,843
Lost or stolen devices I $227,420
Third-party involvement I $247,624
Compliance failures I 258,293
< > I $284,292
Security system complexity I $290,655
-$500,000 -$300,000 -$100,000 $100,000 $200,000
Measured in USD Source: IBM Security Cost of a Data Breach Report 2022

©2023 CliftonLarsonAllen LLP
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Boy Scouts Motto: Be Prepared...

Prepare

Operate

Test

Standards Based Operations and Exception Management
Daily Operational DNA

Regular/periodic risk assessment:
Daily Business as Usual

Monitor and fine tune:
Continuous improvement

Practice and Test
Audit your operations controls (against a framework)
Review Office 365 (0365) security (periodically)
Schedule IR Tabletop and Disaster Recovery exercises

Test new systems and after significant change
PROVE IT

©2023 CliftonLarsonAllen LLP
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Thank you!

CLAconnect.com

CPAs | CONSULTANTS | WEALTH ADVISORS
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https://twitter.com/CLAconnect
https://www.facebook.com/CliftonLarsonAllen
https://www.linkedin.com/company/cliftonlarsonallen
https://www.youtube.com/user/CliftonLarsonAllen
https://www.instagram.com/lifeatcla

45 - Minute Lunch Break
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A\ We'll get you there.

» CPAs | CONSULTANTS | WEALTH ADVISORS

Federal Procurement Under Uniform
Guidance
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Learning Objectives

At the end of the session, you will be able to:

ldentify common auditing findings related to procurement under the
Uniform Guidance

Recognize the importance of grant compliance
Recognize administrative requirements for procurement
ldentify grants management best practices

©2023 CliftonLarsonAllen LLP
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Important of Grant Compliance
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Pros and Cons of Receiving Federal Grants

Additional funding for programs that
support mission of organization

Administrative work, procurement
regulations, record keeping,
reporting, audits

©2023 CliftonLarsonAllen LLP
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Grant Lifecycle

Initiation of grants through
Debt collection actions, audit, and development of award
other adjustments may continue y W packages
after grant closeout :

Management Final approval of avyfard
Life Cycle packages and allocations

Funds become available and
grants are executed, monitored,
and reported on

©2023 CliftonLarsonAllen LLP 181



What Is a Grant Compliance Program?

Ensuring that terms
and conditions of
grants are being Cornerstone of

met/followed: proper grants

* Budgets management
e Reporting
® Procurement

©2023 CliftonLarsonAllen LLP
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Effective Grant Compliance

Effective grant compliance relies on having:

An in-depth Proper

understanding policies and iijccreiggl Resources and
of the grant procedures in personnel
controls

requirements place

©2023 CliftonLarsonAllen LLP 183
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Why Is Grant Compliance Important?

Loss of
funding

Audit

Findings

©2023 CliftonLarsonAllen LLP
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Grant Compliance Responsibility

Responsibility

Contract/
Legal

©2023 CliftonLarsonAllen LLP
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Procurement Requirements
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Title 2 ~ Subtitle A ' Chapter Il

<4
Table of Expand
Contents Table
l‘-!
Details

o Print/PDF
D Display
Options

% Subscribe

E Timeline

Go to Date

, Compare

Part 200 © SubpartB

The following portions of this
Part

Subparts C-D, except for §§
200.203 Requirement to
provide public notice of Federa
financial assistance programs,
200.303 Internal controls,
200.331-333 Subrecipient
Monitoring and Management

Are applicable to the

following types of Federal

Awards and Fixed-Price

Contracts and Subcontracts

(except as noted in
paragraphs (d) and (e) of
this section):

- Grant Agreements and
cooperative agreements

Applicability of Subpart D (Admin Requirements)

Previous = Next = Top

Are NOT applicable to
the following types of
Federal Awards and
Fixed-Price Contracts
and Subcontracts:

- Agreements for loans,
loan guarantees, interest
subsidies and insurance.
- Procurement contracts
awarded by Federal
Agencies under the
Federal Acquisition
Regulation and
subcontracts under those
contracts.

©2023 CliftonLarsonAllen LLP

187



Must vs. Should

When the Uniform

Guidance References:

©2023 CliftonLarsonAllen LLP
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What Do Uniform Guidance Procurement Requirements
Apply To?

Goods and services charged to (or used for match for)
x Non-Federal program

X Indirect cost pool

J Federal award

Source: COFAR FAQ .320-5

©2023 CliftonLarsonAllen LLP
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Procurement (200.318-327)

e §200.318 General procurement standards.
¢ §200.319 Competition.
e §200.320 Methods of procurement to be followed.

¢ §200.321 Contracting with small and minority businesses, women's business
enterprises, and labor surplus area firms.

e §200.322 Domestic preferences for procurements.

e §200.323 Procurement of recovered materials..

¢ §200.324 Contract cost and price

e §200.325 Federal awarding agency or pass-through entity review.
e §200.326 Bonding requirements.

e §200.327 Contract provisions.

©2023 CliftonLarsonAllen LLP 190
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I — Procurement Procedures §200.318(A)

Must have and use documented procurement procedures:

Consistent with state, local, and tribal laws and regulations and the
standards of this section, for the acquisition of property or services
required under a Federal award or subaward.

The non-Federal entity's documented procurement procedures must
conform to the procurement standards identified in §§ 200.317
through 200.327.

©2023 CliftonLarsonAllen LLP 191


https://www.ecfr.gov/current/title-2/section-200.317
https://www.ecfr.gov/current/title-2/section-200.327

Procurement (200.318(B))

Entities must maintain oversight to ensure that

contractors perform in accordance with the




Individual Conflict of Interest (200.318(C)(1))

Need to have documented policy stating that:
No

-employee,

-officer,

-member of governing board

-or agent, advisor, consultant, attorney, accountant or
shareholder

may participate in the selection, award, or
administration of a contract supported by a Federal
award if he or she has a real or apparent conflict of
interest.
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Contlict of Interest — Interested Parties

This also includes immediate family and other persons
directly connected to the interested party by law or through a
business arrangement.

©2023 CliftonLarsonAllen LLP
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Individual Contlict of Interest

A financial interest may include:

©2023 CliftonLarsonAllen LLP
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Procurement (200.318)

Organizational conflicts of interest means that
because of relationships with:

- a parent company,
-affiliate,

-or subsidiary organization,

the non-Federal entity is unable or appears to be
unable to be impartial in conducting a
procurement action involving a related
organization

©2023 CliftonLarsonAllen LLP
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I — Procurement Procedures §200.318(D)

Procedures must avoid acquisition of unnecessary or duplicative items.

Where appropriate, an analysis should be made of lease versus purchase
alternatives, and any other appropriate analysis to determine the most
economical approach.

©2023 CliftonLarsonAllen LLP
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I — Procurement §200.318(H)

Contractors must possess the ability
to perform successfully under the
terms and conditions of a proposed

Organizations procurement.

must award

contracts only | Consideration will be given to such
to responsible matters as contractor integrity,
contractors: compliance with public policy,

record of past performance, and
financial and technical resources.

©2023 CliftonLarsonAllen LLP
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Suspension and Debarment

Checks for contracts over $25,000 should be
made on the EPLS site — (www.sam.gov)

Or add in the clause in the procurement
contract

Best practice recommendation is to do this
on every procurement with federal funds!
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Procurement Records (200.318(1))

For ALL procurements:

e Detail history of the procurement [different for
each procurement method]

e Rationale for method of procurement
e Selection of contract type

e Contractor selection or rejection

e Basis for contract price

\_

\

J

©2023 CliftonLarsonAllen LLP
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Competition (200.319)

All procurement transactions must be conducted

in @ manner providing full and open competition
consistent with the standards of this section.

In order to ensure objective contractor performance and
eliminate unfair competitive advantage, contractors that develop
or draft specifications, requirements, statements of work, or
invitations for bids or requests for proposals must be excluded
from competing for such procurements.

©2023 CliftonLarsonAllen LLP
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Competition (200.319)

Some of the
situations
considered to
be restrictive
of competition
include but
are not limited
to:

(1) Placing unreasonable requirements on firms in order for them to qualify to do business;

(2) Requiring unnecessary experience and excessive bonding;

(3) Noncompetitive pricing practices between firms or between affiliated companies;

(4) Noncompetitive contracts to consultants that are on retainer contracts;

(5) Organizational conflicts of interest;

(6) Specifying only a “brand name” product instead of allowing “an equal” product to be offered and

describing the performance or other relevant requirements of the procurement; and

(7) Any arbitrary action in the procurement process.

©2023 CliftonLarsonAllen LLP 202



Competition (200.319)

Must have
written
procedures for

procurement
transactions.




Competition (200.319)

These procedures must ensure that
all solicitations:

The description may include a statement of the qualitative
nature of the material, product or service to be procured and,

when necessary, must set forth those minimum essential
characteristics and standards to which it must conform if it is to
satisfy its intended use.

m ©2023 CliftonLarsonAllen LLP
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Competition (200.319)

These procedures must ensure that
all solicitations:

Identify all requirements which the offerors must fulfill and all

other factors to be used in evaluating bids or proposals.

©2023 CliftonLarsonAllen LLP
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Competition (200.319)

If prequalified lists are used,
organizations must ensure that
all lists of are current and

include enough qualified
sources to ensure maximum
open and free competition

©2023 CliftonLarsonAllen LLP
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Procurement

Uniform Guidance allows for 5 acceptable procurement
methodologies

©2023 CliftonLarsonAllen LLP
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§200.320 Methods of Procurement

Method Dollar Threshold

Micro-purchase Not to exceed micro-purchase threshold (SO - $10,000)

Greater than micro-purchase, not to exceed the Simplified Acquisition

S IR Vs Threshold ($10,001 - $249,999)

Sealed bid Greater than the Simplified Acquisition Threshold ($250,000 and greater)

Competitive proposal Greater than the Simplified Acquisition Threshold ($250,000 and greater)

Noncompetitive proposal (Sole Source) Greater than micro-purchase threshold (510,000 and greater)

©2023 CliftonLarsonAllen LLP 208
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§200.320(a) Micro-Purchases

e Acquisitions that, in aggregate, do not * No guotes required if price is reasonable
exceed micro-purchase threshold e Distribute equitably among qualified
e Micro-purchase threshold set by Federal suppliers
Acquisition Regulation (FAR) at 48 CFR, e Must document:
Subpart 2.1 e Evidence the price was considered
e Subject to change reasonable
e Currently $10,000 e If documented procedures note that

the reviewer/approver is to look at
price reasonableness along with
allowability, that would satisfy this
documentation

©2023 CliftonLarsonAllen LLP 209



§200.320(B) Small Purchases

e Acquisitions more than micro-purchases e Price or rate quotations must be obtained
but not greater than simplified acquisition from adequate number of sources (at
threshold least 2)

e Simplified Acquisition Threshold set by e Can be informal — phone call or web
FAR at 48 CFR, Subpart 2.1 search
e Subject to change e All quotations, including phone calls, web
e Currently $250,000 searches, etc., must be documented and

kept on file

* Price does not need to be deciding factor
but all quotes need to be kept in
procurement records

©2023 CliftonLarsonAllen LLP
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§200.320(C) Sealed Bids

® Procurements more than simplified acquisition
threshold
* The following should be present:
e A complete, adequate, and realistic
specification or description is available
e Two or more bidders are willing and able to
compete
e Procurement lends itself to a firm fixed price
contract and the selection can be made
principally on basis of price

¢ Bids must be solicited from an adequate number
of known suppliers, providing sufficient response
time

e Local and tribal governments must be publicly
advertised bids

e Invitation for bids must define the items or
services in order for bidders to properly respond
e All bids will be opened at time and place

prescribed in invitation — local and tribal
governments must be opened publicly

e Firm fixed price contract made in writing to the
lowest responsive and responsible bidder

e Any or all bids may be rejected if there is a sound
documented reason

©2023 CliftonLarsonAllen LLP



Procurements more than simplified
acquisition threshold

Normally conducted with more than one
source submitting an offer
Either a fixed price or cost-
reimbursement type contract is awarded

Generally used when conditions not
appropriate for sealed bids

§200.320(D) Competitive Proposals

Must be publicized and identify all
evaluation factors and their relative
importance.

Must be solicited from an adequate
number of qualified sources

Must have a written method for
conducting technical evaluations of the
proposals and selecting recipients

Contracts must be awarded to the
responsible firm whose proposal is most
advantageous to the program, with price
and other factors considered

©2023 CliftonLarsonAllen LLP

212



fa

§200.320(F) Noncompetitive Procurements

* Procurement through the solicitation of a
proposal from only one source

* May be used only when:

e The item is available only from a single
source

* The public exigency or emergency will not
permit a delay resulting from competitive
solicitation

e Federal awarding agency or pass-through
entity expressly authorizes its use in
response to a written request

e After solicitation of a number of sources
competition is determined inadequate

e Justification of the use of sole source needs
to be documented

e Document any research on availability from
multiple sources

¢ Retain documentation of authorization

e Document any initial solicitations from
multiple sources which are concluded to be
inadequate, and document why

©2023 CliftonLarsonAllen LLP
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Contracting with Small and Minority Businesses,
Women's Business Enterprises, and Labor Surplus
Area Firms.(200.321)

The non-Federal entity must take all necessary
affirmative steps to assure that minority businesses,

women's business enterprises, and labor surplus area
firms are used when possible.

©2023 CliftonLarsonAllen LLP 214
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Contracting (200.321)

Affirmative steps must include:

e Placing qualified small and minority businesses and women's business enterprises on solicitation lists;

e Assuring that small and minority businesses, and women's business enterprises are solicited whenever
they are potential sources;

e Dividing total requirements, when economically feasible, into smaller tasks or quantities to permit
maximum participation by small and minority businesses, and women's business enterprises;

e Using the services and assistance, as appropriate, of such organizations as the Small Business
Administration and the Minority Business Development Agency of the Department of Commerce; and

e Requiring the prime contractor, if subcontracts are to be let, to take affirmative steps

©2023 CliftonLarsonAllen LLP



§200.321

Small Business Enterprises:

e Website: http://dsbs.sba.gov

e Search based on specific NAICS codes (http://www.naics.com/search/)

Minority Business Enterprises and Women’s Business Enterprises:

e Website: http://www.sba8a.com/
e Search based on Industry code and/or state location

Labor Surplus Area Firms:

e Website: https://www.doleta.gov/programs/Isa.cfm

e Note that this list is updated on an annual basis and therefore look under “related
links” box to find latest list issued by DOL


http://dsbs.sba.gov/
http://www.sba8a.com/

3

§200.322 Domestic Preferences for Procurements

As appropriate and to the extent consistent with law, the
non-Federal entity should, to the greatest extent practicable
under a Federal award, provide a preference for the
purchase, acquisition, or use of goods, products, or materials
produced in the United States (including but not limited to
iron, aluminum, steel, cement, and other manufactured
products).

The requirements of this section must be included in all
subawards including all contracts and purchase orders for
work or products under this award.
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Cost or Price Analysis (200.324)

Non-Federal entity must perform a cost or price analysis in
connection with every procurement action in excess of the

Simplified Acquisition Threshold ($250,00) including
contract modifications.
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§200.324 Contract Cost and Price

(b) The non-Federal entity must negotiate
profit as a separate element of the price for

each contract in which there is no price
competition and, in all cases, where cost
analysis is performed.




3

§200.323 Contract Cost and Price

To establish a fair and reasonable profit, consideration must be

given to:

the complexity of the work to be performed

the risk borne by the contractor, the contractor's investment

the amount of subcontracting

the quality of its record of past performance

industry profit rates in the surrounding geographical area for similar work

©2023 CliftonLarsonAllen LLP

220



Subrecipient vs. Vendor
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Subrecipient Monitoring (200.330-332)

Subaward is for the purpose of carrying out a
portion of a federal award and creates a
federal assistance relationship

Subrecipient: determines eligibility, has
performance measured in relation to
objectives of program, has responsibility for
programmatic decision making; and uses the
Federal funds to carry out a program for a
public purpose
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Subrecipient Monitoring

Contract is for the purpose of obtaining
goods and services for the non-federal
entity’s own use and creates a
procurement relationship

Contractor: Provides the goods and
services normally, provides similar goods
or services to many different purchasers;
provides goods or services for the benefit
of the pass-through entity

©2023 CliftonLarsonAllen LLP
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Subrecipient/Contractor Determination

Judgment should be
used in the
determination
process

All characteristics
need not be
present

Substance of the
agreement is more
important than the

form

Document Decision

©2023 CliftonLarsonAllen LLP
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Grants Management Best
Practices
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Grants Compliance

Read through Read through

grant Uniform Grant
agreement for Guidance &
terms and Compliance
conditions Supplement

Obtain Proper
Training




S

Policy Review and Revisions

N\

Document proper internal controls over

compliance
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Checklists

Develop checklists for all aspects
of the grant process, such as:

Subrecipient
Grant Preparation risk

Procurement application for the single assessment
process audit and

monitoring

Submission
of financial Grant close-
and program out
reports
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Policy Review and Revisions

Designate key individual or team to monitor your policies over federal
programs.

Regularly review policies for compliance and educate employees on changes
to policies. Encourage open dialogue regarding questions and decision
making.




Thank You!

CLAconnect.com

CPAs | CONSULTANTS | WEALTH ADVISORS
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GASB 87
Practical Application
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Learning Objectives

At the end of this session, you will be able to:

Identify guidance related to GASB 87 — Leases and GASB 96 — what are the impacts
of these Standards on their financial statements and the users of the financial
statements

Identify how to take the necessary steps to implement the new standard
Ildentify implementation best practices

Identify what qualifies as a lease under GASB 87

Recognize what your auditor will need to audit your GASB 87 work
Identify how to ready yourself for GASB 96 - SBITA
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Implementation Date for GASB 87 — NOW!

©2023 CliftonLarsonAllen LLP
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Biggest Changes

Operating leases are removed from lease classification; all leases are financings of
the right-to-use an underlying asset

Lessors will mirror lessees and recognize a lease receivable and corresponding
deferred inflow of resources, while continuing to report the asset underlying the
lease (distinctions of Sales-type, Direct-financing and Operating leases are
removed)

Lessor lease revenue recognized from amortizing the
deferred inflow of resources

Increased financial statement disclosures
Concept of contracts that transfer ownership
NOTE:

Ability to amortize the lease assets as a group rather shterstodeon. 10150073
than individually

©2023 CliftonLarsonAllen LLP
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Practical Application - Implementation

For leases that were reported as operating leases prior to the implementation of
Statement 87, should a government determine what the lease asset would have
been on the date of implementation if it initially had been recognized and
amortized in prior periods as a lease under the provisions of Statement 877

No. Paragraph 94 of Statement 87 states that leases should be measured using the
facts and circumstances that existed at the beginning of the period of
implementation. The government is not required to estimate what the lease asset
would have been if it initially had been recognized and amortized in prior periods
as a lease under the provisions of Statement 87. The lease liability should be
measured using the remaining lease term and discount rate as of the beginning of
the earliest period restated. The right-to-use asset should be measured based on
the lease liability at that date and no restatement of beginning net position would
be required because the lease asset and the lease liability would be the same.

Implementation Guide 2019-3, Leases
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Financial Statement Impact (Lessee)— Financing &

Short-Term Lease

Longer-term
EENES

Short-Term
Lease

Statement of Net

Position

Intangible Right-to-Use
Asset (subject to GASB
42 impairment
guidance)

Lease Liability

Statement of
Activities

Amortization expense
Interest expense
Payments first
allocated to accrued
interest liability and
then to lease liability

Statement of Cash
Flows

Interest & Lease
Principal = Capital &
Related Financing

N/A

(unless payments are made in
advance or subsequent to the
reporting period)

Lease expense

Based on payment
provisions of the
contract

Not straight-lined for
rent holiday

Operating

AN

Similar to former Operating Lease treatment under

GASB 13

©2023 CliftonLarsonAllen LLP
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Accounting for Leases — Where
do I start?

Completeness of the lease population
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Inventory of Potential Leases

Remember that a contract could be a lease even if the word lease never appears
in the contract!

Is lease origination and accounting centralized or decentralized?
Different departments may need to provide input — procurement, legal, etc.

Compare draft lease schedule to prior year capital lease and operating lease
disclosure information for consistency — This is a good starting point.

Review the accounts payable subledger or a listing of disbursements by vendor to
identify any apparent recurring payments.

Perform data analytics to identify any payments that might have been missed.

Review general ledger detail for expenditure accounts where lease payments were
recorded prior to GASB 87 implementation.

Review governance minutes and approved budgets
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What Should be Included in the Lease Population?

Determine which contracts meet the definition of a lease under GASB 87

Review lease contracts for multiple components, such as multiple asset
components and service components
Certain contracts that can be excluded

Software licensing contracts (GASB 96)

Service concession arrangements (GASB 60/94)

Contracts relating to biological assets, intangible assets, licensing contracts, inventory,
or supply contracts

Contracts financed with outstanding conduit debt (GASB 91)

Documentation of the work around pulling the lease population is key for
the audit
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Definition of a Lease

A lease is defined as a contract that conveys control of the right to use
another entity’s nonfinancial asset (the underlying asset) as specified in
the contract for a period of time in an exchange or exchange-like

transaction.
An identified Convey control of the right to use

nonfinancial asset asset during the term

Right to
determine the
+| nature and

manner of use
of the
underlying asset

3

©2023 CliftonLarsonAllen LLP
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Practical Application — Is There an Exchange
Transaction?

Example - A government leases land, which has a market rent
of $100,000 per year, for S1 per year. Should the government
apply the guidance in Statement 87 to that transaction?

No. The government is not receiving equal or essentially
equal value for what it is giving up. GASB 87 would not apply
in this example.

Implementation Guide 2019-3, Leases
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Practical Application — Present Service Capacity

A developer builds and leases a building to a government. The
government is required to make payments during the three-year
construction period. The government does not have access to the building
until a certificate of occupancy is issued at the end of the construction
period. When does the lease term begin?

The lease term commences when the lessee gains physical possession of
the asset or attains access to use the underlying asset. Payments made
before commencement of the lease term should be reported as
prepayments. At the commencement of the lease term, the prepayments
should be reclassified as part of the initial measurement of the lease
asset.

Implementation Guide 2019-3, Leases
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Practical Application — Interrupted Access

A lessee does not need to have uninterrupted access to an underlying asset for
the arrangement to be considered a lease.

A government should assess whether it has (a) the right to obtain the present
service capacity from use of the underlying asset and (b) the right to determine
the nature and manner of use of the underlying asset “as specified in the
contract”. If the contract specifies that the government has control of those rights
during three days of each week, the control criterion is met.
As an example, a government enters a three-year contract for the right to use a piece of
equipment. Because the government only needs the equipment on a seasonal basis, the
contract states that the government only has the right to use the equipment from
January through March for each of those three years. Based on the contract, the
government has control of the right to use the equipment during those three months

each year and does not have an option to extend the right to use the equipment. In this
example, the maximum possible term is nine months.

Implementation Guide 2019-3, Leases
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Practical Application — Right to Determine Nature
and Manner of Use
What if the contract required the lessee to allow others to
use the asset if they were not using it?

If the lessee is not able to prevent others from using the asset
during the period specified in the contract, they do not have
the right to determine the nature and manner of use. The
contract would not meet the definition of a lease in GASB 87.

Implementation Guide 2019-3, Leases
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Bargain Purchase Options

When does the asset transfer ownership:

Per GASBS No. 87, paragraph 19 "a contract that (a) transfers
ownership of the underlying asset to the lessee by the end of the
contract and (b) does not contain termination options, but that may
contain a fiscal funding or cancellation clause that is not reasonably
certain of being exercised, should be reported as a financed purchase
of the underlying asset by the lessee or sale of the asset by the lessor.”

Per paragraph B14 of GASB Statement No. 87 (Basis for
Conclusions), “the presence of a bargain purchase option in a
lease contract is not equivalent to a provision that transfers
ownership of the underlying asset.” For that reason, a lease
that contains any purchase option, including a bargain
purchase option, should not be treated as a financed
purchase or sale until that option is exercised.

©2023 CliftonLarsonAllen LLP

245



Categories of Leases

Short-Term Leases Contracts that Transfer
Ownership
Maximum lease term is 12 months or less, Term typically longer than 12 months

including options to extend, regardless of

Recognize a sale of the underlying asset
probability of being exercised. & ying

(gain or loss)

Recognize expense (lessee) and' revenue NOT INCLUDED IN LEASE SCHEDULE
(lessor) based on contract provisions, as

due
NOT INCLUDED IN LEASE SCHEDULE

Long-term Leases — INCLUDED IN
THE LEASE POPULATION

Longer than 12 months

©2023 CliftonLarsonAllen LLP
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Supply Contract vs. Lease

Lease?

—

Supply Contract?

Supply

Contracts that are intended to result in the
Contracts

purchase or sale of a commodity used in the
normal course of operations.

Normally do not convey the right to use the
underlying asset.

But wait....BEWARE OF THE EMBEDDED LEASE!!

©2023 CliftonLarsonAllen LLP
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Example: Supply Contract

To obtain access to additional power during the warmest months of
the year, Entity A enters into a contract with a Company B for
electricity from March through October for three years.

Entity A makes fixed payments to obtain exclusive rights to the
present service capacity and to determine the nature and manner of
use of the turbine used to generate the electricity.

In addition, the government makes variable payments that are based
on actual usage and output.

Does this contract include a lease?

©2023 CliftonLarsonAllen LLP
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Answer: Supply Contract

Yes!

While the Board stated that GASB 87 does not apply to supply
contracts, this contract conveys control of the right to use the
underlying asset (implicit asset = turbine) as specified in the
contract for a period of time in addition to the right to the
output generated by the underlying asset.

The portion of the contract that requires fixed payments
pertains to the full control of the asset (assumed to be a
turbine) and meets the definition of a lease.

Implementation Guide 2019-3, Leases

©2023 CliftonLarsonAllen LLP 249



Other Examples of Embedded Leases in Service
Contracts

* Cafeteria

® Service contracts

* Water coolers

* Cell phone antennae

* Transportation or
construction arrangements
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Separating Lease and Non-lease Components

Separate lease components from non-lease components (e.g., copy machine plus toner cartridges)

Allocate the contract price based on ‘reasonable’ individual component prices

Maximize the use of observable information in estimates, if individual prices are not available or
unreasonable
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Measuring Leases — What steps
do I Take?

Accuracy of the lease schedule
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Key Calculation Information to Document

Lease commencement date (date of ownership of leased asset)
Understanding of underlying asset (type, estimated useful life, etc)
General description of lease (for footnote disclosure)

Lease term

It’s critical that this determined correctly!

Must document conclusions concerning how the lease term was determined, since
judgment may be involved

Payment information — frequency/timing of payments, variable payments

Since this is calculated using PV, frequency will impact the balance, leases need to be
calculated specifically to how the contract is written

Interest rate

Must document conclusions concerning how the interest rate was determined, since
judgment may be involved
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Lease Term

The lease term is the period during which a lessee has a
noncancelable right to use an underlying asset, plus the
following periods, if applicable:

Keep in mind, these must be reasonably certain (of being/not
being) exercised, based on all relevant factors...

Periods covered by a lessee’s option to extend the lease

Periods covered by a lessee’s option to terminate the lease

Periods covered by a lessor’s option to extend the lease

Periods covered by a lessor’s option to terminate the lease

©2023 CliftonLarsonAllen LLP
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Practical Application — Cancellable Periods

Periods for which both the lessee and the lessor have an option
to terminate the lease without permission from the other party
shall be excluded from the lease term as cancellable periods.

The presence of cancellation penalties does not affect this
conclusion.

Implementation Guide 2019-3, Leases
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Calculation of Lease Asset and Liability

Included in calculation of present value for lease asset and lease liability:
Variable Payment that is “fixed in substance”

Example: Copier lease with a minimum of 1,000 pages at S0.05 per copy are included in the
payment each month would be included as "fixed in substance" payment of S50 each month.

Variable Payment based on an index or rate (like CPI)

Future lease payments are assumed to increase as if the index rate remains the same as the
current rate through the entire lease term

Fixed Payments

Excluded in calculation of present value for lease asset and lease liability:
Variable Payment based on performance
Required to disclose the terms of the variable payment in the footnote
Example: Copier lease with an additional payment per copy used
Example: Fee based on number of antenna’s with no base fee
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Initial Direct Costs

Costs to originate a lease incurred in transactions with independent third parties that:

Result directly from and are essential to acquiring that lease and Would not have been incurred had that leasing transaction not occurred

Certain costs directly related to specified activities performed by the lessor for that lease.

Evaluating and recording
guarantees, collateral, and other
security arrangements

Evaluating the prospective
lessee’s financial condition

Preparing & processing lease

Negotiating lease terms Closing the transactions
documents
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Lessee — Full Accrual Journal
Entries

Governmental and Business-Type Activities, Proprietary
Funds
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First Year’s Journal Entries

Debit to Right-of-use Debit to amortization For payments, Debit to
Asset and Credit to Lease expense and credit to Lease Liability and
Liability for present value accumulated amortization Interest Expense, and
of lease payments at Credit to Cash based on
commencement amortization schedule
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Subsequent Entries

Credit to Cash and Debit to Lease
Liability and Interest Expense based on

amortization schedule

Debit to Amortization Expense and

Credit to Accumulated
Amortization on right of Use Asset

in systematic and rational manner
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Statement of Cash Flows

Cash flows included in capital
and related financing section

Inflow for a lessor and
outflow for a lessee

©2023 CliftonLarsonAllen LLP
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Lessee — Modified Accrual
Journal Entries

Governmental Funds

©2023 CliftonLarsonAllen LLP. CLA (CliftonLarsonAllen LLP) is an independent network member of CLA Global. See CLAglobal.com/disclaimer.
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First Year’s Journal Entries

e Debit to Expenditure and Credit to Other Financing
Source for present value of lease payments

Transaction

i e For payments, Debit to Lease Principal and Interest
Transaction Expense, and Credit to Cash based on amortization
schedule.

* Impact to both governmental fund and budgetary
statements

Impact

©2023 CliftonLarsonAllen LLP
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Lessee — Short Term Leases
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Monthly Journal Entries

Modified Accrual —
Debit to

Full Accrual — Debit

to rent expense, expenditures (rent),

credit to cash

credit to cash
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Lessor Entries
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At Implementation

Lessor Entries

Debit to Lease Receivable and Credit to Deferred Inflow of
Resources for present value of lease at commencement

Do NOT derecognize underlying asset

No difference between full and modified accrual

©2023 CliftonLarsonAllen LLP
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Lessor Entries

Debit to Cash and Credit to Lease Receivable and
Interest Revenue based on amortization schedule

Debit to Deferred Inflow of Resources and Credit to

Lease Revenue in systematic and rational manner

No difference between full and modified accrual

©2023 CliftonLarsonAllen LLP
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Financial Statement Examples

Lessee Footnotes
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Statement of Net Position

Reconciliation of the Balance Sheet of Governmental
Funds to the Statement of Net Position

Assets
Cash and Investments
Cash Held by Fiscal Agent
Receivables:
Property Taxes
Other Governments
Other
Prepaid Items
Net OPEB Asset
Inventories
Due from Other Funds
Capital Assets:
Land
Construction in Progress

Other Capital Assets, Net of Depreciation/Amortization
Total Assets

Governmental funds report capital outlays as
expenditures. However, in the statement of activities,
assets are capitalized and the cost of allocated over
their estimated useful lines and reported as
deprecation/amortization expense. The amount by
which deprecation/amortization capital outlay in the
current period is:

Capital Outlays

Deprecation/Amortization Expense

Capital Asset Dispositions
Capital assets used in governmental funds are not
financial resources and therefore, are not reported in
the funds. Those assets consist of:

Land

Right-to-Use Assets, Net of Accumulated Amortization

Land Improvements, Net of Accumulated Deprecation

Buildings and Improvements, Net of Accumulated Deprecation
Equipment, Net of Accumulated Depreciation
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Notes to the Financial Statements

K. Leases

The District determines if an arrangement is a lease at inception. Leases are included in
right-to-use assets and lease liabilities in the statement of net position.

Right-to-use assets represent the District's control of the right to use an underlying
capital asset for the lease term, as specified in the contract, in an exchange or
exchange-like transaction. Right-to-use assets are recognized at the commencement
date based on the initial measurement of the lease liability, plus any payments made to
the lessor at or before the commencement of the lease term and certain direct costs.
Right-to-use assets are amortized in a systematic and rational manner over the shorter
of the lease term or the useful life of the underlying asset.

Lease liabilities represent the District's obligation to make lease payments arising from
the lease. Lease liabilities are recognized at the commencement date based on the
present value of expected lease payments over the lease term, less any lease
incentives. Interest expense is recognized ratably over the contract term.

The lease term may include options to extend or to terminate the lease when it is
reasonably certain that the District will exercise that option.

The District has recognized payments for short-term leases with a lease term of 12
months or less as expenses are incurred, and these leases are not included as lease
liabilities or right-to-use assets on the statement of net position.

The District accounts for contracts containing both lease and nonlease components as
separate contracts when possible. In cases where the contract does not provide
separate price information for lease and nonlease components, and it is impractical to
estimate the price of such components, the District treats the components as a single
lease unit.
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Notes to the Financial Statements — First Year

FYIl: Need to disclose useful life of the right-to-use assets in
Note 1

U. Adoption of New Accounting Standards

In June 2017, the Governmental Accounting Standards Board (GASB) issued GASB
Statement No. 87, Leases. This standard requires the recognition of certain lease asset
and liabilities for leases that were previously classified as operating leases and as
inflows of resources or outflows of resources recognized based on the payment
provisions of the contract. It establishes a single model for lease accounting based on
the foundational principle that leases are financings of the right to use an underlying
asset. Under this standard, a lessee is required to recognize a lease liability and an
Right-to-use asset, and a lessor is required to recognize a lease receivable and a
deferred inflow of resources.

The District adopted the requirements of the guidance effective July 1, 2021, and has
applied the provisions of this standard to the beginning of the period of adoption.

©2023 CliftonLarsonAllen LLP
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Capital Asset Note

Capital asset activity for the year ended June 30, 2022, was as follows:

Beginning
Balance Ending
As Restated Increases Decreases Balance
Governmental Activities:
Capital Assets, Not Being
Depreciated:
Land $ 128350 % - 8 - % 128,350
Capital Assets, Being
Depreciated/Amortized:
Right-to-Use Assets * 16,330 - - 16,330
Land Improvements 306,288 - - 306,288
Buildings 15,286,113 18,951 - 15,305,064
Equipment 699,060 51,337 - 750,397
Total Capital Assets, Being
Depreciated/Amortized 16,307,791 70,288 - 16,378,079
Accumulated Depreciation/
Amortization for:
Right-to-Use Assets - (4,557) - (4,557)
Land Improvements (170,960) (9,582) - (180,542)
Buildings and Improvements (7,151,647) (315,796) - (7,467 443)
Equipment (466,711) (42,795) - (509,506)
Total Accumulated
Depreciation/Amortization (7.789,318) (372,730) - (8,162, 048)
Total Capital Assets, Being
Depreciated/Amortized, Net 8518473 (302,442) - 8,216,031
Governmental Activities Capital
Assets, Net $8,646823 § (302442) $ - $8,344381

* The beginning balance of capital assets was restated to record right-to-use assets due to
the implementation of GASB Statement No. 87.
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Long-Term Debt Note

Lease Liability — GASB 87 leases

Finance Purchase Agreements — Contracts that transfer
ownership

Components of long-term debt are as follows:

Principal Quistanding

Het Due
Issue Interest Original Fimal Within

Description of lssue Date Rate Igsue Maturity Total One Year
Series 2017A Faciliies Maintenance SHM&z017 1.40-2 65% 260,000 212027 F 150000 % 30,000
Lease Liability 12,032 4410
Finance Purchase Agreements 60471 10,225
Severance Benefits Payable 150,578
Compensated Abzences Payable 35,010 928

Total $ 408091 § 45563
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Long-Term Debt Note

B. Minimum Debt Payments

Minimum annual principal and interest payments required to retire long-term debt are as

follows:
General Obligation Finance Purchase
Year Ending Bonds Payable Agreements Payable Lease Liability
June 30 Principal Interest Principal Interest Principal Interest
2023 $ 30000 $ 20145 § 10225 § 1538 % 4,410 5 250
2024 30,000 3525 4,849 384 4526 134
2025 30,000 2910 3,129 - 2,127 48
2026 30,000 2,250 3,238 - 969 5
2027 30,000 1,645 3,350 - - -
2028-2032 - 795 14,609 - - -
2033-2037 - - 17,615 - - -
2038-2042 - - 3,456 - - -
Total $ 150000 § 31170 § 60471 § 1922 § 12032 5 437
C. Changes in Long-Term Debt
June 30,
2021 MNet June 30, Due Within
As Restated Additions Retirements 2022 One Year
Bonds Payable $ Ti5000 § - § 565000 § 150,000 § 30,000
Bond Premium 26,448 - 26,448 - -
Lease Liability * 16,330 - 4,298 12,032 4410
Finance Purchase Agreements * 70,598 - 10127 60,471 10,225
Severance Benefits Payable 252103 - 101,525 150,578 -
Compensated Absences 69,051 36,950 70,991 35,010 928
Total § 1145530 § 36950 § 77a383 § 408091 § 45563
* The beginning balance of debt was restated due to the implementation of GASB

Statement No. 87.
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Long-Term Debt Note

8. Lease Liabilities

On February 15, 2008, the District entered into a 20-year lease with Artspace
Brainerd Limited Partnership in the amount of $718,553, bearing interest at 5.15% to
finance the acquisition of additional gymnasium space. Lease terms call for a
$250,000 down payment and monthly lease payments of $3,115 commencing
April 1, 2008.

On July 5, 2017, the District entered into a six-year lease agreement with TCF
Equipment Finance in the amount of $153,109, bearing interest at 4.876% to finance
mowing equipment. Repayment of the lease will occur with a $28,665 down payment
and annual lease payments of $28,665 commencing July 5, 2018.

On May 9, 2019, the District entered into a four-year lease- agreement with Apple
Financial Services, in the amount of $145,980, with an imputed interest rate of 0.89%
and actual interest rate of 0.00%, to finance |-Pads for the District. Repayment of the
lease will incur in four annual installments of $36,495, commencing July 1, 2019.
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Long-Term Debt Note

9. Finance Purchase Agreements

On March 13, 2014, the District entered into a finance-purchase agreement with
Capital One Funding, LLC in the amount of $3,020,702, bearing interest at 3.87% to
finance capital projects. Repayment of the agreement will occur in 30 semi-annual
installments of $133,011 commencing August 8, 2014. The proceeds were used to
finance improvements made to the lower-site activity fields.

On May 19, 2015, the District entered into a 15-year finance purchase agreement
with Kinetic Leasing in the amount of $1,835,000, bearing interest at 2.87% to
finance the Riverside addition. Repayment of the agreement will occur with $75,075
payments occurring twice a year starting August 1, 2015. The proceeds were used to
finance the addition to the Riverside School Building.

©2023 CliftonLarsonAllen LLP
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Financial Statement Examples

Lessor Footnotes
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Statement of Net Position

Assets Deferred Inflows or Resources
Cash and Investments Pension Related
Receivables: OPEB Related
Property Taxes Property Taxes Levied for Subsequent Year
Other Governments Lease Receivable
Other Total Deferred Inflows of Resources

Lease Receivable
Prepaid Items
Net OPEB Asset
Inventory

Capital Assets:
Land
Construction in Progress

Other Capital Assets, Net of
Depreciation/Amortization

Total Assets
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Fund Level Balance Sheet

Assets
Cash and Investments

Receivables:
Current Property Taxes
Delinquent Property Taxes
Due from Other MN School Districts
Due from MN Department of Education
Due from Federal Through MN

Department of Education
Due from Other Governmental Units
Lease Receivable
Other Receivables

Prepaid Items
Inventory
Total Assets

Liabilities

Salaries Payable

Accounts and Contracts Payable

Due to Other Governmental Units

Unearned Revenue

Total Liabilities
Deferred Inflows of Resources

Property Taxes Levies for Subsequent Year
Unavailable Revenue — Delinquent Taxes
Lease Receivable

Total Deferred Inflows of Resources
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Footnotes

NOTES5 LONG-TERM LEASE RECEIVABLES

The District, acting as lessor, leases buses to a company to transport the District’s students
under long-term, non-cancelable lease agreements. The lease expires in fiscal year 2024.
During the year ended June 30, 2022, the District recognized $131,974 and $18,026 in

lease revenue and interest revenue respectively, pursuant this contract.

NOTES5 LONG-TERM LEASE RECEIVABLES (CONTINUED)

Taotal future minimum lease payments to be received under the lease agreement are as

follows:

School Buses

Year Ending June 30, Principal Interest
2023 $ 138,798 5 11,202
2024 145,975 4,025
2025 12,500 -
Total 5 297,273 5 13,227

Changes in the lease receivable for the year is as follows:
June 30,
2021 June 30,
as Restated Additions Retirements 2022

School Buses $ 429247 % - 5 (131,974) 5 297,273

©2023 CliftonLarsonAllen LLP
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What to provide to your
Auditor
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Audit Support

Have all lease agreements available if requested
Excel spreadsheet of inventory of leases

Description of the purpose of each lease

Total value of leased assets and related accumulated amortization. This should be
segregated by major categories of assets

Principal and interest requirements to maturity, presented separately, for the lease
liability

©2023 CliftonLarsonAllen LLP 283



3

Audit Support

The amount of outflows of resources [expenses] recognized in
the reporting period for 1) variable payments and 2) other
payments such as residual value guarantees or terminations

penalties, not previously included in the measurement of the
lease liability

Commitments under leases before the commencement of the
lease term

It is also important to make sure that you have booked the
necessary entries in your funds

All leases assessed, whether or not they qualify under GASB 87
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Audit Support

Discount rate
Lessees
Interest rate charged by lessor, which may be an implicit rate
The lessee’s incremental borrowing rate

Lessors — rate it charges the lessee
Discount rates should only be reassessed in the following instances:

Lessee - upon a change in the lease term or a change in determination as
to whether the lessee is reasonably certain to exercise a purchase option

Lessor —upon a change in lease term or a change in interest rate charged
to the lessee
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GASB 96 SBITA
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GASB 96 Subscription-Based Information
Technology Agreements

GASB 96 does NOT apply for:

....the right to use another party’s combination of IT software and tangible capital assets that meets
the definition of a lease in Statement No. 87, Leases, in which the software component is insignificant
when compared to the cost of the underlying tangible capital asset

Governments that provide the right to use their IT software and associated tangible capital assets to
other entities through SBITAs

Contracts that meet the definition of a public-private and public-public partnership in paragraph 5
of Statement No. 94, Public-Private and Public-Public Partnerships and Availability Payment
Arrangements

Licensing arrangements that provide a perpetual license to governments to use a vendor’s
computer software, which are subject to Statement No. 51, Accounting and Financial Reporting for
Intangible Assets, as amended.
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GASB 96 - More on Licensing Arrangements

GASB 96 does not apply Perpetual licensing If the license agreement
for licensing agreements are was for a set period,
arrangements that indefinite, whereas that was not perpetual,
provide a perpetual SBITAs are for a finite then GASB 96 would
license to governments period. apply.

to use a vendor’s
computer software,
which are subject to
Statement No. 51,
Accounting and
Financial Reporting for

Intangible Assets, as
amended.

Excluded When Perpetual
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GASB 96 Subscription-Based Information
Technology Agreements

From GASB 96 Basis for Conclusion:

“The Board believes that because the key characteristics of a SBITA resemble those of a lease, the most
appropriate and efficient approach to developing guidance for SBITAs is to incorporate into the SBITA
standards all relevant guidance from Statement 87, as amended. Statement 87, as amended, was based
on the foundational principle that leases are financings, and the Board believes that SBITA transactions
also meet this principle.”

289



Definitions

A SBITA is defined as a contract that conveys control of the right to use another entity’s
information technology (IT) software, alone or in combination with tangible capital assets
(the underlying IT assets), as specified in the contract for a period of time in an exchange or
exchange-like transaction.

A lease is defined as a contract that conveys control of the right to use another entity’s
nonfinancial asset (the underlying asset) as specified in the contract for a period of time in
an exchange or exchange-like transaction.
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Determining whether a contract conveys control

To determine whether a contract conveys control of the right to use the

underlying IT assets, a government should assess whether it has both:

The right to obtain the present service capacity The right to determine the nature and manner of
from use of the underlying IT assets as specified in  use of the underlying IT assets as specified in the
the contract contract.

SAME AS GASB 87 - Leases

©2023 CliftonLarsonAllen LLP
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Term of the Agreement

Lease Term Subscription Term
GASB 87, Paragraphs 12-15 defines and GASB 96. Paragraphs 9-12 define and
provides criteria for determining the term provide criteria for determining the term
of the lease. of the SBITA.
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Short-Term Agreements

GASB 87, Paragraph 16 defines a
short-term lease.

GASB 96, Paragraph 13 defines a
short-term SBITA.

GASB 87 addresses short term
leases from both the Lessee and
Lessor side. GASB 96 only deals

with SBITAs that a government
enters into. It does not address
SBITAs where the government is

the “Lessor”
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Outlays Other Than Subscription Payments

Preliminary Project Stage

Initial Implementation Stage

Operational and Additional  subsequent implementation
Implementation Stage outlays

©2023 CliftonLarsonAllen LLP
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Recognition and Measurement

At the commencement of the
subscription term, a government
should recognize a subscription liability
and a subscription asset. (excludes
short-term SBITAs).

The commencement of the
subscription term occurs when the
initial implementation stage is
completed at which time the
government has obtained control of
the right to use the underlying IT
assets, and, therefore, the subscription
asset is placed into service.

©2023 CliftonLarsonAllen LLP 295



Other Considerations

Impairment

Incentives provided by a SBITA vendor

Contracts with multiple components

Contract combinations

Modifications and terminations

©2023 CliftonLarsonAllen LLP
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Prepaid SBITA’s

If you prepaid the "entire" SBITA you
would not have a corresponding liability.

Same treatment you would do if you prepaid
an entire lease. You wouldn't show a
liability because it's been paid. You'd only
show the RTU asset

If you prepay portions of it, that will
eventually be capitalized with the RTU asset,
you'd put those amounts in a prepaid
account and then add them to the value of
the RTU asset when it's placed into service.

For SBITAs, the majority of the "prepaid"
costs will be to get the asset ready to use. |If
they are not capitalizable you'd just expense
the costs. If they are capitalizable, you'd put
them in the prepaid asset account (almost
like a CIP type account). When the asset is
ready to be placed into service, the RTU
asset would be valued at the PV of the
subscription payments PLUS any
capitalizable costs in the prepaid account.
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Notes to the Financial Statements

Disclosure requirements follow requirements
relating to leases

Presented net of amortization

Subscription asset .
Separate from other capital assets

Not considered debt for purposes

Subscription Liability of GASB 88 disclosure
requirements
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Preparing for a Successful
Audit
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Objectives

Recognize what an audit is and define responsibility.

Recall best practices for planning and preparing for
an audit.

ldentify common pitfalls.
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What Is an Audit?

An audit is the process of examining and verifying

management’s assertions that their financials are materially
correct.

Auditors choose what to test based on risk inherent to
transactions or control risk created by control processes that
do not adequately address the items that can go wrong with a
particular balance.
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Who Is Doing What?

Management is responsible for ensuring that their financial
statements are in compliance with GAAP (Generally Accepted

Accounting Principles).

Auditors are responsible for verifying and testing to ensure
that the financial statements are in compliance with GAAP.
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Team Process

The Audit is not just for the finance department, it is
the entire organization’s financial statement audit.

Communication is key!

©2023 CliftonLarsonAllen LLP
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Point Person

Designate a point person to make sure all tasks are complete,
and the organization is “audit ready”.

Provides a central point of communication and coordination
for the audit preparation and execution.

Multiple people are typically working together to gather
everything but having one person take ownership of how the
audit flows is key for a smooth audit.
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Point Person Responsibilities:

Will divide out the audit request list.

Assign who will oversee each area.

Assign when the item will be due back to the point person.
Set up a meeting with the assigned people.

Hand out the list with the assigned person and a due date by each item.

Monitor completion of assignments.
Review completed assignments to ensure they are accurate.
Communicate schedule restrictions to the auditors.

Work with the audit in-charge to establish progress and audit update
meetings (Client needs and preferences vary for this).

©2023 CliftonLarsonAllen LLP
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Audit Requests

Utilize to track audit preparedness.

Have all of it done
prior to scheduled Do the hard stuff
timeframes, not first.
after.

Stick to the list.

Review before
sending.

Due dates.

©2023 CliftonLarsonAllen LLP
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Communication and Transfer of Audit
Documentation

Electronic files add efficiency to the audit process. Discuss
format with lead auditor.

Electronic files should be editable and use formulas where
applicable.

File names should be clear as to what the item is. (Not the
number assigned by the scanner).

Information should be reviewed by the audit point person
prior to being sent to the audit team.

©2023 CliftonLarsonAllen LLP
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Auditor Access to Your Systems

Can be an efficient way for auditors to view items for
invoices, contracts, payroll, and other types of support
documentation.

Auditors will request what we need ahead of time, and client
should verify ahead of fieldwork that the auditors will have

access to all information requested through system access, or
it should be pulled ahead of time and provided to the auditor.

This is faster than auditors looking for it in the system, not finding it,
then requesting it and waiting for it to be pulled by client’s teams.
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Housekeeping

Plan to accommodate audit team.
Reserve conference room or area for them to work together.
Internet availability.
Access badges as needed.
Work schedule.
Tour & introduction to key personnel.

Adjust schedule to be available for auditor inquiries during scheduled
fieldworks and preliminary fieldworks.

©2023 CliftonLarsonAllen LLP
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Common Audit Prep Pit Falls

Accounts not reconciled — All necessary year end adjustments should be recorded. Check last
years audit adjustments.

Not addressing prior year audit issues.
Surprising your auditor with unusual or complex transactions.

Planning to complete audit schedules while auditors are onsite.

Incomplete confirmations — Not signed by the appropriate signer, incomplete/incorrect
accounts, not sent by auditors (Please don’t mail them out).

©2023 CliftonLarsonAllen LLP
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Audit Preparation Best Practices

Cash reconciliations — Check after all year end adjustments
are posted to ensure that total cash still ties to your cash
reconciliations.

Transfers in = transfers out.

Interfund payables & receivables in balance.

Verify no adjustments were made to fund balance.

Fund balance should agree to prior year audited balance.

©2023 CliftonLarsonAllen LLP

313



Audit Preparation Best Practices (Continued)

Investments

Ensure to have an investment schedule and include all required
elements to prepare the footnotes:

Purchase date.

Maturity date.

Investment rating.

Investment type/name/CUSIP (when available).
Banking institution where the investment is held.

Year end value of each investment. (Fair market value when applicable).

Reconcile investment revenue and show how it is allocated.

3

©2023 CliftonLarsonAllen LLP

314



Audit Preparation Best Practices (Continued)

Proper accounting for federal and state grants.

Grant administrator has knowledge
of all grants.

Revenues are not commingled.

Monitor federal spending — If over
$750,000 (and that is not typical for
your organization) contact your
auditor you have.

Summarize each revenue account
and identify where it should be
reported in both the
intergovernmental revenue
schedule and schedule of federal
expenditures.

Ensure you understand if grants
should be recorded as current year
revenue, unearned revenues, or as

deferred inflows of resources. If
your unsure, we can help contact
your auditor. Also ensure that you
have properly restricted any fund
balance for recognized grants with

restrictions.

©2023 CliftonLarsonAllen LLP
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Audit Preparation Best Practices (Continued)

Revenue cutoff:
Review subsequent transactions for proper coding.
Contact departments for outstanding items.

Capital assets:
Reconcile often to reduce year end burden.
Tie beginning balances to prior year audited balances.
Evaluate construction in progress (CIP).
Review accruals for items impacting CIP.

Ensure when CIP is transferred it is clear what exactly is coming from CIP and going into
other types of additions versus being an addition that didn’t run through CIP during the
year.

Ensure retainage is not booked both as retainage payable and as accounts payable.
Capital outlay reconciliation (completeness) and utilize other departments (deletions).
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Audit Preparation Best Practices (Continued)

Debt preparation:
Prepare a debt summary with beginning, additions, payments, and
ending balances.

Calculate accrued interest related to debt for the year and show that
calculation.

Ensure all premiums and discounts on long-term debt are amortized
utilizing the effective interest rate method.

Run debt entries past auditors if your unsure how to initially book
them on the fund level. The underwriter's discount is an expense
similar to issuance fees.
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Audit Preparation Best Practices (Continued)

Ensure to provide a listing of payables and receivables and not batch
totals so that its by vendor, payment, and shows where items were
recorded and the applicable fund.

OPEB studies done in just after fiscal year end, when applicable.
OPEB updates in off-years.
Compensated absences schedules done early.

GASB 87 - Leases (FY 2022 Audits) & 96 — SBITA (FY 2023 Audits)
Don’t wait! Start early. Complete prior to final fieldwork for the audit.
When unsure on where to start, we can help!

©2023 CliftonLarsonAllen LLP
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Audit Conclusions

Exit conference:

e Discussion of audit observations/findings.
e Timing of audit report issuance.
e Open items and resolutions.

Internal conclusions:

e Draft management responses to audit results.

e Perform post audit evaluation.
e Discuss efficiencies with the audit team for next year.
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In Conclusion...

Prepare, Prepare, Prepare!

A successful audit is a combination of preparedness on
the client’s part and planning on the auditor’s part.

©2023 CliftonLarsonAllen LLP
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Common Audit
Recommendations & Common
Audit Adjustments
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Debt Entries

Ensure that all of the debt is accounted for based on the
issuance document and not based solely on the amount of
cash received. Underwriters' discounts should be expensed,
as part of issuance costs.

Reconciled to ensure principal payments and interest
payments in the general ledger tie to the debt roll forward
amounts of principal and interest paid.

Enterprise funds should ensure to reduce the debt amounts
versus posting principal payments as expenses.

©2023 CliftonLarsonAllen LLP
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Commonly Missed Adjustments (Miscellaneous)

Ensure that retainage payable is booked along with contracts
payable, however, ensure it is not double booked as part of
contracts or accounts payable as well.

Book interest receivable from year end bank statements.

Period of availability adjustments for deferred inflows of
resources for receivables received within or after the period
of availability.
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Unreconciled Balances

Look over all of your assets, deferred outflows, liabilities,
deferred inflows, fund balance classifications, revenues, and
expenditures.

If you can’t confidently be asked what makes up that account and
provide something other than General Ledger Detail, its likely an
account that has not been reconciled to anything and that creates
audit risk and often times leads to adjustments.
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Key Control Processes Are not Documented

Document the control activities within the organization.

It doesn’t have to be a physical signature and date, although
that works.
Someone should be able to determine who performed the

control and when and it should be documented in a way that
is not easily manipulated by another individual when possible.

Locked cells on spreadsheets.
Electronic signatures.
Program approvals with an audit trail.
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Access Issues

Someone has full access to a full transaction process.

Example 1: Someone can add/edit vendors, enter invoices, and
process payments.

Example 2: Someone can add/edit employees in payroll, process
payroll, and process payments.

Example 3: Someone can initiate and execute any sort of cash
payment or transfer without the involvement of another person.

Try to avoid these situations, they create audit risk, are not proper ways
to segregate duties, and they provide the opportunity for fraud to occur.

In smaller organizations sometimes this is difficult or not reasonable to
do.
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Minnesota Legal Compliance Items

IC-134 forms prior to final
payment. Ensure they are on
file prior to final payment for
applicable contracts.

Prompt payment of claims
(35 days typically if board
meets monthly).

Subcontractor language in

Insufficient collateral.
contracts.
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