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Disclaimer

The information contained herein is general in nature and is not intended, and
should not be construed, as legal, accounting, or tax advice or opinion
provided by CliftonLarsonAllen LLP to the user. The user also is cautioned that
this material may not be applicable to, or suitable for, the user’s specific
circumstances or needs, and may require consideration of non-tax and other
tax factors if any action is to be contemplated. The user should contact his or
her CliftonLarsonAllen LLP or other tax professional prior to taking any action
based upon this information. CliftonLarsonAllen LLP assumes no obligation to
inform the user of any changes in tax laws or other factors that could affect
the information contained herein.




Learning Objectives

ldentify how culture impacts your financial results and is
critical to your overall success

Review ways to cultivate a culture that enhances team
performance and results

Recognize what is the critical role leaders play in shaping
culture

nAllen LLP
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Sustained Financial Results

does not exist without...

CULTURE!
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Polling Question #1:

At my organization/company, Culture is:

a. Critical to impact results
b. Helpful to impact results
C. Unlikely to impact results



of working-age adults
worldwide have a “good job.”

Source: State of Global Workplace — Gallup Report



of employees worldwide
are engaged in their job.

Source: State of Global Workplace — Gallup Report g2




EMPLOYEE ENGAGEMENT RESULTS AMONG RESIDENTS WHO ARE
EMPLOYED FOR AN EMPLOYER

©2021 CliftonLarsonAllen LLP

Based on data aggregated from 2014-2016 Gallup World Polls*

M % Engaged M % Not engaged M % Actively disengaged

World 15 Y 18

U.S./Canada 31 52 17

Source: State of Global Workplace — Gallup Report

@ Create Opportunities
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710
Productivity Z 1 0

1‘.‘)”.. Profitability

Customer
Metrics

28%

When compared with business units in

the bottom quartile of engagement, Lowen

those in the top quartile realize el (B
improvements in the following areas: 41%

Absenteeism

40%

Quality
Incidents

» (Defects)

Source: State of Global Workplace — Gallup Report 589%

Patient
/Y0 Safety
Incidents

Turnover
(Low-Turnover
Organizations)

Employee
Safety
Incidents

©2021 CliftonLarsonAllen LLP
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69%

of employees say they’d
work harder if they were
better appreciated.

Source: Smarp/Hubspot
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Polling Question #2:

In the past year, Engagement at
our organization/company has:

a. Improved
b. Become worse
c. Stayed the same
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Since the outbreak of the pandemic,

53%

of employees surveyed by HBR
say they feel more exhausted.

Source: Smarp/Harvard Business Review g3 X o*
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3 Steps to Experience Culture Driven Results

Culture and Purpose
your teams
3. Create your Inspiration Loop

nAllen LLP

©2021 CliftonLarso



@

»

1. Define
your Culture,
Purpose, and
Values




Our Journey

Defining Our Promise, Purpose, and Culture

CLA Promise
CLA Foundation

2015

CLA’s 15t Day

CLA Culture
Values Defined

CLA Purpose Defined
2017 CLA One Firm

2020

CLA Family

Culture Defined

CLA Promise
Simplified

CLA Promise is the foundation of our culture

GPTW Survey
Brand Refresh

2021

©2021 CliftonLarsonAllen LLP



We care, we listen,
we get to know you

The Four Essential Elements of the CLA Promise

Our Purpose Our Promise Our Family Culture

We're one family, working
together to create
opportunities.

CLA exists to create
opportunities — for our
clients, our people, and
our communities.

We promise to know
you and help you.

Driven by Our Values

)

Transparent

We communicate clearly
and authentically

S

Collaborative

Curious

We help you seamlessly,
bringing innovative
teams to the table

We embrace all voices
and create opportunities
for you in an energetic
and inspiring environment

Our Strategic Advantages

Deep industry specialization
Seamless, integrated capabilities

Premier resource for private
business and owners

Inspired careers

©

Inclusive Reliable

We respond in hours, not
days; we follow through,
protect our client data,
and produce quality
results

©2021 CliftonLarsonAllen LLP
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Three Types of Team Members

CONTENT CLIMBERS CHALLENGERS

“Most of us are ordinary people doing ordinary
things in an exceptional way.”

©2021 CliftonLarsonAllen LLP



Team Culture

v" Understand what each team member is good at
v’ Ensure the team knows the “WHY” (Purpose, Goals, Mission)

v Be prepared to listen (Repeat, Repeat, Repeat

v Create total trust — this can help achieve more of what you
want at faster speeds (Transparency)

©2021 CliftonLarsonAllen LLP



Accountable

Doing what you said you were going to do...to the best of
your ability, on time, without needing to be reminded!

Accountability requires preparedness to listen and it will
enhance trust...it starts with the Leaders!

nAllen LLP
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Polling Question #3:

People at my company are fully
engaged

a. 80% of the time
b. 50% of the time

C. 15% of the time
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69%

of employees say they’d
work harder if they were
better appreciated.

Source: Smarp/Hubspot




SR LIS CULTURE: CARING FOR OUR
T &w CLA FAMILY

/N B N L101 Remote Work

THE LADDER ALLIANCE
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Be mindfﬁl

All generations
All backgrounds




Create Opportunities

for people to connect, share, and belong...
- Ensure they understand how the busi er together!

nAllen LLP
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Organization

Lead from
the Front Line

Empower
Each
Team

Individual

Live Well

Lead
Well

Inspire
Others

nAllen LLP
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10 Minute
Break



A Recovery Taking Shape

CLA Governmental Training Academy

Brian Lewandowski
Executive Director

Business Research Division
University of Colorado Boulder

June 8, 2021



Objectives

1. Identify the pandemic’s impact on the national and Colorado economies
2. Discuss where we are in the recovery
3. Project what to expect in 2021 and 2022

Leeds School of Business
UNNVERSITY OF GOLORADC BOULDER



$ Trillions
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U.S. Real GDP

21.0

20.0

19.0

18.0

17.0

16.0

15.0
Q12015

Leeds School of Business

ERSITY OF GOLDRADO BOULDER

State and local

e Federal

Q4 2015

Consumption

Net Exports

Q32016

+6.4% SAAR
+0.4% YoY

Q4 2019 01 X

-31.4% SAAR
-9% YoY

+33.1% SAAR
-2.9% YoY

Q2 2017 Q1 2018 Q4 2018 Q3 2019 Q2 2020 Q1 2021 Q4 2021

Source: Bureau of Economic Analysis and Consensus Forecasts.

Q3 2022



U.S Nonfarm Employment

155
Feb. 2020
152.5 million
March 2020
150 151.1 million
'_8 May 2021
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Leeds School of Business

Source: Bureau of Labor Statistics, CES (Seasonally Adjusted).



National Employment

Months to Recovery

Percent
2.0
1980 1974-76 1990-93 1981-83 2001-05 2008-2014
-2.0 Y~ —
-4.0
6.0 2020-2021

/J -5.0% _
8.0

/ -6.3%
-10.0 /
12,0

-14.0

-16.0
0 6 12 18 24 30 36 42 48 54 60 66 72

Number of Months Since Peak

@ Leeds School of Business .. .
UnERE o Cotornaos BouLER Source: Bureau of Labor Statistics (Seasonally Adjusted).



Employment Growth
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1-Year Growth, April 2021
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Em ployment Growth
Year-over-Year

0% < 4%
4% < 8%
8% < 12%

12% < 16%
| 16% <20%

R | 20%+
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Labor Underutilization

Percentage of Labor Force

25
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15

Average U-6

10.2%
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National Unemployment Rate

20 to 24 years

16 to 19 years

Black or African American
Less than a High School diploma
Hispanic or Latino

High School grad., no college
Men

25 to 34 years

Total

Asian

Women

White

35 to 44 years

55 years and over

45 to 54 years

Bachelor's degree and higher

Leeds School of Business
UNNVERSITY OF GOLORADC BOULDER
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I F 1' I February 2020
| ] I Peak (April/May)
IF 1 1 May 2021

01 2 3 4 5 6 7 8 9 1011 12 13 14 1516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32

Sources: Bureau of Labor Statistics.



Personal Income

28,000
26,000
24,000
22,000
20,000 I I
18,000
16,000 I Dividends, Interest, and Rent
14,000 I I
12,000
10,000
8,000
6,000
4,000
2,000
0

B N BN BN BN BN BN BN BN B BN BN B BN B R Convtributions toSocial Insurance
-2,000

Jan 2020 Apr 2020 Jul 2020 Oct 2020 Jan 2021 Apr 2021

Transfer Receipts

Proprietor Income

Employee Compensation

$ Billions, Seasonally Adj. Annual Rate

@ Leeds School of Business Source: Bureau of Economic Analysis.

UMVERSTY OF GOLDRADO BOULDER



Trillions, Seasonally Adjusted Annual Rate

@ UMIVER

Personal Income and Savings

$30

Personal Income (L-Axis)
Personal Consumption Expenditures (L-Axis)
$25 Personal Savings Rate (R-Axis)
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$0
2006

Leeds School of Business

SITY OF GOLORADO BOULDER
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2008
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Sources: Bureau of Economic Analysis, Federal Reserve.
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$ Trillions
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Household Wealth
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Source: Federal Reserve Board, Balance Sheet of Households and Nonprofit Organizations (B.101) (Not Seasonally Adjusted).
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Index of Consumer Confidence

1918%{6300 Consumer Confidence Consumer Sentiment

160 130

140 ' Wil Viountain l 120
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0 50
1991 1996 2001 2006 2011 2016 2021 1980 1986 1993 2000 2007 2014 2021

Leeds School of Busi . . . . C s
@] e el ol sines Sources: The Conference Board, National Bureau of Economic Research, University of Michigan.
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Interest Rates

\/
\ 30-Year Fixed Rate Mortgage Average
N\ A~

Percent

o /

1 \,\ / \,\ 10-Year T-Note / / -/’
\ 3-Month T-BV o

0 =e=="

2000 2003 2006 2009 2012 2015 2018 2021 2024

@:l' oo Sources: Federal Reserve, Freddie Mac, and Moody’s Analytics.



Colorado Population, Employment,
and the Economy




Colorado Rank Among Other States

Metric 1-Year 3-Year 5-Year 10-Year
Real GDP Growth 5 5 5
Employment Growth 11 5 4
Population Growth 12 9 9 8
Personal Income Growth 36 12 8 4
PCPI Growth 39 27 8 5
PCPI 10 11 14 21
Average Hourly Wage % Growth 46 34 37 19
Average Annual Pay % Growth 21 6 8 8
Average Annual Pay 8 9 12 12
Unemployment Rate (35) 7 1 34
Labor Force % Growth (2) 3 3 4
LFPR g 14 7 12
FHFA Home Price Index Growth 19 19 6 6

Data Sources: Bureau of Economic Analysis (2020), Bureau of Labor Statistics (4/21), U.S. Census Bureau (2020), Bureau of Labor Statistics (2020),
@]’ e oo ol sinass Federal Housing Finance Agency All Transactions Index (Q4 2020), BRD calculations. *Unemployment rate for the last month.



Colorado Change in Population

120,000
Colorado’s population changes
100,000 67k in 2019
« 55k in 2020
« 53k in 2021

80,000

60,000 I

- I

20,000 IIIIIIIIIIIIIIIIIIIII
RHHUHH L

2001 2003 2005 2007 2009 2011 2013 2015 2017 2019 2021 202

COVID impact on migration
« To the State
« Within the State

Thousands

UOLRISIIA
PN

Temporary or permanent?

AR AR .

b

mm
AR RS

9SeaJoU]
[eameN

s

w

2025

@]’ Leeds Schoal of Business Sources: Colorado Demography Office, U.S. Census Bureau, and the Business Research Division.



Population Change by County
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Leeds School of Business .
@ o s st Source: Colorado Demography Office.



Employment
Colorado v. Nation_

Colorado (L axis)
United States (R axis)
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Unemployment Rate by County

@j‘ UMIVERS

Leeds School of Business

IT¥ OF GOLDRADO BOULDER

Jackson

Moffat Larimer
Routt
Morgan
-.-i
Rio Blanco Broor

Garfield

q 3
Gunnison % ﬂ

Alamosa

Conejos

Montrose

Unemployment
Rate

0%<2%
2%<4%
4%<6%

Archuleta 6%<8%

8%-10%

Source: Bureau of Labor Statistics (Not Seasonally Adjusted),

Colorado: 6.4%

San Miguel: 10% (H)
Cheyenne: 2.5% (L)

Denver: 7%
Boulder: 5.3%
Weld: 6.5%
Douglas: 5%
Mesa: 6.8%
Kit Carson: 3%



 LFPR rebounding:

* 64.9% April 2020
* 68.7% April 2021

ond highest nationally in April

Colorado peak = 74.5% (1998)

QF Leeds School of Business
U UNIVERSITY OF COLORADO BOULDER

Colorado Labor Force

1976 1983 1991 1998 2006 2013

Sources: Bureau of Labor Statistics, Current Population Survey.

2021
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Colorado Employment Growth
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@]‘ Leeds School of Business Sources: Colorado Department of Labor and Employment and the Colorado Business Economic Outlook Committee.



Colorado Employment Change

April 2020 Year-over-Year

Accommodation and Food Services

Retail Trade nmee—

Healthcare and Social Assistance m—
Other Services m———
Arts, Entertainment, and Recreation m—

Admin and Waste Mgmt m—
|
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Prof., Scientific, and Tech. Services
Educational Services ===

Mgmt of Companies and Enterprises !
Real Estate and Rental and Leasing ==

Construction ==
Finance and Insurance

Federal Government 1
Information

Mining and Logging wm
Local Government s

State Government!
Government mm

-149,000 -99,000 -49,000
Lgeds SCAhOO| of Business

UNERSTY OF GoLorADO BOULDER I Ob S

April 2021 Year-over-Year

Accommodation and Food Services
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I Federal Government
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[ Local Government
_— State Government
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Source: Bureau of Labor Statistics. JObS
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Employment by MSA

1-Year Change, April 2021
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50% |
40%
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@j‘ Leeds Schoal of Business Source: Bureau of Labor Statistics, Current Employment Statistics (Seasonally Adjusted).
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Colorado Employment by Wage Group

Percent Change from January 2020

5%

0% ﬁ
-5%

-10% \

. \ / v

-20%
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\ / Low Income: <$50k
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@]n Leeds School of Business Source: Bureau of Labor Statistics CES (Seasonally Adjusted).

Note: Wage terciles are determined by calculating the average annual wage for each industry as of Q1 2020 and grouping each industry’s total employment.



Colorado Minimum Wage

Dollars

14
$12.32
$12.00
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3 Minimum Wage
Tipped Employee Minimum Wage
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Leeds School of Busi
% et Source: Colorado Department of Labor and Employment.



YoY:
+7.8%

Colorado Average Annual Pay

80,000
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60,000
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40,000
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Source: Bureau of Labor Statistics (QCEW).

Leeds School of Business
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Construction
& Real Estate

Photo courtesy of Denver International Airport.

Ql' Leeds School of Business
1 UNIVERSITY OF COLORADO BOULDER



Colorado New Housing Units and Households

70,000
2001-2007 — 17,128 more housing
units than households per year
60,000
Housing Units
50,000
2008-2019 — 6,420 more
households than housing units
40,000 per year
30,000 I I
20,000
Households
10,000 I I I
0
1991 1995 1999 2003 2007 2011 2015 2019

@F e 00 Ol psiness Source: Colorado Department of Local Affairs, State Demography Office.



FHFA Home Price Index by MSA

1-Year Home Price Change, Q1 2021

Pueblo
15% MSA colorado

Sprlngs Kenver-
MSA Grand urora-
Junction Lakewood
MSA MSA

| Greeley Boulder MSA

Percent Change

10% MSA
Fort Collins
l MSA
5% | | || |

0%

-5%

@T Leeds School o Business Source: Federal Housing Finance Agency, All Transactions Index (Not Seasonally Adjusted).



Residential Building Permits

2010-2020
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Source: U.S. Census Bureau.



Residential Building Permits

50,000 25,000
45,000 Multifamily
Single Family
40,000 20,000
35,000
o =
=30,000 = 15,000
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— (P]
£25,000 A
+41%
20,000 10,000
+30%
15,000
10,000 5,000
5,000 I I I I
0 0
2010 2012 2014 2016 2018 2020 Apr. Apr. 2009 2011 2013 2015 2017 2019 Apr. Apr.
2020 2021 2020 2021
() oo scrcotc o YTD YTD YTD YTD

Sources: U.S. Census Bureau and the Colorado Business Economic Outlook Committee. Northern MSAs include Denver, Boulder, Fort Collins, and Greeley.



Colorado Value of Construction

$25

$8,000
2020
$7,000
$20 Nonresidential -5.5%
Residential 11.5% $6,000
Total 3.6%
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% = $5,000
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Source: McGraw-Hill Construction Dodge Research and Analytics. Northern MSAs include Denver, Boulder, Fort Collins, and Greeley. *Excluding one $743M project in Cheyenne County.



Finance

Prof. and tech services
Information
Education

Public admin

Real estate
Wholesale trade
Manufacturing
Arts, ent., and rec.
Health care
Mining

Other services
Mgmt and admin
Trans and utilities
Retail trade
Construction
Agriculture

Accomm and food

Telework Due to Pandemic

Industry

I

Telework Percent

I 40%

I 35%

30%

i

iim_ll Ij

0% 20%

Leeds School of Business
UNNVERSITY OF GOLORADC BOULDER

25%

I 20%

15%

10%
Pandemic Peak (April)

5%
I March 2021

0%

40% 60% May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr

Source: Bureau of Labor Statistics, Current Population Survey (CPS) Supplemental Data.



Leisure & Hospitality Employment

Year-Over-Year Percent Change in Leisure & Hospitality Employment
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@]‘ Leeds School of Business Source: Bureau of Labor Statistics, CES.



DIA Enplanements and Deplanements

2000-2020

o March YTD
. 3-Month Moving Average
Monthly
6 34.1%
YoY
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2 |
1 |
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@T e oo ol sinass Sources: Denver International Airport and Colorado Business Economic Outlook Committee. Photo courtesy of Denver International Airport.




National Retail and Food Services Sales

$ Millions

@ UMIVER
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April 2021:
+51.2% year-over-year
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Sales Tax Collections

Feb. Year to Date Growth

April, Trailing 12 Months: 3.9% Figures
. (0)
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Indicators
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Colorado Foreclosures
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Colorado Bankruptcy Filings
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Delinquent Entities

12.0%

11.0%

@mmForeign

10.0% —

Q
bdo LLC
'g e==mNonprofit
@) 9.0% @ (Other
C:-‘B essmCorporation
g 8.0%
5 7.0%
>
=)
& 6.0%
3
™  5.0%
4.0%
3.0%

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr
20 20 20 20 20 20 20 20 20 20 20 20 21 21 21 21

Leeds School of Busi , .
@] et Sources: Colorado Secretary of State’s Office.



Young Businesses and Employment Growth

40%
38% Colorado
N o ©
= 36% — 9
Q ° ® ..
8 34% ¢ ® ® - = N
g . o 00’ .... Utah
g 32% e e o
7 ¢ e T ° °
= 30% @ ..ot ® \
s o .-
8 AIQSka .“. ........ ° ° Oregon
4 28% T o
@ @ -° « ®

3 06" ¢ oo ©
8 260 — > o8¢
S e ° °
5 24%
A

220 @

20% West Virginia

0.0% 0.5% 1.0% 1.5% 2.0% 2.5% 3.0%

Average Employment Growth, 2011-2019

@]I Leeds School of Business Sources: Census Bureau, Business Dynamics Statistics; Bureau of Labor Statistics, Current Employment Statistics.

3.5%



Business Formation Statistics and New Entity Filings
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Colorado Venture Capital
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National and State Expectations
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Disclaimer

The information contained herein is general in nature and is not intended, and
should not be construed, as legal, accounting, or tax advice or opinion
provided by CliftonLarsonAllen LLP to the user. The user also is cautioned that
this material may not be applicable to, or suitable for, the user’s specific
circumstances or needs, and may require consideration of non-tax and other
tax factors if any action is to be contemplated. The user should contact his or
her CliftonLarsonAllen LLP or other tax professional prior to taking any action
based upon this information. CliftonLarsonAllen LLP assumes no obligation to
inform the user of any changes in tax laws or other factors that could affect
the information contained herein.

nAllen LLP
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Learning Objective

Identify fundamentals of helping to protect your organization from
ransomware and social engineering

nAllen LLP
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Today’s Presenter

RJ Stallkamp, OSCP
CLA (CliftonLarsonAllen LLP)

* “Professional Student”
* Self Taught Hacker
* Social Engineering Specialist
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Current State of Cybercrime

What are the bad guys up to?
Where are the breaches coming from?

Sun Zhu - The Art of War — “Know Thy Enemy”



Current State of Cybercrime

Hackers have monetized their activity

Theft of personally identifiable information
(PII)

Payment fraud

Ransomware

Most attacks are carried out by
organized crime

©2021 CliftonLarsonAllen LLP



Organized Crime

Hacking is run like a business where people
specialize in different areas

Writing malware
Renting botnets
Stealing data
Selling data

(collect data from various sources/BIG DATA)

Etc.
Most attacks are completely automated

nAllen LLP
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Thett of PII

All this information has value

Submit fraudulent tax returns
Submit fraudulent insurance claims
Set up fraudulent identities for credit
Purchase items with stolen credit card information
Use emails for phishing campaigns

Attackers buy and sell data on cyber

black market

Similar to amazon.com for stolen information

nAllen LLP
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Marketplace for Stolen Credit Cards

Didn't find the bin you were looking for? Need more dumps of particular bin? Try our partner's shop - Bulk Orders - Low Prices!

371736

371555

371736

371564

371554

371242
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AMEX
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g e
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GREEN
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10/16

Track 1

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Code

110
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110

101

101

101

Country

S United States,
23456, Virginia Beach,
VA

&S United States,
80123, Littleton, CO

[ United States,
60540, Naperville, IL
&S| United States,
77081, Houston, TX

B United States,
37027, Brentwood. TN

B United States,

98512, Olympia, WA

S United States,
97123, Hillsboro, OR

&S, United States,
30328, Atlanta, GA

Bank

BANK OF AMERICA

BANK OF AMERICA

BANK OF AMERICA

BANK OF AMERICA

BANK OF AMERICA

AMERICAN
EXPRESS
COMPANY

BANK OF AMERICA

CITIBANK
Dump or cc of this

Base

American Sanctions

14Q

American Sanctions

e
American Sanctions
1@
American Sanctions
149
American Sanctions
1Q

American Sanctions

14Q
American Sanctions
129

American Sanctions

149

Price

248

Clear
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Ransomware

Cryptolocker, Locky, WannaCry, etc.
Encrypts all data, holds in “ransom” for $S$
Data on local machine and on network

Can affect non-Windows OS (e.g., Mac)

©2021 CliftonLarsonAllen LLP



Ransomware

(Two years ago)

Jackson County government gives in to
hackers and pays $400,000

Paying up is cheaper than the alternative

By Isaiah Mayersen on March 10, 2019, 11:27 AM 20 comments

Recap: A little over a week ago government computer systems in Jackson County,
Georgia were hit with one of the most sophisticated ransomware attacks attempted in
the US. After a week with their entire computer and internet network down, they've
decided to cough up $400,000 to regain control of their systems and to retrieve stolen
files.

Employees first noticed that government computers, websites and even email addresses
had stopped functioning sometime on March 1. While fortunately 911 emergency calls were
still operational, every internet connected device was inoperable and it is possible that the
hackers were able to steal police and county records, too.

“Everything we have is down,” Sherriff Janis Mangum told StateScoop. “[But] we've
continued to function. It's just more difficult.”

©2021 CliftonLarsonAllen LLP



Ransomware
(More Recently...)

https://www.google.com,

microsoft rdp vulnerability 2019 !, Q

Al News  Images  Videos  Shopping  More settings Tools

About 403,000 results (0.45 seconds)

Top stories

Microsoft: 1 million A Million PCs May Be Microsoft warns users
machines still Vulnerable to BlueKeep to patch as exploits for
vulnerable to Windows Malware, Microsoft ‘wormable’ BlueKeep
security exploit Urges Users to Patch bug appear

The Verge ExtremeTech TechCrunch

1 day ago 1 day ago 2 days ago

> More for micresoft rdp vulnerability 2019

CVE-2019-0708 - Microsoft Security Updates
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0708
No information is available for this page.

Lean why

Customer guidance for CVE-2019-0708 | Remote Desktop Services ...
https://support.microsoft. help/... -guid e 2019-0708 ~

May 23, 2019 - Microsoft is aware that some customers are running versions of Windows that no
longer receive mainstream support. That means those customers will not have received any security
updates to protect their systems from CVE-2019-0708, which is a critical remote code execution ...

-L-
0

ransomware attack 2019

Top stories

N.S.A. Denies Its Baltimore's NSA Deflects Blame for
Cyberweapon Was Ransomware Mess Is Baltimore Ransomware
Used in Baltimore Its Own Fault—Cyber Attack

Attack, Congressman... Saturday

The New York Times Fortune Mextgov

1 day ago 1 day ago 2 days ago

—> More for ransomware attack 2019

Ransomware - Security News - Trend Micro USA
https://www.trendmicro.com/vinfo/us/security/news/ransomware ~

GandCrab Ransomware Found Targeting MySQL Databases. May 27, 2019. Security researchers saw a
spate of attacks targeting Windows servers running ...

Surge of MegaCortex ransomware attacks detected | ZDNet
https://www.zdnet.com/.../sudden-surge-of-megacortex-ransomware-infections-detecte... ~
May &, 2019 - Vitali Kremez (@VK_Intel) May 4, 2019. This is a new approach compared to past
“targeted ransomware attacks" that either relied on:.

Hackers Are Holding Baltimore Hostage: How They Struck and What's ...
https://www.nytimes.com/2019/05/22/us/baltimore-ransomware.html

May 22, 2019 - After it was hit by a ransomware attack, Baltimore immediately ... May 22, 2019 .... But
ransomware attacks have been carried out much more ..

©2021 CliftonLarsonAllen LLP



Ransomware

Scan from a Xerox WorkCentre l'.\

Message Developer Adobe PDF @
x ¥ = 34 Find
=T i‘k ' % Em- x g Sog . — % Safe Lists - ¥
\ - N S A & el L 2y Related ~
Reply Reply Forward &, Call ~ Delete Move to Create Other Block | Mot Junk Categorize Follow Mark as
to All Folder~ Rule Actions~ | Sender - Up~ Unread || W Select~
Respond Actions Junk E-mail T Options 5 Find

Extra line breaks in this message were removed.

From: ¥erox WorkCentre [¥erox.Device2@larsonallen. com]

d0e | 4 Sean_2598941_189293_291.zip (700 B) TT00001 et (238 B)

(3

Please download the document. It was scanned and sent to you using a Xerox multifunction —
device.

File Type: pdf
Download: Scanned from a Xerox multi~7.pdf

multifunction device Location: machine location not set Device Name: Xerox3972

For more information on Xerox products and solutions, please wisit http://www.xerox.com

4]
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Defensive Strategies to
Minimize and Mitigate the
Risk of Breaches




Don’t be DUPED

Deploy Multi-Factor Authentication (MFA)
Update your software regularly
Passwords — At least 14 characters
Encryption

Don’t click on things you shouldn’t

nAllen LLP
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Ransomware
Defensive Strategies

Minimized user access (NO local admin rights)

Software configurations

Software restriction policies
Applocker/EMET

nAllen LLP
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Ransomware PR
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Strategies

Our information security strategy should have the
following objectives:

Assume breach mentality
Defense in-depth — protect the crown jewels
Users that are aware and savvy

Networks that are hardened and resistant to
malware and attacks

Resilience capabilities: monitoring, incident
response, testing, and validation

All of the above is supported by
regular/periodic risk assessment

== ~D

nAllen LLP
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Assume Breach

It is not @ matter of IF...
It is @ matter of WHEN...




Assume Breach Approach

“Assume breach” limits the trust placed in
applications, services, identities, and
networks by treating them all, both
internal and external, as not secure and
possibly already compromised.

©2021 CliftonLarsonAllen LLP



Old Model — Prevent Breach

Focused on preventing a breach

Build the walls higher/thicker

Money went towards perimeter controls
“Next-gen” firewalls
Intrusion detection and prevention

Antivirus/antimalware software

nAllen LLP
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Approach Comparison

Firewall / Perimeter
Static Defense
“Set and Forget”

Code Review

Antivirus
Threat Modeling

Constant Monitoring
Logical Defense
Awareness

Testing

Continual Improvement

Red Team Simulation

nAllen LLP
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Security Evolution

Preventing breaches is critical, but does not
adequately address modern threats

Traditional controls are still necessary

Practices must be continually tested and
augmented to effectively address modern

adversaries such as APTs, cyber criminals, etc.

nAllen LLP
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Security Evolution

Prepare for an “inevitable” breach

Build and maintain robust, repeatable, and
thoroughly tested security response
procedures (playbook)

Understand what normal looks like and
constantly monitor for presence of abnormal

©2021 CliftonLarsonAllen LLP



Fire Department/Team Paradigm

We do not expect firefighters to
learn how to fight a fire when we call them!

We should NOT expect our IT staff to
handle incidents without training or proper tools.

Concepts
Specialized gear
Specialized training
Tools are tested
Simple repeatable tasks
Fast response is expected
Communicate effectively

©2021 CliftonLarsonAllen LLP



Disaster Recovery &
Business Continuity

Inventory of assets and results of risk assessment
are crucial

Hardware and software

Critical data elements (“the crown jewels”)

Critical business processes
Business impact analysis with definition of recovery
point objectives

Defines priority for restoration
Disaster Recovery is periodically practiced

Need to make sure it works the way you expect

nAllen LLP
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Questions?

©2021 CliftonLarsonAllen LLP
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Thank you!

RJ Stallkamp, OSCP

Associate Cyber Security Consultant

Direct: 615-939-4723
Rick.Stallkamp @CLAconnect.com
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